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Abstract
This paper presents an effective solution to enhance the
security of RSA scheme. The objective of this proposed
method is to eliminate the redundant messages which
occurred in some values of n, the product of two prime
numbers, and this problem is considered as a weak point in
the RSA method. The solution of this problem depends on
replacement of this value of n using a secure agreement
distance in a set of all available prime numbers. The next
step is selecting either one of the primes responsible for
generating an alternative n or both primes from that set.
This method also eliminates one parameter of the public
key which is the value of n, and therefore we get a more
secure method to prevent most common attacks against
RSA method.
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Despite the RSA algorithm is considered a very secure, t is
rarely used in smart card, because it take long computation
time. The main usage of RSA is in the digital signature. In
addition RSA cryptosystem is relatively slow and therefore
it is unsuitable for encryption of large messages [2],
[3],[4], [5].
R.L. Rivest, A. Shamir, and L. Adleman developed the
RSA public-key cryptosystem in 1978. The RSA
cryptosystem is simply a modular exponentiation. The
modulus n is the product of two large prime's p and q,
Public key and private key are obtained by:
e = d-1 mod Ø(n)
(1)
The encryption operation is performed using the public
key n and e as follows:
C = Me (mod n)
(2)

Neighbour Algorithm.

1. Introduction
Because of the rapid growth of telecommunication and
internet, information security becomes more and more
significant. Cryptography is the best way for protecting
secret information. Cryptosystems can be divided into two
types , secret-key cryptosystem and
public-key
cryptosystem.
The first type (secret-key cryptosystem), uses the same
encryption key to encipher the plaintext and decipher the
ciphertext .For this reason, this types is also called as
symmetric cryptosystem. Though secret-key cryptosystem
is easily to implement due to less computation, , it has
several drawbacks, too many keys, key distribution
problem, authentication and nonrepudiation problem.
The important type which is the public-key cryptosystem
is developed to solve the problems of symmetric
cryptosystem, and RSA cryptosystem is the most popular
approach. The RSA cryptosystem was developed in 1977
by Ronald L. Rivest, Adi Shamir, and Leonard Adleman
at MIT and first published in 1978 [1].

Where M is the plaintext such that 0<M<n and C is the
ciphertext which can be decrypted using the private key n
and d as follows:
M = C d (mod n)
[1]
In recent days, data security has become an important
issue for public, private and defense organizations because
of the large losses of illegal data access. To protect
confidential data or information from unauthorized access,
illegal modifications and reproduction, various types of
cryptographic techniques are used. One of these important
techniques is cryptography which is the science of writing
in secret form and it is divided into two types: symmetric
and asymmetric cryptography [6], [7].
Symmetric algorithms are typically considered fast and
they are suitable for processing large stream of data. Some
of the famous and efficient symmetric algorithms include
Twofish, Serpent, AES, Blowfish and IDEA [1]. In
addition, there are generic algorithms which offer an
alternative technique for encryption [3]. In general, genetic
algorithms contain three basic operators: reproduction,
crossover and mutation [8], [9].
On the other hand, there are different popular and efficient
asymmetric algorithms including RSA, NTRU, and
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Elliptic curve cryptography. But RSA algorithm is a
cryptosystem, which is known as one of the first
practicable public -key cryptosystems and is widely used
for secure data transmission [6]. The important property of
RSA algorithm is that the encryption key is public and
differs from the decryption key which is kept secret. This
property gives the RSA algorithm asymmetry property
which is based on the practical difficulty of factoring the
product of two large prime numbers which is known as the
factoring problem. The main procedure of the RSA
algorithm is that allows the user to creates and then
publishes the product of two large prime numbers, along
with an auxiliary value, as their public key. RSA stands for
Ron Rivest, Adi Shamir and Leonard Adleman, who first
publicly described the algorithm in 1977 [10]. For more
security, the prime factors must be kept secret. Any user
can use the public key to encrypt a message (M), but with
currently published methods, if the public key is large
enough, only someone with knowledge of the prime
factors can feasibly decode the message [1]. Breaking
RSA encryption is known as the RSA problem. It is an
open question whether it is as hard as the factoring
problem [11], [1].
The main operation of many public-key cryptosystem
(PKC) such as RSA is the using of the large integers
modular exponentiation which is implemented by
repeating modular multiplication [12],[13],[14]. For this
reason, the efficiency of many PKCs is determined by the
efficiency of the modular multiplication algorithm
[15][16][17].
One of the efficient algorithms for modular multiplication
is Montgomery modular multiplication (M3) algorithm
because it avoids division by the modulus [18], [19].
Ha and Moon in [20] proposed a method that the common
part of modular multiplication in modular exponentiation
can be computed once rather than twice and called it
common-multiplicand multiplication (CMM) method. Wu
et al. in [21] proposed a method by using canonical
recoding technique in order to recode the exponent. So the
probability of the nonzero digit is reduced. Therefore the
computational complexity of the modular exponentiation
is decreased. In [21] CMM method proposed in [20] can
be used in multiplication phase. Wu in [22] proposed a
method to divide the signed-digit exponent into three
equal lengths and use of CMM technique in order to
compute common part of multiplications, once rather than
several times.
In this paper we use the k-nearest neighbour algorithm.
The definition of this algorithm is that: Suppose each
sample in our data set has n attributes which we combine
to form an n-dimensional vector:

x= (x1, x2, . . . ,xn)
These n attributes are considered to be the independent
variables. Each sample also has another attribute, denoted
by y (the dependent variable), whose value depends on the
other n attributes x . We assume that Y is a categorical
variable, and there is a scalar function, f, which assigns a
class,
y=f(x ) to every such vectors.
We do not know anything about f (otherwise there is no
need for data mining) except that we assume that it is
smooth in some sense.
We suppose that a set of T such vectors are given together
with their corresponding classes:
X (i), y(i) for i= 1 , 2, . . . , T.
This set is referred to as the training set.
The problem we want to solve is the following. Suppose
we are given a new sample where x = u. We want to find
the class that this sample belongs. If we knew the function
f, we would simply compute v = f(u) to know how to
classify this new sample, but of course we do not know
anything about f except that it is sufficiently smooth.
The idea in k-Nearest Neighbor methods is to identify k
samples in the training set whose independent variables x
are similar to u , and to use these k samples to classify this
new sample into a class, v. If all we are prepared to
assume is that f is a smooth function, a reasonable idea is
to look for samples in our training data that are near it (in
terms of the independent variables) and then to compute v
from the values of y for these samples.
When we talk about neighbors we are implying that there
is a distance or dissimilarity measure that we can compute
between samples based on the independent variables. For
the moment we will concern ourselves to the most popular
measure of distance: Euclidean distance [23].
The Euclidean distance between the points x and u is:
,

2

2. Related Works
In [24], a proposal for introducing an approach
which
is
more
secure
than
original
RSA
algorithm, which is used for digital signatures
and
encryption
in
public
key
cryptography.
This method eliminates the need to transfer n,
the product of two random. The authors used
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large
prime
numbers
which
it
becomes
difficult for the intruder to guess the factors of
n and hence the encrypted message remains
safe from the hackers. For this reason, this
approach provides a more secure path for
transmission
and
reception
of
messages
through public key cryptography.
A research was proposed to develop a factorization
method which is used to obtain the factor of positive
integer N. The present work focuses on factorization of all
trivial and nontrivial integer numbers as per Fermat
method and requires fewer steps for factorization process
of RSA modulus N. By experimental results it has been
shown that factorization speed becomes increasing as
compare to traditional Trial Division method, Fermat
Factorization method, Brent’s Factorization method and
Pollard Rho Factorization method [25].
To improve the security, a scheme presented a new
cryptography algorithm based on additive homomorphic
properties called Modified RSA Encryption Algorithm
(MREA). MREA is secure as compared to RSA as it is
based on the factoring problem as well as decisional
composite residuosity assumptions which is the
intractability hypothesis. The scheme is an additive
homomorphic cryptosystem; this means that, given only
the public-key and the encryption of m1 and m2, one can
compute the encryption of m1 + m2. This scheme also
presents comparison between RSA and MREA
cryptosystems in terms of security and performance [26].

prime numbers or both used for changing the value of n
and to ensure more security.
In this method, the parties in the communication session
agree upon a secure set of alternative prime numbers (PR).
From this set they can choose alternative values of prime
number for p or q or both. In addition, this set of prime
numbers is divided into different classes. Each class
contains a specified numbers of primes .This choice is
dependent on a secure distance (d1) to select a certain
neighbor of one of the classes in that set. This distance will
be used to choose one prime number or both. This
procedure is performed by assigning another secure
distance (d2) inside the selected class. Then when we get
an equality of both message and its corresponding
ciphertext due to a specific value of n, we can generate a
new secure value of n to overcome these redundant values
of messages.
For this purpose, the proposed system uses the k-nearest
neighbor of p or q in a one of the neighbor class in the set
of alternative prime numbers. The purpose of the distance
(d1) is to use an agreement secure parameter to choose one
of the classes inside the set of all classes and this distance
must be changed periodically to remove the redundant
messages and to enhance more security for the RSA
algorithm. There is another secure parameter which is the
distance (d2). The propose of this distance is to select the
k-nearest neighbour of primes inside the selected class by
distance (d1).
Figure 1 illustrates the system model.

A new technique was proposed to provide maximum
security for data over the network by using a modified
RSA cryptosystem based on ‘n’ prime. This method
involves encryption, decryption, and key generation.This
technique used ‘n’ prime number which is not easily
breakable. ‘n’ prime numbers are not easily decompose.
So this modified RSA algorithm handled ‘n’ prime
numbers and provides security [27].

3. Proposed System
When RSA is implemented, there is a situation in which
the ciphertext is the same as the plaintext in some values
of n which is the product of two prime numbers p and q.
So it is very important to find an effective solution for
such a problem because it is vulnerable for most common
attacks.
In order to solve such a problem, the proposed method
constructs a new method to change the value of n by
constructing a large set of prime numbers from which the
users can select alternative values of either one of the

Fig.1 : The Nearest Prime Number System .
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Upon selecting the alternative prime number p , let's say p'
, then we easily compute the alternative value of n denoted
by n'. In such a case, this procedure produces agreement
secure parameters. In order to acknowledge the receiver by
changing n, the sent ciphertex must be appended by a
secure agreement parameter, denoted by f, inside the
ciphetext . This suggested parameter is used to prevent
sending the value of alternative value as a public key, so
we get a more secure procedure for RSA algorithm by
reducing the public key into one parameter that is the
public key of the user only because in the traditional
method of RSA, the public key consists of two parameter;
the value of n and the public of the user (e).
ALGORITHM
Let PR is the set of prime numbers p and q such that
PR={p1,q1,p2,q2,…..pn,qn}
Divide PR into subsets S= {s1,s2,….Sn} such that each Si
contains a limited numbers of primes .
Each Si={psi1,psi2, …..psin}
Choose two prime numbers from PR
n= p*q
Ø (n)=(p-1)*(q-1)
Let e be the public key
Let d be the private key
c= me mod n.
if c=m then
Sender operation:
1: Choose d1 of the one of subsetssi in S for the secure
class
2: Choose d2 inside si to pick one alternative prime p'
3: Compute n'=p'*q
4: Compute Ø (n')=(p'-1)*(q-1)
5: Choose alternative public key , lets e'
6: Generate the corresponding private key d'
7: Compute the ciphertext C'=me' mod n'
8: Combine the agreement factor f with the new ciphetext
and send C"" as :
C''=[C',f ]

4. Conclusion
In this method we reduce the redundant messages occurred
in RSA method. We see that for some values of n, there is
a major problem in which the message and its
corresponding ciphetext are the same. At the presence of
recent active attacks, this problem can be exploited by
many attackers. For this reason, this method presents an
active solution by changing the value of n. In this case we
need to apply the k-nearest neighbour values of either p or
q or both. By applying this proposed system, the security
of RSA algorithm is enhanced and we get a more secure
algorithm by changing the value of n which can not be
known except by the authorized users who only know the
agreement factor. Another important property of this

system is that we change the component of public key
structure of the traditional RSA by sending only the public
key (e) of the user without sending the value of n. To get a
more secure system, it is important to change the distances
applied to select the nearest neighbor periodically.
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