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Abstract
Recently, there has been a growing debate over approaches for
handling and analyzing private data. Research has identified
issues with syntactic approaches such as k-anonymity and ldiversity. Differential privacy, which is based on adding noise to
the analysis outcome, has been promoted as the answer to
privacy-preserving data mining. This paper looks at the issues
involved and criticisms of both approaches. We conclude that
both approaches have their place, and that each approach has
issues that call for further research. We identify these research
challenges, and discuss recent developments and future
directions that will enable greater access to data while improving
privacy guarantees.
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1. Introduction
With the advent of tremendous growth of personal
data and sophisticated, miniaturized data collecting
devices, it has become a big challenge for the analysts to
bring out the summary about the data without breach of
privacy in the personal data. Data mining tools are being
developed progressively more and more to draw trends
and patterns. Of particular interest are data containing
structured information on individuals. However, the use of
data containing personal information has to be restricted in
order to protect individual privacy.
The Official Statistics community has long
recognized the privacy issues in both data publishing and
release of statistics about data; Statistical Disclosure
Limitation has primarily focused on tabular statistics,
where a cell represents either a count of individuals
matching that row/column (e.g., age range and income
level), or a sum/average (e.g., years of education by race
and state). Methods such as suppression (e.g., eliminating
cells that reflect fewer than, say, five individuals),
generalization by rounding values, or noise addition have
been used to prevent individual identification. There has
been extensive work for ensuring that the combinations of
values from such tables cannot be “solved” to reveal exact
values for individuals. Such a privacy aware release of
statistics can be considered as PPDM.
Many techniques were proposed in the context of
privacy preserving data publishing, including sampling,

suppression, generalization (particularly of geographic
details and numeric values), adding random noise, and
value swapping. There has been work on showing how
such methods can preserve data utility; for example, value
swapping maintains univariate statistics, and if done
carefully, it can also maintain controlled approximations
to multivariate statistics [1]. The state of practice is based
on standards for generalization of certain types of
information (e.g., any disclosed geographic unit must
contain at least 10,000 or 100,000 individuals). Following
such standards for generalization of specific types of data,
certain specifications of data generalization detail the
types and specificity of data generalization that are
deemed to make the data safe for releasing. A problem
with this prescriptive approach is that each new domain
demands new rules (e.g., due to different perceptions of
the risk associated with re-identification and disclosure of
data of different types, such as census data vs. health data
vs. educational data). The proliferation of domains where
data is being collected and may need to be published in a
private manner makes this prescriptive approach
impractical in the new big data world. Moreover, even this
prescriptive approach does not provide a guarantee of
individual privacy, but only an expectation of privacy. The
result is that these prescriptive approaches are often very
conservative, resulting in lower utility of the data. The fact
that such standards exist, given the knowledge that they do
not provide perfect privacy, suggests that PPDM and
PPDP do not need to provide an absolute guarantee of
privacy; adequate privacy (which may vary by domain)
can be sufficient.
The Official Statistics research community has
developed numerous methods for generating privacyprotected microdata, but this has not resulted in a standard
approach to PPDP. One difficulty is that much of the work
emphasizes methods to produce microdata sets, often for a
particular domain. This makes the work difficult to
generalize. There has recently been an explosion of
attempts in the computing research community to provide
formal mathematical definitions that either bound the
probability of identification of individuals, or the
specificity of information released about individuals.
While much of the earlier (and current) work in Statistical
Disclosure Limitation is highly relevant, a comprehensive
survey and comparative analysis of those methods is
beyond the scope of this paper. Herein, we focus only on
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the recent definitions offered by the computing research
community, and indicate claims or interpretations that we
perceive as misunderstandings that are impacting the
progress of research in this field.
Probably the first formal mathematical model to
achieve wide visibility in the computing research
community was k-anonymity, proposed by Samarati and
Sweeney. This model requires that each of the released
records be indistinguishable from at least k - 1 other
records when projected on the quasi-identifier attributes.
As a consequence, each individual may be linked to sets of
records of size at least k in the released anonymized table,
whence privacy is protected to some extent. This is
accomplished by modifying table entries. The above
seminal studies, and the majority of the subsequent studies,
modify data by generalizing table entries.
However, other techniques have also been suggested
to achieve record indistinguishability. All those techniques
first partition the data records into blocks, and then release
information on the records within each block so that the
linkage between quasi-identifier tuples and sensitive
values within a given block is fully blurred.
Despite the enhanced privacy that those models offer
with respect to the basic model of k-anonymity, they are
still susceptible to various attacks. As a result of those
attacks, it seems that part of the research community has
lost faith in those privacy models. The emergence of
differential privacy [2], a rigorous notion of privacy based
on adding noise to answers to queries on the data, has
revolutionized the field of PPDM. There seems to be a
widespread belief that differential privacy and its
offsprings are immune to those attacks, and that they
render the syntactic models of anonymity obsolete. In this
paper we discuss the problems with syntactic anonymity
and argue that, while all those problems are genuine, they
can be addressed within the framework of syntactic
anonymity. We further argue that differential privacy too
is susceptible to attacks, as well as having other problems
and (often unstated) assumptions that raise problems in
practice.

2. Syntactic Models of Anonymity
Herein we survey some of the main models of
syntactic anonymity. Most of those models are based on
generalizing table entries. Such data distortion preserves
the truthfulness of data, in the sense that a generalized
value defines a group of possible original values.
(Generalization also includes, as a special case, the
operation of suppression; suppression also defines a group
of possible original values since usually the dictionary of
possible values for each attribute is known.) Those models

provide privacy for the data subjects by rendering some
sort of record indistinguishability.
k-Anonymity and most of the models that evolved
from it are based on partitioning the database records to
blocks and then anonymizing the records so that those that
appear in the same block become indistinguishable. In kanonymity, all blocks are required to be of size at least k,
and the records within each block are replaced with their
closure, being the minimal generalized record that
generalizes all of them.

3. Differential Privacy
3.1 Tables and Figures
In the middle of the previous decade, the research
community began exploring new privacy notions that are
not based on a syntactic definition of privacy, most
prominent among which is differential privacy.
Differential Privacy is a formal definition relating
uncertainty at an individual level to the noise or
randomization used in a privacy mechanism.
Owing to its rigorous approach and formal privacy
guarantees, differential privacy has started to be adopted
by a growing part of the academic community as the only
acceptable definition of privacy, sometimes to the extent
that it is viewed as rendering previous privacy models
obsolete.
A key value of differential privacy is that it is proof
against an attacker with strong background knowledge.
The strong attacker assumed by differential privacy knows
all records in the database except for one record, but is still
unable to violate the privacy of the individual behind that
record: the query result would be essentially
indistinguishable (modulo eε) whether that individual’s
record was or was not in the data. The second
breakthrough made by differential privacy is in
formulating a general mechanism for adding noise to any
continuous-valued query towards meeting that privacy
measure. Another merit of differential privacy is that it is
composable, in the sense that it can support multiple
queries on the data.

4. PPDM and PPDP
There is a fundamental difference between the
assumptions that underlie differential privacy and those
that underlie syntactic privacy models. In fact, those two
seemingly competing approaches are targeting two
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different playgrounds. k-anonymity and other syntactic
notions of anonymity target PPDP. A typical scenario of
PPDP is that in which a hospital wishes to release data
about its patients for public scrutiny of any type. The
hospital possesses the data and is committed to the privacy
of its patients. The goal is to publish the data in an
anonymized manner without making any assumptions on
the type of analysis and queries that will be executed on it.
Once the data is published, it is available for any type of
analysis.
Differential privacy, on the other hand, typically
targets PPDM. In PPDM, as opposed to PPDP, the query
that needs to be answered must be known prior to
applying the privacy preserving process. In the typical
PPDM scenario, the data custodian maintains control of
the data and does not publish it. Instead, the custodian
responds to queries on the data, and ensures that the
answers provided do not violate the privacy of the data
subjects. In differential privacy this is typically achieved
by adding noise to the data, and it is necessary to know the
analysis to be performed in advance in order to calibrate
the level of noise to the global sensitivity of the query and
to the targeted differential privacy parameter ε. While
some differential privacy techniques (e.g., private
histograms) are really intermediate analysis rather than a
final data mining model, it is still necessary for the data
custodian to know what analysis is intended to be
performed.
Data publishing is a widespread practice hence, it is
important to develop appropriate techniques for PPDP.
First of all, even if the data custodian knows that the data
will be used for classification, it may not know how the
user may analyze the data. The user often has applicationspecific bias towards building the classifier. For example,
some users prefer accuracy while others prefer
interpretability, or some prefer recall while others prefer
precision. In other cases, visualization or exploratory
analysis of the data may guide the user toward the right
approach to classification for their particular problem.
Publishing the data provides the user a greater flexibility
for data analysis. It should be noted that while data
publishing techniques can be customized to provide better
results for particular types of analysis data which is
published towards a specific data mining goal can still be
used for other data mining goals as well.

Those two approaches are sometimes perceived as
competing approaches, and that one can be used instead of
the other. The first point that we made in this study is that
the above conception is wrong. We explained that the
syntactic models are designed for privacy-preserving data
publishing (PPDP) while differential privacy is typically
applicable for privacy-preserving data mining (PPDM).
Hence, one approach cannot replace the other, and they
both have a place alongside the other.
Our conclusion is that while differential privacy is a
valuable weapon in the fight to both maintain privacy and
foster use of data, it is not the universal answer. It
provides a way to deal with a previously unanswered
question in PPDM: how to ensure that the model
developed does not inherently violate privacy of the
individuals in the training data? While there are still issues
related to both privacy and utility to be resolved.
In conclusion, in both paradigms, the issues raised
should be viewed as opportunities for future research,
rather than a call for abandoning one approach or the other.
Advances in both paradigms are needed to ensure that the
future provides reasonable protections on privacy as well
as supporting legitimate learning from the ever-increasing
data about us.
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