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Abstract

users which protects the conﬁdentiality from the

cloud computing provides an economical and efficient
solution for sharing data among cloud users. sharing data
in a group while preserving data and privacy from an
cloud is still a big issue. Hence to maintain the data
security is very important on cloud for protecting the
data. Because of this issue data encryption is necessary.
We can also communicate using encrypted message
service among cloud users.

revoked users in the dynamic broadcast encryption
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scheme.
Cloud

computing

is

recognized

as

an

alternative to traditional information technology
due to its intrinsic resource-sharing and lowmaintenance characteristics. In cloud computing,
the cloud service providers (CSPs), such as
Amazon, are able to deliver various services to
cloud users with the help of powerful datacenters.

1. Introduction

By migrating the local data management systems

One of the most fundamental services offered

into cloud servers, users can enjoy high-quality

by cloud providers is data storage. Let us consider a

services and save signiﬁcant investments on their

practical data application. A company allows its

local infrastructures. One of the most fundamental

staffs in the same group or department to store and
share files in the cloud. By utilizing the cloud, the

services offered by cloud providers is data storage.
The

character

of

low

maintenance,

cloud

staffs can be completely released from the

computing provides an economical and efﬁcient

troublesome local data storage and maintenance.

solution for sharing group resource among cloud

However, it also poses a significant risk to the
confidentiality of those stored files. Specifically,

users. Unfortunately, sharing data in a group
manner while preserving data and privacy from an

the cloud servers managed by cloud providers are

un-trusted cloud is still a challenging issue, due to

not fully trusted by users while the data files stored

changes in cloud users.

in the cloud may be sensitive and confidential, such
as business plans. To preserve data privacy, a basic

We can communicate with other users using cloud.
In this paper we are proposing to encrypt each and

solution is to encrypt data files, and then upload the

every message sent via cloud using SPEKE

encrypted data into the cloud.

algorithm. Using this encryption algorithm we are

To achieve secure data sharing for dynamic

able to achieve security and privacy.

groups in the cloud, we combine the group
signature
techniques.

and

dynamic

Speciﬁcally,

broadcast
the

group

encryption
signature

1.1 Related work
proposed a cryptographic storage

scheme enables users to anonymously use the cloud

system that enables secure file sharing on untrusted

resources, and the dynamic broadcast encryption

servers, By dividing files into filegroups and

technique allows data owners to securely share

encrypting each filegroup with a unique file-block

their data ﬁles with others including new joining

key, the data owner can share the filegroups with
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others

through

delivering

the

corresponding

Group Manager:

lockbox key, where the lockbox key is used to

Group Manager takes the charge of system

encrypt the file-block keys. However, it brings

parameters like user registration, user revocation,

about a heavy key distribution overhead for large-

secret key generation.

scale file sharing. Additionally, the file-block key

Group Members:

needs to be updated and distributed again for a user

Group members are the set of registered users that

revocation.

will store their private data into the cloud server
and can download it and share the data with others

2. Proposed System logic and
Architecture:
We propose a secure multi-owner data sharing
scheme. It implies that any user in the group can
securely share data with others by the cloud. Our
proposed scheme is able to support dynamic groups

in the group.

3. Mathematical module
Signature generation:
Input: Private key (A,x), system parameter
(P,U,V,H,W) and data M.

efﬁciently. Speciﬁcally, new granted users can
directly decrypt data ﬁles uploaded before their

Begin

participation without contacting with data owners.

Select random number a,b,c,d,e,f,g € z

User revocation can be easily achieved through a

Compute the following values

novel revocation list without updating the secret
keys of the remaining users. We provide secure and
privacy-preserving access control to users, which
guarantees any member in a group to anonymously

T1=a.U
T2=b.V
T3=A1+(a+b).H

utilize the cloud resource. Moreover, the real
identities of data owners can be revealed by the
group manager when disputes occur.

R1=c+U
R2=d.V
R3=e(T3,p)e,e(H,W),-c-d,e(H,P)-h-g
R4=e.T1-f.U
R5=e.T2-g.V
Set c=f(M,T1,T2,T3,R1,R2,R3,R4,R5)
Construct the following number
S1=r1+c1
S2=r2+c2
S3=r3+c3
S4=r4+c4

Cloud Server:

S5=r5+c5

Cloud is operated by cloud service providers and
provides priced abundant storage services.

Return Δ=(T1,T2,T3,c,s1,s2,s3,s4,s5)
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End

4. Conclusions

Signature verification

We design a secure data sharing scheme, Mona, for

Output: true or false

dynamic groups in an cloud. In Mona, a user is able
to share data with others in the group without

Begin
Compute the following values
R1=s1.U-c.T1

revealing

identity

privacy

to

the

cloud.

Additionally, Mona supports user revocation and
new user joining. More specially, user revocation
can be achieved through a public revocation list

R2=s2.V-c.T2

without updating the private keys of the remaining

R3=(e(T3,W)/e(P,P))^c*e(T3,P)^S3*e(H,W)^(-s1s2)* e(H,P)^(-s4-s5)

users, and new users can directly decrypt ﬁles

R4=s3.T1-s4.U

Moreover, the storage overhead and the encryption

R5=s3.T2-s5.V

stored in the cloud before their participation.

computation cost are constant. Extensive analyses
show that our proposed scheme satisﬁes the desired

If c=f(M,T1,T2,T3,R1,R2,R3,R4,R5)

security requirements and guarantees efficiency as

return True

well.

Else
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