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Abstract 

 
 For systems operating in harsh and/or hostile 

environments even a single failure event can result in huge loss 
and disastrous effects. This paper presents the design of an 
efficient method for fault recovering in a digital system. The 
biological inspiration used in self correction system overcomes 
the limitations of conventional fault tolerant methods. The fault 
recovering and processing steps are adopted from endocrine 
cellular communication. By using this method system can 
recover fault by replacing faulty module with spare module or 
with transferring the encoded data in similar module. This 
scheme reduces hardware overhead and additional rerouting 
along with increasing size of the circuit.  
Keywords: Endocrine cellular communication, Functional 
layer, Gene control layer, Stem Cell, Working cell 

1. Introduction 

 Every electronic circuit always faces the 
difficulty of functional fault, even if they provide good 
performance. Self-correction has always been a standard 
feature in mission critical digital systems. Fault tolerance 
is a guarantee that the reliable electronic system will not 
betray the intentions of its designers.  

 In the early stages, conventional methods like 
DMR and TMR were used ,but they offered less fault 
coverage and increased redundancy. Thus new approaches 
arose from biological concepts and are more suitable in 
fault tolerant digital system design [1]. One of the delegate 
approaches, MUX TREE method [13] offers better self 
repairing and replication, but has only less fault coverage. 
Another approach uses endocrine systems [9] to improve 
redundancy, but needs a complex communication for 
rerouting. This paper presents a new methodology to 
overcome these problems. 

The rest of the paper is organized as follows. 
Section 2 discusses the related research works in this area. 
The proposed work and the fault recovery procedure are 

discussed in section 3. The Xilinx simulation details are 
provided in section IV. Section V concludes this paper. 

2. Related Works 

FPGAs provides a cost- effective and efficient 
method for tolerating permanent faults as they have 
abundant configurable logic elements and routing 
resources. The FPGA can be reconfigured by using 
previously unused resources to replace the faulty part in 
the same hardware, once a permanent fault is detected. 

Triple – modular redundancy (TMR) is an earliest 
and widely used fault tolerant technique. Here the function 
is implemented using three equivalent hardware systems 
which run in parallel and the majority output is always 
used. This technique has only small impact on timing 
performance, say just the voting latency.. The main 
drawback of this technique is the area overhead needed to 
replicate functionality [5].  

 
Fig. 1  Triple – modular redundancy (TMR) 

 
The Embryonics (embryonic electronics) 

approach is inspired by the process of molecular biology 
and by the embryonic development of living organism [6]. 
It is a methodology for designing FPGAs with self-repair 
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and self– replicating properties. Self-repair allows partial 
reconstruction when a minor fault occurs, while self 
replication allows complete reconstruction of the original 
device in case of a major fault [7]. Here a logic function is 
represented by an ordered binary decision tree (OBDD) 
and then implemented on an FPGA whose basic cell is a 
2:1 multiplexer with programmable connections. Each cell 
in the cellular array has a gene (configuration) that defines 
its functionality. 

The self-healing digital system design is inspired 
by the human antigen protection mechanism. This is based 
on lookup table (LUT). Here a spare cell is dedicated to 
four functional cells [8]. When one of these four 
functional is faulty, the spare cell is cloned to replace the 
faulty functional cell. It also consists of router cell which 
can be used to transfer the output of an internal cell to an 
external output at the periphery of the structure. Here a 
silicon cell is designed such that a faulty cell is replaced 
by a spare in case of major faults. This architecture 
corrects soft errors in functional cells and interconnects 
lines. This architecture does not consider detection and 
tolerance of faults in the interconnect lines between the 
functional cells. 

 
Fig. 2: Before the fault occurrence 

 

 
 

Fig. 3: Rerouting after fault occurrence 
.  
 

3. Proposed Work 

 
The proposed system architecture is composed of 

a working layer and control layer.  The working layer 
performs the targeted function, the control layer controls 
the working layer Therefore, the function and connections 
of the whole system are maintained by simply expressing 
the same encoded data to the spare (stem) module, while 
the wiring architecture connects correctly after the 
encoded data are properly assigned to the spare module. 
There are already several available devices that can 
replace a faulty module by embedding the same encoded 
data of the faulty module into the stem module, but none 
of them can maintain the function and connections through 
single-step embedding of the encoded data into the spare 
module, as proposed in this paper.  

There are two types of faults: a transient fault and 
a permanent fault. Permanent faults alter the logic function 
specified by the designer permanently and they are caused 
by the physical changes in the logic circuit components 
due to some external or internal perturbations. Transient 
faults are caused by temporary changes in the properties of 
logic circuits. As a result the values of logic variables 
show a deviation from the specified values. The fault 
signal is generated in the working layer and then reaches 
the control layer, which determines the spare (stem) 
module in the working layer that will take the faulty 
module instead. The main role of the control layer is to 
assign the correct spare (stem) module to replace the faulty 
one. In addition, modules involved in this mechanism are 
distributed and operated in parallel. Therefore, even if 
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several faults occur simultaneously in different modules, 
the system can recover them. Furthermore, it can preserve 
the state and function that existed just before the fault 
occurred in the sequential system. 

The area of focus in this paper is the working 
layer (WL). The working layer consists of 4working cells 
Each working cell is surrounded by four spare cells and 
each of the spare cells will be shared by four working cell. 
 

 
 
Fig. 4. Proposed self-repairing digital system. Overall architecture and 
related cells between the functional layer and the control layer. WC: 
working cell. SC: stem cell. ICU: index changing unit. DU: 
differentiation unit. 
 

 Both layers are operated in parallel, thus the 
system can recover even several faults occur in different 
modules at same time. Working layer contain artificial 
cells (modules). Module may be working cell(WC), spare 
cell(SC) or isolated cells. Every WC is surrounded with its 
4 SC as shown in Fig 4, and each SCs is connected to its 
neighboring WC. Each WC having its own ICU and SCs 
has it own DU in control layer. The control layer is 
functionally positioned in parallel with the working layer. 
Thus, the control layer must control the working layer 
properly without a collision. 

 

3.1 Working Layer 

      Functionality of target digital system is 
divided into different genome and fed in each working 
cells (WC). Each WC is surrounded by its own stem 
(spare) cells and it contains genome of neighboring 
working cell.. These 3 types of cells are commonly known 
as module. All modules have similar basic structure and 
these different modules forms a layer called working layer 
(structural layer).  

3.2 Control Layer 

The gene control layer assigns proper spare cell by 
producing control signals after receiving fault signal . It 
finds available spare cell and selects proper genome to the 
particular spare cell. Then the spare cell takes the 
functionality of the faulty working cell. The gene control 
layer is composed of  ICU  and  DU. 

3.2.1 Index Changing Unit 

In the gene-control layer, the index changing unit 
(ICU) takes charge of one WC and its four neighboring 
SCs in the functional layer. It chooses the proper candidate 
SC for the faulty WC without collision. one ICU is 
responsible for changing the index bits in four neighboring 
SCs of the WC. The priority of spare cells for 
differentiation is given in a counterclockwise direction 
from the left SC of the WC. Table I illustrates all possible 
changes of index bits in W, LS, DS, RS, and TS cells after 
the receipt of a fault signal from the functional layer. 

On the first line in Table III, the differentiation 
bit of LS is set to “1”  if the state bit of LS is “0”  and W 
receives the fault signal. The state bit implies that LS is 
the first available spare cell for a faulty W and that the 
direction bit does not need to be changed, because the 
initial value represents the “ left”  direction already. In the 
second line in Table I, the differentiation bit and the 
direction bits of DS are changed to “1”  and “01,”  
respectively, when the state bit of LS and DS is “1”  and 
“0,”  respectively, while receiving the fault signal of W. 
This example shows that W becomes faulty and is 
replaced by DS when LS is occupied by another WC. 
Therefore, it sets the system to skip the other working cell 
and differentiates the next spare cell which has not yet 
been used. If there are no more spare cells for fault 
recovery, the system stops operating and moves on to 
system failure. 
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Direction 
Bit 

The direction 
of the WC 
for which 
stem cell is 
differentiate
d 

 

Left 0
0 

Down 0
1 

Right 1
0 

up 1
1 

Differentiation bit 

 

No change  

 

0 

Differentiat
e the stem 
cell  

 

1 

 
TABLE I . Index bits for each stem cell 
 

3.2.2 Differentiation Unit 

Every spare cell has a DU that differentiates the 
spare cell referring to the differentiation bit and the 
direction bits. The Differentiation Unit (DU) receives 
index bits and sends differentiated signal to corresponding 
stem cell. Thereby, the fault recovery is achieved and the 
target system maintains the normal operation. If the 
differentiation bit of the spare cell is changed to “1”  while 
having the direction bits of “10,”  the spare cell is 
differentiated into a cell like the WC, which is located on 
the right side according to Table I With the proper 
mechanism from the ICU and the DU, it can recover 
repetitive faults for one WC up to four times although the 
SC is used for any four neighboring WCs. 
 

 
 

3.3 Modified Work 

The area of focus in this paper is the working 
layer (WL). The working layer consists of 4working cells 
Each working cell is surrounded by four spare cells and 
each of the spare cells will be shared by four working cell. 
Apart from the conventional architectures in which  when 
a working cell (WC) fails it is replaced by the neighboring 
spare cell (SC) in the anticlockwise direction starting from 
the left SC of the WC. The function of the spare cell will 
be the same as that of the corresponding faulty working 
cell. Each spare cell has a differentiation bit (diff) 
associated with it. Therefore by checking the status of diff 
bit we can decide whether a particular spare is available or 
not. If the spare cell is acting as working cell then other 
working cells cannot use the particular spare cell. But in 
the modified work shared allocation of spare cell is 
possible, ie the spare cell can be used as working cell  
when a fault occur as well as spare cell for another 
working cell. 

 
 

Fig. 5: Spare Allocation,W: Working cells,S:spare cells 
 

In the modified deign each spare cell is 
incorporated with the genome (encoded data) of every 
working cell, so that it can act either as working cell or as 
spare cell. Due to this shared spare allocation area 
overhead of the system  is much reduced. For determining 
the fault coverage in the system  an ALU unit is 
considered which contain four operations 
Addition,Multiplication,Subtraction and Shifting. The four 
operations are done by four working cells. Consider the 
case of selecting addition operation. If there is no fault in 
adder WC, the system  continue it’s working in without 
using SCs as in Fig 5. But when the adder  WC suffer by 
temporary fault, it will try to overcome by fault detection  
and retain it’s working condition. 
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4. Experiment and results 
      Simulations were done using Xilinx. The four 

working cells and nine spare cells are implemented. 
Several cases of recovery from a permanent fault and 
transient fault are demonstrated in the platform. When the 
transient fault is detected, at the rising of the next clock 
faulty data recovered to normal data and the system 
operates normally. The main aim of the  architecture is to 
reduce the area, memory usage, time delay and thereby 
increase scalability and accuracy. 
 
4.1 Simulation Results 
 

 
Fig.6. Simulation result of system with no faulty cells 

 

  
 

Fig.7. Simulation result of system with  adder  
Faulty. 

 
 
  
 
 
 

 
 
4.2 Synthesis Report 

 
 
. 

 
Fig.9. Synthesis report of  conventional system 

 

 
Fig.10. Synthesis report of  modified system 

 
 

5. Conclusion 

The proposed architecture for fault detection 
offers less memory usage and having good fault coverage. 
Furthermore, due to the new architecture, the cells could 
be arranged in densely and flexible way, also the WC 
could be expanded to any four directions. The exact 
control in the gene-control layer offers fault recovery 
without collision. As a result, all these create the system 
efficient compare to other existing approaches. If the 
requirement for an application is increased fault coverage 
then this  is suitable. The future goal is to implement this , 
which provides higher fault coverage at the expense of 
increased overhead, on Virtex-4 devices which supports 
partial reconfiguration. can be demonstrated in real 
environment. 
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