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ABSTRACT 

A key emerging and popular communication paradigm, 
primarily employed for information dissemination, is 
peer-to-peer (P2P) networking. In this paper, we model 
the spread of malware in decentralized, Gnutella type of 
peer-topeer networks. Our study reveals that the existing 
bound on the spectral radius governing the possibility of 
an epidemic outbreak needs to be revised in the context of 
a P2P network. We formulate an analytical model that 
emulates the mechanics of a decentralized Gnutella type 
of peer network and study the spread of malware on such 
networks. We show analytically, that a framework which 
does not incorporate the behavioral characteristics of peers 
ends up over estimating the epidemic threshold metric, 
R0. This in turn results in false positives, an undesirable 
feature. We also characterize the conditions under which 
the network may reach a malware free equilibrium and 
validate our theoretical results with numerical simulations. 

INTRODUCTION  

Malware are malevolent programming projects conveyed 
by digital aggressors to bargain PC frameworks by 
misusing their security vulnerabilities. Inspired by 
remarkable money related on the other hand political 
prizes, malware proprietors are debilitating their vitality to 
bargain as numerous arranged PCs as they can in request 
to accomplish their vindictive objectives. A traded off PC 
is known as a bot, what not bots bargained by a malware 
structure a botnet. Botnets have turned into the assault 
motor of digital assailants, and they posture discriminating 
difficulties to digital protectors. So as to battle against 
digital  

lawbreakers, it is critical for protectors to comprehend 
malware conduct, for example, spread on the other hand 
participation enlistment designs, the size of botnets, and 

circulation of bots. To date, we don't have a strong 
comprehensionabout the size and circulation of malware  

on the other hand botnets. Specialists have utilized 
different routines to quantify the span of botnets, such as 
botnet penetration [1], DNS redirection [2], outside data 
[3]. These endeavors demonstrate that the extent of 
botnets differs from millions to a couple of thousand. 
There are no overwhelming standards to clarify these 
varieties. As a result, scientists frantically covet successful 
models and clarifications for the bedlam. Dagon, Zou and 
Lee [4] uncovered that time zone has a conspicuous effect 
on the quantity of accessiblebots. Mieghem et al. [5] 
showed that system topology has an imperative effect on 
malware spreading through their thorough scientific 
investigation. As of late, the development of versatile 
malware, for example, Cabir [6], Ikee [7] , and Brador [8] 
, further builds the trouble level of our comprehension on 
how they engender.  

More insights about versatile malware can be found at a 
late study paper [9]. To the best of our insight, the best 
finding about malware dissemination in substantial scale 
systems originates from Chen and Ji [10]: the 
dissemination is non-uniform. This shows that the 
examination in this field is in its initial stage. The 
pandemic hypothesis assumes a main part in malware 
proliferation displaying. The current models for malware 
spread fall in two cate- gories: the study of disease 
transmission model and the control theoretic model. The 
control framework hypothesis based models attempt to 
identify and contain the spread of malware [11] [12]. The 
study of disease transmission models are more centered 
around the quantity of bargained hosts and their 
disseminations, and they have been investigated widely in 
the software engineering group [13] [14] [15]. Zou et al. 
[16] utilized a defenseless contaminated (SI) model to 
anticipate the development of Internet worms at the early 
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stage. Gao and Liu [17] as of late utilized a helpless 
contaminated recuperated (SIR) model to portray versatile 
infection engendering. One discriminating condition for 
the pestilence models is a huge powerless populace in 
light of the fact that their standard is in view of differential 
mathematical statements. More points of interest of 
pestilence demonstrating can be find in [18]. As pointed 
by Willinger et al.  

Existing System: 

To date, we do not have a solid understanding about the 
size and distribution of malware or botnets. Researchers 
have employed various methods to measure the size of 
botnets, such as botnet infiltration [1], DNS redirection[3], 
external information [2]. These efforts indicate that the 
size of botnets varies from millions to a few thou-sand. 
There are no dominant rinciples to explain these 
variations. As a result, rearchers desperately desire ef-
fective models and explanations for the chaos. Dagon et 
al. [3] revealed that time zone has an obvious impact on 
the number of available bots. Mieghem et al. [4] indicated 
that network topology has an important impact on mal-
ware spreading through their rigorous mathematical anal-
ysis. Recently, the emergence of mobile malware, such as 
Cabir [5], Ikee [6], and Brador [7], further increases the 
difficulty level of our understanding on how they propa-
gate. More details about mobile malware can be found at a 
recent survey paper [8]. To the best of our knowledge, the 
best finding about malware distribution in large-scale 
networks comes from Chen and Ji [9]: the distribution is 
non-uniform. All this indicates that the research in this 
field is in its early stage 
 
Proposed System: 

 In this paper, we study the distribution of malware in 
terms of networks (e.g., autonomous systems (AS), ISP 
domains,abstract networks of smartphones who share the 
same vulnerabilities) at large scales. In this kind of setting, 
we have a sufficient volume of data at a large enough 
scale to meet the requirements of the SI model. Different 
from the traditional epidemic models, we break our model 
into two layers. First of all, for a given time since the 
breakout of a malware, we calculate how many networks 
have been compromised based on the SI model. Second, 
for a compromised network, we calculate how many hosts 
have been compromised since the time that the network 

was compromised. With this two layer model in place, we 
can determine the total number of compromised hosts and 
theirdistribution in terms of networks. Through our 
rigorous analysis, we find that the distribution of a given 
malware follows an exponential distribution at its early 
stage, and obeys a power law distribution with a short 
exponential tailat its late stage, and finally converges to a 
power law distribution. We examine our theoretical 
findings through two large-scale real-world data sets: the 
Android based malware [19] and the Conficker [20]. The 
experimental resultsstrongly support our theoretical 
claims. To the best of our knowledge, the proposed two 
layer epidemic model and the findings are the first work in 
the field. 

RELATED WORK: 

The basic story of malware is as follows. A malware pro-
grammer writes a program, called bot or agent, and then 
installs the bots at compromised computers on the Internet 
using various network virus-like techniques. All of his 
bots form a botnet, which is controlled by its owners to 
commit illegal tasks, such as launching DDoS attacks, 
sending spam emails, performing phishing activities, and 
collecting sensitive information. There is a command and 
control (C&C) server(s) to communicate with the bots and 
collect data from bots. In order to disguise himself from 
legal forces, the botmaster changes the url of his C&C 
frequently, e.g., weekly. An excellent explanation about 
this can be found in [1]. With the significant growing of 
smartphones, we have witnessed an increasing number of 
mobile malware. Malware writers have develop many 
mobile malware in recent years. Cabir [5] was developed 
in 2004, and was the first malware targeting on the Sym-
bian operating system for mobile devices. Moreover, it 
was also the first malware propagating via Bluetooth. Ikee 
[6] was the first mobile malware against Apple iPhones, 
while Brador [7] was developed against Windows CE op-
erating systems. 

The attack victors for mobile malware are diverse, such as 
SMS, MMS, Bluetooth, WiFi, and Web browsing. Peng et 
al. [8] presented the short history of mobile malware since 
2004, and surveyed their propagation models.A direct 
method to count the number of bots is to use botnet infil-
tration to count the bot IDs or IP addresses. Stone- Gross 
et al. [1] registered the URL of the Torpig botnet before 
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the botmaster, and therefore were able to hijack the C&C 
server for ten days, and collect about 70G data from the 
bots of the Torpig botnet. They reported that the footprint 
of the Torpig botnet was 182,800, and the median and av-
erage size of the Torpig’s live population was 49,272 and 
48,532, respectively. They found 49,294 new infections 
during the ten days takeover. Their research also indicated 
that the live population fluctuates periodically as users 
switch between being online and offline. This issue was 
also tacked by Dagon et al. in [3]. 
Another method is to use DNS redirection. Dagon et al. 
[3] analyzed captured bots by honypot, and then identified 
the C&C server using source code reverse engineering 
tools. They then manipulated the DNS entry which is 
related to a botnet’s IRC server, and redirected the DNS 
requests to a local sinkhole. They therefore could count 
the number of bots in the botnet. As discussed previously, 
their method counts the footprint of the botnet, whichwas 
350,000 in their report. In this paper, we use two large 
scale malware data sets for our experiments. Conficker is 
a well-known and one of the most recently widespread 
malware. Shin et al. [20] collected a data set about 25 mil-
lion Conficker victims from all over the world at different 
levels. At the same time, malware targeting on Android 
based mobile systems are developing quickly in recent 
years. Zhou and Jiang [19] collected a large data set of 
Android based malware. In [2], Rajab et al.pointed out 
that it is inaccurate to count the unique IP addresses of 
bots because DHCP and NAT techniques are employed 
extensively on the Internet ([1] confirms this by their ob-
servation that 78.9 percent of the infected machines were 
behind a NAT, VPN, proxy, or firewall). They therefore 
proposed to examine the hits of DNS caches to find the 
lower bound of the size of a given botnet. 

PRELIMINARIES: 
The boundary nodes identified so far are discrete. They 

largely depict the network boundaries. However, many 

applications require not only discrete boundarynodes, but 

also closed boundary surfaces. Moreover, it is highly 

desirable that such surfaces are lo-cally planarized 2-

manifold in order to apply available 2-D graphic tools on 

3-D surfaces. In this research, we implement an algorithm 

that constructs locally planarized triangular meshes on the 

identified 3-D boundaries. We adopt the method proposed 

in [30] that can produce a 2-D planar subgraph (which, 

however, is not a triangular mesh) and extend it to 3-D 

surfaces to achieve complete triangulation without 

degenerated edges. The algorithm is localized and based 

on connectivity only. 

 

Deterministic Epidemic Models:  

After nearly 100 years development, the epidemic 

mod-els [17] have proved effective and appropriate for a 

sys-tem that possesses a large number of vulnerable hosts. 

In other words, they are suitable at a macro level. Zou et 

al. [15] demonstrated that they were suitable for the 

studies of Internet based virus propagation at the early 

stage.We note that there are many factors that impact the 

malware propagation or botnet membership recruitment, 

such as network topology, recruitment frequency, and 

connection status of vulnerable hosts. All these factors 

contribute to the speed of malware propagation. 

Fortunately, we can in-clude all these factors into one 

parameter as infection rate b in epidemic theory. 

Therefore, in our study, let N be the total number of 

vulnerable hosts of a large-scale network (e.g., the 

Internet) for a given malware. 

 Complex Networks:  

Research on complex networks have 

demonstrated that the number of hosts of networks 
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follows the power law. People found that the size 

distribution usually follows the power law, such as 

population in cities in a country or personal income in a 

nation [24]. In terms of the Internet, researchers have also 

discovered many power law phe-nomenon, such as the 

size distribution of web files [25]. Recent progresses 

reported in [26] further demonstrated that the size of 

networks follows the power law. 

PROBLEM DESCRIPTION:  

In this section, we describe the malware 

propagation prob-lem in general. As shown in Fig. 2, we 

study the malware propagation issue at two levels, the 

Internet level and the network level. We note that at the 

network level, a net-work could be defined in many 

different ways, it could be an ISP domain, a country 

network, the group of a specific mobile devices, and so 

on. At the Internet level, we treat every network of the 

network level as one element.  

 

PERFORMANCE EVALUATION:  

In this section, we examine our theoretical 

analysis through two well-known large-scale malware: 

Android malware and Conficker. Android malware is a 

recent fast developing and dominant smartphone based 

malware [19]. Different from Android malware, the 

Conficker worm is an Internet based state-of-the-art botnet 

[20]. Both the data sets have been widely used by the 

com-munity. From the Android malware data set, we have 

an overview of the malware development from August 

2010 to October 2011. There are 1,260 samples in total 

from 49 different Android malware in the data set. For a 

given An-droid malware program, it only focuses on one 

or a num-ber of specific vulnerabilities.Therefore, all 

smartphones share these vulnerabilitiesform a specific 

network for that Android malware. In other words, there 

are 49 networks in the data set,and it is reasonable that the 

population of each network is huge. 

FURTHER DISCUSSION: 

In this paper, we have explored the problem of malware 

distribution in large-scale networks. There are many di-

rections that could be further explored. We list some im-

portant ones as follows. 

1) The dynamics of the late stage. We have found that the 

main body of malware distribution follows the power law 

with a short exponential tail at the late stage. It is very 

attractive to explore the mathematical mechanism of how 

the propagation leads to such kinds of mixed distributions. 

2) The transition from exponential distribution to power 
law distribution. It is necessary to investigate when and 
how a malware distribution moves froman exponential 
distribution to the power law. In other words, how can we 
clearly define the transition point between the early stage 
and the late stage. 
3) Multiple layer modelling. We hire the fluid model in 
both of the two layers in our study as both layers are suf-
ficiently large and meet the conditions for the modelling 
methods. 
4) Epidemic model for the proposed two layer model. In 
this paper, we use the SI model, which is the simplest for 
epidemic analysis. More practical models, e.g., SIS or 
SIR, could be chosen to serve the same problem. 
5) Distribution of coexist multiple malware in networks. 
In reality, multiple malware may coexist at the same net-
works. Due to the fact that different malware focus on 
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different vulnerabilities, the distributions of different 
malware should not be the same. It is challenging and 
interesting to establish mathematical models for multiple 
malware distribution in terms of networks. 

CONCLUSION: 

 In the current work, we motivated the need to understand 
the dynamics of malware spread, especially in the context 
of inter-acting heterogeneous environments such as 
peerto-peer net-works. The need for an analytic 
framework incorporating user characteristics (e.g. off-line 
to on-line transitional behavior) and communication 
patterns (e.g. the average neighborhood size) was put forth 
by quantifying there influence on the basic reproduction 
ratio. It was proved analytically that a model that does not 
incorporate the above features runs the risk of grossly 
overestimating R0 and thereby falsely reporting the 
presence of an epidemic. Further, our simulations show 
that the bound on the spectral radius for the spread of 
malware needs to take into account, the underlying 
communication pattern, especially in a P2P kind of setting 
so as arrive at an accurate estimate. The model was also 
extended to characterize the dynamics of malware spread 
in networks of smart cell phones. 
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