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Abstract 
As mobile devices become prevalent in Schools, it also creates a 
unique environment, Bring Your Own Device. BYODs are 
extensions of academic environment networks and thus it is 
essential to manage challenges that comes with BYODs. 
Management of mobile devices must be included to ensure proper 
management of networks.  BYODs have many advantages, such as 
reducing cost and increasing users' productivity. However, they also 
raise many challenges due to their unique requirements. This paper 
reviewed various published work on challenges as identified by 
authorities in the area of BYOD and benefits of BYODs and 
proposed corresponding solutions to the challenges.  
 
Keywords: BYOD, Solutions, Mobile Device, SAMR model. 
 
1: Introduction: 
Bring your own device (BYOD), is a wave that blows across 
board be it industry, education, or personal endeavours. 
People at all levels play with one form of mobile device or 
the other (Cisco 2012).  Forcing students to abandon their 
mobile devices, even for a few hours, is almost impossible. 
Adopting it as part of the devices that would be used in 
enhancing learning and teaching is a welcomed idea. BYOD 
is an opportunity to engage learners and enhance staff 
productivity while getting the most out of present technology 
platforms. 
 
The move to BYOD is a natural progression, the advent of 
the smart mobile devices and mobile applications have 
extended academic working beyond closing school hour.. 
Remote Access technology has made homes an extended 
working and schooling environment.  (Gordon -  2014).  
Fundamental academic practices have remained the same. 
BYOD has also brought in some critical issues irrespective of 
its benefits (reduction on cost, increased productivity and. 
innovation, less stress on IT etc.). Security of institutional 
data and information. Industries and academic institutions 
adopting BYOD must be ready to ensure that the three key 
concepts in management of information which are 
Confidentiality, Integrity and Availability are upheld. This 

can be done by institutional legislation and draft of an 
implementable policy 
 
2: Benefits Of Bring Your Own Device 
 

2.1 Increased Productivity And Innovation:  
Research have shown that employees and students are more 
confident and productive when they work with devise they 
love and own. Present day mobile devices comes with current 
technology and regular security patches which acts as added 
advantage to the organisation.(Wiech 2013, Doyle 2013) 

 
2.2 Employee Satisfaction:  
Job satisfaction comes with working with the right tools. 
Employees like using devices they have chosen and invested 
in — rather than what was selected by IT departments or 
units.  83 percent of users considered their mobile device 
more important than their morning cup of coffee (IBM, 
2013). Allowing employees to use personal devices also 
helps them avoid carrying multiple devices. (IBM 2013, 
Wiech 2013, Doyle 2013) 
 
2.3 Cost Savings: 
Cost of purchase and maintenance would be shifted from 
employer to employee. Employee did not not see it as 
anything as they use their facilities and maintain them. The 
money spent on purchase and maintenance is seen as part of 
their comfort.  

 
2.4 Less Stress On IT: 
Maintenance and upkeep of the devices are solely the users 
responsibility as these devices are personally own, so it 
lessens the strain on the IT staff. IT staff spend more time 
focusing on more important issues than just help desk issues. 

 
2.5 Attracts The Best Applicants:  
Offering a BYOD on your enterprise wireless network can 
help to attract top performing applicants, who seek to work 
flexibly and often work on-the-go. 
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2.6 Increases Engagement in the Workplace and 

After Work Hours:  
Office environment, academic environment, office hours, 
academic hours are extended. Homes now become virtual 
offices and employees are willing working more hours by 
using their devices. 
 
3: Challenges 
Although the ability to allow students access to institutional 
data via portals at anytime from anywhere and on any device 
provides real benefits; it also brings significant risks to the 
institution. To ensure proper handling of this risk, the 
knowledge of the risk is imperative. 
 
3.1 Phone Number Challenges: 
 Individuals own their phone numbers, when they leave the 
organisation, they move with these numbers. The issue 
becomes apparent when employees in Institutions 
registry/human resources or departments leave the institution 
and take their phone number with them. Prospective students 
and departmental staff unaware of his/her departure calling 
the number will then potentially be calling competitors which 
can lead to loss of students and staff. 

 
3.2 Information Breach:  
BYOD has resulted in information breaches; students and 
employees may lose their devices after access the institutions 
network, and competitors or untrusted parties have access to 
them and retrieve the information in the devices. Another 
type of security breach occurs when an employee leaves the 
company, they do not have to give back the device, so 
company applications and other data may still be present on 
their device. 
 
3.3 Device Sharing:  
When a staff or student share devices, they endanger the 
institutions information. An employee/student sharing a 
BYOD-use device with his spouse/friends certainly opens up 
potential issues such as corporate data loss or security 
breaches and. It also creates a much trickier problem in terms 
of potential legal action against the organisation. Personal 
information may be deleted by the organisation which may 
bring in issue of litigation. 

 
3.4 Employee Gets Rid Of A Device:  
Employees that sell or recycle a BYOD device after 
upgrading pose another risk, as do lost or stolen devices. A 
common policy and technology strategy is to enable remote 
wiping of the device's data and require it as a condition of 
program participation. Like most protections, remote wipe is 
not fool-proof. But it's a key tool in managing the downside -
- which can be steep simply because of the sheer volume of 

devices. Device disposal occurs millions of times when 
Apple releases a new iPhone, for example, or more 
incrementally when people accidentally leave their phones in 
taxicabs or airport waiting areas. Employee termination is 
another scenario where remote wipe can be crucial.  

 
3.5 Policy Development:  
A challenging but important task for companies who utilize 
BYOD is to develop a policy that defines exactly what 
sensitive information needs to be protected and which 
employees/students should have access to this information, 
and then to educate all employees on this policy. 

 
3.6 Infrastructure Issues:  
Organisations who wish to adopt a BYOD policy must also 
consider how they will ensure that the devices which connect 
to the organisation’s network infrastructure to access 
sensitive information will be protected from Malware. 
Different types of devices operate at different speeds and 
with different operating systems. This can be difficult for an 
IT department to set up and maintain infrastructure to support 
different device needs. Also, if employees are able to bring 
their own devices, there will be many more devices used than 
what would be if the company was providing them.(Wiech 
2013).Traditionally if the device was owned by the 
organisation, the organisation would be able to dictate for 
what purposes the device may be used or what public sites 
may be accessed from the device. An organisation can 
typically expect users to use their own devices to connect to 
the Internet from private or public locations. The users could 
be susceptible from attacks originating from untethered 
browsing or could potentially access less secure or 
compromised sites that may contain harmful material and 
compromise the security of the device. 

 
3.7 Network Scalability and Capability:  
Another important issue with BYOD is of scalability and 
capability. Many organisations today lack proper network 
infrastructure to handle the large traffic which will be 
generated when employees will start using different devices 
at the same time. Today, employees use mobile devices as 
their primary devices and they demand performance which 
they are accustomed to. Today devices have become more 
sophisticated in terms of technology upgrade; hence 
increasing demand from WLAN infrastructure. 

 
3.8 Cost Sharing:   
Users pay for devices, but who pays for the voice and data 
plans? Cost sharing becomes a challenge as it is a big task to 
come to terms with the users of devices as it relates to office 
use in payment of bills, but it's important to pick a cost 
sharing formula and get users to agree to it. 
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3.9 Staff Training:  
Adopting BYOD entails a lot of training and acceptance on 
the policy, network usage and accepted devices. 

4: Solutions 
Irrespective of the identified challenges, (Wiech 2013) 
suggested solutions which include as stated  
 

4.1 Easily setup new devices:  
With an influx of devices the IT department will need to add 
them all to the network, which can be extremely time 
consuming. Solutions such as Tools4ver’s User Management 
Resource Administrator (UMRA) allow IT staff to easily add 
these new devices by adding them in Active Directory. End 
users will even be able to register their devices themselves if 
required. 
 

4.2 Only allow certain devices to be registered:  
Since there are many different types and brands of devices 
that employees can use, an organization will have to decide 
which ones it is going to allow and support. This allows it to 
focus on a narrower selection of devices and be able to solve 
issues that arise with those devices. When a user tries to 
register a device, UMRA can be set up to only allow 
supported devices to be registered, thus not allowing 
unsupported devices to be registered on the company 
network. 
 

4.3 Ensure Security:  
Security is a big issue with allowing BYOD at a company. 
When an employee leaves, he takes the device with him, so it 
is important that each departing employee does not still have 
access to important company data. With UMRA, once an 
employee leaves the company, his account can automatically 
be disabled, thereby deactivating his access to the network 
and any secure data. This ensures that when an employee 
leaves he will not be able to continue accessing important 
company data. This can also help to comply with regulations 
and audit needs. No one will have access to applications and 
data that they are not supposed to have access. 

 
4.4 Policy Development And Implementation:  
Organisations venturing into BYOD should have a BYOD 
implementable policy that specifies. Policy a guide 
documents that organisations use in running the office. For 
educational institutions, there must be policy guiding the use 
of individual devices by students and staff. 
 
4.5 Framework:  
In ensuring a successful BYOD implementation, educational 
institutions should follow as structure of implementation. 
Some existing frameworks are divided into two categories 
Security and Productivity (Westconto,2013). Another school 

divides it into prescriptive approach which is  typically seen 
with  companies who are heavily regulated such as those in 
the financial services sector and  companies  embracing 
BYOD and using the trend to their competitive advantage. 
(logicalisaus 2012).  Other include The frameworks include: 
the PAH continuum (Luckin et al. 2010), SAMR model 
(Substitution, Augmentation, Modification, Redefinition) of 
educational technology transformation (Puentedura’s 2006) 

 
4.6 Intensive Policy Awareness:  
When policies are developed, there must be awareness. 
Students should be informed of the policy and the 
consequences of going against it. Trainings must be 
conducted at regular intervals to ensure that no one would be 
ignorant of the BYOD policy. 

 
5: Conclusion: 
In order to transform students and educators into creative 
professionals, educational institutions need to focus and rely 
on technological advancement for knowledge transfer and 
research. BYOD comes in handy in this regard. Havening 
reviewed some of the challenges of BYOD, which include 
Data Breach, Phone number challenges, infrastructural 
challenges, policy development etc; a number of solutions 
have been identified also which will enhance security of the 
network, and these are intensive policy awareness,  an 
implementable framework, development and implementation 
of policy, easy setup of devices. For further work which time 
did not permit, I suggest a design of an implementable 
framework for educational institutions in Nigeria. 
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