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Abstract 

The increasing recognition of social networks has brought about 

a productive research area in information withdrawal and data 

mining. Statistics from various fields such as security 

organizations, government organizations, etc. reflect that the 

amount or rate at which sensitive data is exposed have grown at 

the double in recent years over social network such as MySpace, 

FaceBook, Twitter etc. This exposure could be caused by, 

human mistakes which is the main cause of loss of data. It is 

possible that organizations and individuals are alerted of any 

data exposure caused by human mistakes with the existence of 

an adequate solution. There exists a requirement of effective 

anonymization techniques to solve these problems. This paper 

exploited the methodology referred to as KDLD anonymity i.e., 

K-degree-l-diversity model which is applied to an extracted 

FaceBook data (with the aid of a social network data analyzing 

tool, Gephi). The anonymization tool, ARX which already has 

the features and working of KDLD is used to anonymize the 

data extracted. The anonymized data was then transferred to 

NodeXL for further and clearer representation. 

Keywords: Anonymization, k-degree-l-diversity, Privacy-

Preserving Data Mining, Privacy-Preserving Data Publishing, 

Social Network Data 

1. Introduction 
 

Social Networks such as MySpace, Facebook etc. have 

become gradually more accepted applications in the Web. 

Lots of users are registered on them; here every user is 

linked to a bunch of other users through friendship, 

professional relationship (members of the same 

organizations), etc. There is a large amount of personal 

information available on the Web about any individual 

that is generated either by an individual or by others. 

Recently, social network data have been made available to 

the public in some kind of way. Hereby making 

Preserving privacy in publishing social network data 

become an important [1] Nowadays, more Web users are 

generating information that is meant to be private. An 

organization or an individual could use the generated 

information to make assumptions or conclusions about a 

person. The social interaction and performances between 

users involved on social network can be viewed as a graph 

whereby each vertex represents a user, and the social 

associations and actions are represented by the edges [2]. 

The results of the structure of the graph have lots of 

vertices (i.e. users or social actors) also lots of edges (i.e. 

social associations). Previously many methods and 

techniques were proposed to preserve privacy of social 

network. The most efficient is privacy-preserving data 

publishing which mainly deals with anonymizing graph 

data. In the view of solving the above problems associated 

with the anonymization of social network data, some 

methods and techniques were proposed, which include the 

following: Attack Model [3] and [4], Privacy Model [5] 

and Data Utility [6]. In this paper the re-identification 

risk model was combined with k-degree-l-diversity model 

to ensure the privacy of a Facebook data. Section 2 

discusses the literature review of similar works, proposed 

methodology and previous works. Section 3 captures the 

implementation of this work, parameters and tools used. 

Section 4 showcases the various results and outcomes 

from the implementation of this work while discussion, 

conclusion and future work are elaborated in section 5. 

2. Related Work 
2.1 Attack Model 
Given the anonymized network data, foes for the most 

part depend on foundation information to de-anonymize 

people and learn connections between de-anonymized 

people. Six sorts of the foundation learning were 

recognized by [7], which are: qualities of vertices, vertex 

degrees, join relationship, neighborhoods, installed sub-

diagrams and chart measurements. An algorithm called 

Seed-and-Grow was proposed by [3] to distinguish clients 

from an anonymized social diagram, construct exclusively 

with respect to chart structure. The calculation first 
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distinguishes a seed sub-diagram which is either planted 

by an attacker or disclosed by plot of a little group of 

clients, and afterward develops the seed bigger in view of 

the enemy's current information of clients' social 

relations. Various types of attack model include: 

2.1.1 Mutual Friendship Attack: this method depends on 

the amount of common friends of two associated people 

on a social network. In a social network website, for 

example, Facebook or MySpace, an attacker can secure 

the amount of friends of an individual [8]. Besides, the foe 

can likewise remove the friendship connection between 

two people from the interaction data freely accessible on 

the site. Accordingly, utilizing the vertex degrees of two 

people and their fellowship connection, the enemy can 

issue a friendship attack on the social network that was 

published to re-distinguish the vertices comparing to an 

individual and his companion and related vertex data, for 

example, hobbies, exercises and religious convictions [2]. 

The Fig. 1 below illustrates an example of mutual 

friendship attack model. 

 

 

Fig. 1a Original social network           Fig. 1b anonymized social network 

2.1.2 Degree Attack: here, every person in a social 

network is obliged to interact with more than one vertex 

identification as well as a group personality, and the 

group personality mirrors some sensitive information 

about the person. It has been demonstrated that, taking 

into account some foundation learning about vertex 

degree, regardless of the fact that the attacker can't 

unequivocally distinguish the vertex relating to an 

individual, group data and neighbourhood data can at 

present be derived [9]. Fig. 2 represents and illustrates the 

degree attack model. 

 
 

       

  
   Fig. 2a Original network data           Fig. 2b naïve Anonymized network  

 

2.2 Privacy Model 

This depends on the great k-anonymity model, various 

security models have been proposed for graph data. A 

portion of the models have been condensed in the 

overview made by [10], for example, k-degree, k-

neighbourhood, k-automorphism, k-isomorphism, and k-

symmetry. In order to shield the security of relationship 

from the mutual friend attack, a variation of k-anonymity, 

called k-NMF secrecy was presented by [5]. NMF is a 

property characterized for the edge in an undirected basic 

graph, which represents the amount of mutual friends 

between the two people connected by the edge. In the 

event that a system fulfills k-NMF anonymity then for 

every edge e, there will be in any event k-1 different edges 

with the same number of mutual friends as e. It can be 

ensured that the probability of an edge being recognized is 

not more prominent than 1/k. Fig. 3 depicts the privacy 

model technique (K-NMF anonymity). 

        
      Fig. 3a 3-NMF                   Fig. 3b 4-NMF                Fig.3c 6-NMF 

                        
 

2.3 Data Utility Model 
With respect to network data anonymization, the 

implication of data utility is: whether and to what extent 

properties of the graph are preserved. [11] summarize 

three types of properties considered in current studies, 

which are 

2.3.1 Graph Topological Properties: which are 

characterized for applications that aim at the analysis of 

the properties of the graph. Different measures have been 

proposed to demonstrate the structure qualities of the 

network. 

2.3.2 Graph Spectral Properties: The range of a graph is 

normally characterized as the set of eigen-values of the 

graph's adjacency matrix or other inferred matrices, 

which has close relations with numerous graph properties. 

2.3.3 Aggregate Network Queries: An aggregate network 

query calculates the aggregate on some paths or 

subgraphs satisfying some query conditions. The accuracy 

of answering aggregate network queries can be considered 

as the measure of utility preservation.  
                         

2.4 Privacy-Preserving Data Publishing 

 
There is a large amount of personal information available 

on the Web about any individuals that is generated either 

by them or by others. Furthermore, more users on the 
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Web are generating information that is deemed private. A 

corporation or a person can use that information to make 

decisions about a particular individual [12]. PPDP in the 

context of social networks mainly deals with anonymizing 

graph data. In the view of solving the above problems 

associated with the anonymization of social network data, 

some methods and techniques were proposed 

2.4.1 K-Anonymity: k-anonymization algorithms for 

network data publishing perform edge insertion and/or 

deletion operations, and they try to reduce the utility loss 

by minimizing the changes on the graph degree sequence.  

[13] Considered that the degree sequence only captures 

limited structural properties of the graph and the derived 

anonymization methods may cause large utility loss. They 

propose utility loss measurements built on the 

community-based graph models, including both the flat 

community model and the hierarchical community model, 

to better capture the impact of anonymization on network 

topology. 

 

2.5 Data Breach Detection Technique 
Identity Disclosure (ID) is a critical problem in private 

data publishing, and has been widely studied in previous 

work. Recently, the ID problem is attracting increasing 

attention in social network analysis [14]. Intrusion 

Detection Systems (IDSs) are widely deployed to defend 

against large-scale attacks and security threats. Existing 

IDSs, however, often trigger too many alerts daily [15]. 

Moreover, the false alerts are mixed up with the true ones 

[16], making it more difficult to identify the real hidden 

attacks. 

According to a report from Risk Based Security (RBS) 

[17], the number of leaked sensitive data records has 

increased dramatically during the last few years [18]. 

Detecting and preventing data leaks or breach requires a 

set of complementary solutions, which may include data-

leak detection, data confinement, stealthy malware 

detection, and policy enforcement [17]. Some of the 

techniques used to detect data breach include: 

 

2.5.1 Fuzzy Fingerprint Method and Protocol: Here, the 

DLD provider obtains digests of sensitive data from the 

data owner. The data owner uses a sliding window and 

Rabin fingerprint algorithm [19] to generate short and 

hard to- reverse (i.e., one-way) digests through the fast 

polynomial modulus operation. The sliding window 

generates small fragments of the processed data (sensitive 

data or network traffic), which preserves the local features 

of the data and provides the noise tolerance property. 

Rabin fingerprints are computed as polynomial modulus 

operations, and can be implemented with fast XOR, shift, 

and table look-up operations. The Rabin fingerprint 

algorithm has a unique min-wise independence property 

[20], which supports fast random fingerprints selection 

(in uniform distribution) for partial fingerprints 

disclosure. This whole phenomenon is referred to as 

Shingles and Fingerprints. 

2.5.2 Frequent pattern mining technique: This technique 

is highly suitable for alert analysis with the ability of 

deriving frequent item-sets and association rules. 

Especially, algorithm FP-Tree is good at efficient mining 

of frequent patterns in large database, which applying a 

compressed, frequent pattern tree FP-Tree structure for 

mining frequent patterns without candidate generation. 

The FP-Tree algorithm mainly includes the following two 

algorithms: FP-Tree construction and FP-Growth [21]. 

Emphasis will be put on method of mining association 

rules among protected alert’s attributes for retrenching 

and filtering intrusion events. 

 

2.5.3 Deep Packet Inspection Technique (DPI): 
Network data-leak detection (DLD) typically performs 

deep packet inspection (DPI) and searches for any 

occurrences of sensitive data patterns. DPI is a technique 

to analyze payloads of IP/TCP packets for inspecting 

application layer data, e.g., HTTP header/content. Alerts 

are triggered when the amount of sensitive data found in 

traffic passes a threshold. The detection system can be 

deployed on a router or integrated into existing network 

intrusion detection systems (NIDS). Straightforward 

realizations of data-leak detection require the plaintext 

sensitive data. However, this requirement is undesirable, 

as it may threaten the confidentiality of the sensitive 

information. If a detection system is compromised, then it 

may expose the plaintext sensitive data (in memory). In 

addition, the data owner may need to outsource the data-

leak detection to providers, but may be unwilling to reveal 

the plaintext sensitive data to them. Therefore, one needs 

new data-leak detection solutions that allow the providers 

to scan content for leaks without learning the sensitive 

information [17]. 

3. Proposed Method 
The model that is proposed to be used for the achievement 

of this work is k-degree-l-diversity (KDLD) anonymity. 

The Proposed approach defines the k-degree-l-diversity 

anonymity model that considers the protection of 

structural information as well as sensitive labels of 

individuals. 
 

3.1 K-degree-l-diversity (KDLD) anonymity 

In this method, the goal is to prevent a user from re-

identifying other users and finding out sensitive or 
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delicate information about them. K-degree-l-diversity 

(KDLD) model is used for securely issuing a labelled 

graph, and then develop corresponding graph 

anonymization algorithms with the least distortion to the 

properties of the original graph, such as degrees and 

distances between nodes [5]. K-degree-l-diversity (KDLD) 

model will produce anonymization methodology based on 

adding noise nodes. A new algorithm is produced by 

adding noise nodes into the original graph with the 

consideration of introducing the least distortion to graph 

properties [22]. In addition to KDLD, re-identification 

risk was combined with it on the ARX anonymization tool 

in order to reduce the re-identification of users on the 

social network. In K-degree-l-diversity (KDLD) 

anonymity, the social network is modelled as a graph G = 

(V, E, L, LV, LE), where V represents a set of vertices, E  

V x V represents a set of edges, L represents a set of 

labels and the labelling function is describe as LV: V→ L 

which assigns each vertex a label, a labelling function LE: 

E→L which assigns each edge a label. For a graph G, V 

(G), E (G), L (G), LV (G) and LE (G), these are the set of 

vertices, edges, labels, vertex labelling function in G and 

the edge labelling function in G respectively. 

 

3.2 Proposed Architecture 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

         

    Fig. 4 Proposed Architecture 

 

3.2.1 Proposed Architecture Implementation Process 

The implementation process includes the following steps: 

 Collection of data from the source: this is the 

process whereby the data collector collects data 

from the data users in order for the data to be 

published. The data was collected from a social 

media network, precisely facebook. 

 Data Validation: this is done by the data miner 

(i.e. data cleaning: this is done with Statistica 

software) in order to confirm or ensure that the 

data is clean, correct and useful for publishing. 

 Data uploading: here the data uploaded onto 

gephi tool for further analysis of the graph and 

for a better structure.  

 User Communication: in this process the node 

and edges of the graph were analyzed, i.e. 

different individuals involved on the network and 

their activities, also with whom they commune 

with and in which society. 

 KDLD Anonymization: after further analysis and 

coversion of the data from .gdf file to excel file, 

ARX tool which has an in-built anonymization 

models was exploited for the anonymization of 

the data. 

 Graph Construction: after anonymization, the 

graph of the anonymized network was 

constructed  with use of ARX tool or NodeXL 

Results Analysis: this displays the outcome of the 

models application such as data utility, 

information loss, identification risk, etc. 

    

4. Experiment Implementation 
 

The tool used to download the data from the internet is 

called Gephi: which helps in the better exploration and 

understanding of the data graph for better analysis and 

better graph structure. It downloads the data in form of 

.gdf file extension. NodeXL was used to convert the .gdf 

file of the data downloaded from the internet into and 

excel file in order for the data to be properly anonymized 

on the anonymization tool. The anonymization tool used 

for the anonymization of the data is ARX anonymization 

tool. In this implementation, the ARX data 

anonymization tool implements a novel globally-optimal 

anonymization algorithm, known as Flash algorithm, 

which constructs a search space and determines the 

transformation with minimal information loss. The Flash 

algorithm traverses the generalization lattice in a bottom-

up breadth-first manner and constantly generates paths 

which branch like lightning flashes. The ARX 

anonymization tool has an in-built of different privacy 

models such as k-anonymity, l-diversity, t-closeness, k-

Map, (e, d)-differential privacy, -presence, -disclosure 

privacy etc. The data was anonymized using KDLD i.e. k-

degree-l-diversity, k-degree 2 and 2-l-diversity also 

average re-identification risk was included to the privacy 

models in order to reduce the risk of individuals’ 

identification on the network. 

 

Data 

Collection 

 

Data 

Upload 

User 

Communication 

KDLD 

sequence 

generation 

Graph 

Construction 

Results 

Analysis 
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4.1 Flash Algorithm  

Flash algorithm is implemented in ARX anonymization 

tool. It iterates over all levels in the lattice, starting at 

level 0. It enumerates all transformations on each level 

and calls findPath(node) if a transformation has not been 

tagged already. This method implements a greedy depth-

first search towards the top node. The search terminates 

when either the top node is reached or the current node 

does not have a successor that is not already tagged. 

PriorityQueue pqueue = new PriorityQueue(); 

for (int i = 0; i < lattice.height; i++) { 

   for (Node node : sort(level[i])) { 

      if (!node.isTagged()) { 

         pqueue.add(node); 

         while (!pqueue.isEmpty()) { 

            Node head = pqueue.poll(); 

            if (!head.isTagged()) { 

               check(findPath(head), pqueue); 

            } 

         } 

      } 

   } 

} 

 

private void findPath(Node node){ 

   List path = new List(); 

   while (path.head() != node){ 

      path.add(node); 

      for(Node up : sort(node.getSuccessors())){ 

         if (!up.tagged){ 

            node = up; 

            break; 

         } 

      } 

   } 

   return path; 

} 

 

private void check(List path, PriorityQueue pqueue) { 

   int low = 0; int high = path.size() - 1; 

   while (low <= high) { 

      int mid = (low + high) / 2; 

      Node node = path.get(mid); 

      if (!node.isTagged()) { 

         checkAndTag(node); 

         if (!node.isAnonymous()) { 

            for (final Node up : node.getSuccessors()) { 

               if (!up.isTagged()) { 

                  pqueue.add(up); 

               } 

            } 

         } 

      } 

      if (node.isAnonymous()) high = mid - 1; 

      else low = mid + 1; 

   } 

} 

 

4.2 Experiment Analysis 
 

Fig. 5 illustrates the data downloaded from the web and 

how it was uploaded on Gephi tool in form .gdf format.  

After uploading the social network data, the tool analyses 

the data and represents it in form of graph with nodes and 

edges in Fig. 6. Each cluster of nodes with distinguished 

color represents users that belong to a particular 

community or society. Fig. 7a depicts the lattice graph 

representation of the social network data after it has been 

anonymized with KDLD method in addition with Re-

identification risk model with the ARX anonymization 

tool, from that result it can be seen that there was 

minimal information loss. In Fig. 7b the data that was 

anonymized was then further analyzed with the Gephi 

tool, from the graph representation, it can be seen that 

each user cannot be identified or be linked to a particular 

society because they are all interwoven. Fig 8 shows that 

the re-identification risk of each record in the social 

network data after anonymization reduced, the re-

identification risks were very high before anonymization, 

this can be seen on the left-hand partition of Fig. 8 while 

the right-hand partitions depicts the re-identification risk 

after anonymization. The exported and published data are 

shown in Fig 9 and Fig. 10 respectively. 

 

 
Fig. 5 Social Network Data Uploaded on Gephi in .gdf format 
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Fig. 6 Social network data graph before Anonymization 

 

 
Fig. 7a Social Network Data Graph after Anonymization 

 

 
Fig. 7b Social Network Data graph on Gephi after Anonymization 

 

. 8 Social Network Data Re-Identification Before and After Anonymization 

 

Fig. 9 Exported data after Anonymization 

 

 
Fig. 10 Published data after Anonymization 
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5. Conclusion 
 

Privacy is now an important issue in data mining; PPDM 

is an important aspect of data mining that aims to provide 

security for secret information from unauthorized 

disclosure. Privacy- preserving data Mining is important 

because nowadays threat to privacy is becoming serious. 

Some data mining techniques can be used to predict 

highly sensitive knowledge or instance from a given huge 

quantity of data. The proposed a model will not only 

prevent the revelation of users’ identity but also the 

disclosure of sensitive information in users’ profiles. In 

this k-degree-l-diversity model for privacy preserving 

social network data publishing, the main difference 

between previous and this system is that it mainly focuses 

on noise node adding algorithm to construct a new graph 

from the original graph with the constraint of introducing 

fewer distortion to the original graph. After the 

implementation of the proposed model it was observed 

that there was minimal information loss hereby bringing 

about maximal data utility. Also the percentage of 

individuals that were exposed to high re-identification 

risk of disclosure reduced drastically, and the individuals 

affected by lower re-identification risk of disclosure 

increased due to the addition of the model of re-

identification risk.  

 

5.1 Future Work 

 
In future, a technique is hoped to be developed that flags 

an alert whenever social network data is breached or 

whenever an unauthorized access is made to the data early 

enough or on-time and also to reduce the quantity of 

information loss during anonymization hereby increasing 

data utility in order for a more adequate and efficient 

preservation. Also, protocols should be designed to help 

data publishers publish a unified data together to 

guarantee privacy. 
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