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Abstract— Testing provides a primary means for assuring
software in safety-critical systems. To demonstrate,
particularly to a certification authority, that sufficient testing
has been performed, it is necessary to achieve the test
coverage levels recommended or mandated by safety
standards and industry guidelines. Mutation testing provides
an alternative or complementary method of measuring test
sufficiency, but has not been widely adopted in the safetycritical industry. In this study, we provide an empirical
evaluation of the application of mutation testing to airborne
software systems which have already satisfied the coverage
requirements for certification. Specifically, we apply
mutation testing to safety-critical software developed using
high-integrity subsets ,to
identify the most effective
mutant types, and analyze the root causes of failures in test
cases. Our findings show how mutation testing could be
effective where traditional structural coverage analysis and
manual peer review have failed. They also show that several
testing issues have origins beyond the test activity, and this
suggests improvements to the requirements definition and
coding process. Our study also examines the relationship
between program characteristics and mutation survival and
considers how program size can provide a means for
targeting test areas most likely to have dormant faults.
Industry feedback is also provided, particularly on how
mutation testing can be integrated into a typical verification
life cycle of airborne software.

evaluate their effectiveness. We conducted a major
experiment to engage 34 programming teams to
independently develop multiple software versions for an
industry-scale critical flight application, and collected faults
detected in these program versions. To evaluate the
effectiveness of software testing and software fault
tolerance, mutants were created by injecting real faults
occurred in the development stage. The nature,
manifestation, detection, and correlation of these faults were
carefully investigated. The results show that coverage
testing is generally an effective mean to detecting software
faults, but the effectiveness of testing coverage is not
equivalent to that of mutation coverage, which is a more
truthful indicator of testing quality. We also found that
exact faults found among versions are very limited. This
result supports software fault tolerance by design diversity
as a creditable approach for software reliability engineering.
Finally we conducted domain analysis approach for test
case generation, and concluded that it is a promising
technique for software testing purpose
II. MUTANT CREATION

RCS was required for source control for each team. Every
code change of each program file at each check-in can
therefore be identified. Software faults found during each
stage are also identified. These faults were then injected
into the final program versions to create mutants, each
contain one programming fault. We elected 21 program
Index Terms— Mutation Testing, airborne software, safety- versions for detailed investigation, and created 426 mutants.
critical systems.
We disqualified the other 13 versions as their developers
did not follow the development and coding standards which
I. INTRODUCTION
were necessary for generating meaningful mutants from
Software testing and software fault tolerance are two major their projects.
techniques for developing reliable software systems, yet The following rules are applied in the mutant creation
limited empirical data are available in the literature to
process:
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1. Low-grade errors, for example compilation error and
core dump exception, are not created.
2. Some changes were only available in middle versions.
For example, the changes between 1.1 and 1.2 may not be
completely identified in the final version. These changes are
then ignored.
3. Code changes for debugging purposes are not included.
4. Modifications of the function prototypes are excluded.
5. As the specification does not mention about memory
leaks, mutants are not created for any faults leading to
memory leaks
6. The same programming error may span in many
blocks of code. For example: a vector missed the division
by 1000.0 may occur everywhere in a source file. It is
counted as a single fault.
III. MUTATION TESTING
Mutation Testing is a fault-based testing technique which
provides a testing criterion called the “mutation adequacy
score”. The mutation adequacy score can be used to
measure the effectiveness of a test set in terms of its ability
to detect faults. The general principle underlying Mutation
Testing work is that the faults used by Mutation Testing
represent the mistakes that programmers often make. By
carefully choosing the location and type of mutant, we can
also simulate any test adequacy criteria. Such faults are
deliberately seeded into the original program, by simple
syntactic changes, to create a set of faulty programs called
mutants, each containing a different syntactic change. To
assess the quality of a given test set, these mutants are
executed against the input test set. If the result of running a
Fig. 2 Process of Data
mutant is different from the result of running the original
program for any test cases in the input test set, the seeded
III. TESTING SAFETY-CRITICAL SOFTWARE
fault denoted by the mutant is detected. One outcome of the
Mutation Testing process is the mutation score, which
indicates the quality of the input test set. The mutation score Test technology is crucial for successful product
is the ratio of the number of detected faults over the total development. Inappropriate or late tests, underestimated
testing effort, or wrong test technology choices have often
number of the seeded faults.
led projects to crisis and frustration. This software crisis
results from neglecting the imbalance between constructive
software engineering and analytic quality assurance. In this
article we explain the testing concepts, the testing
techniques, and the test technology approach applied to the
patient monitors of the HP Omni Care family. Patient
monitors are electronic medical devices for observing
critically ill patients by monitoring their physiological
parameters (ECG, heart rate, blood pressure, respiratory
gases, oxygen saturation, and so on) in real time. A monitor
can alert medical personnel when a physiological value
exceeds preset limits and can report the patient’s status on a
variety of external devices such as recorders, printers, and
computers, or simply send the data to a network. The
monitor maintains a database of the physiological values to
show the trends of the patient’s status and enable a variety
Fig. 1. Generic Process of Mutation Analysis
of calculations of drug dosage or ventilation and
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hemodynamic parameters. Patient monitors are used in
hospitals in operating rooms, emergency rooms, and
intensive care units and can be configured for every patient
category (adult, pediatric, or neonate). Very often the
patient attached to a monitor is unconscious and is
sustained by other medical devices such as ventilators,
anesthesia machines, fluid and drug pumps, and so on.
These life-sustaining devices are interfaced with the patient
monitor but not controlled from it. Safety and reliability
requirements for medical devices are set very high by
industry and regulatory authorities. There is a variety of
international and national standards setting the rules for the
development, marketing, and use of medical devices.
The legal requirements for electronic medical devices are,
as far as these concern safety, comparable to those for
nuclear plants and aircraft. In the past, the safety
requirements covered mainly the hardware aspects of a
device, such as electromagnetic compatibility, radio
interference, electronic parts failure, and so on. The concern
for software safety, accentuated by some widely known
software failures leading to patient injury or death, is
increasing in the industry and the regulatory bodies. This
concern is addressed in many new standards or directives
such as the Medical Device Directive of the European
Union or the U.S. Food and Drug Administration. These
legal requirements go beyond a simple validation of the
product; they require the manufacturer to provide all
evidence of good engineering practices during development
and validation, as well the proof that all possible hazards
from the use of the medical instrument were addressed,
resolved, and validated during the development phases.
V.THE APPLICATION OF MUTATION TESTING

Since Mutation Testing was proposed in the 1970s, it has
been applied to test both program source code (Program
Mutation)and
program
specification
(Specification
Mutation) Program Mutation belongs to the category of
white box based testing, in which faults are seeded into
source code, while Specification Mutation belongs to black
box based testing where faults are seeded into program
specifications, but in which the source code may be
unavailable during testing.
1) Mutation Testing for FORTRAN: In the earliest days
of Mutation Testing, most of the experiments on Mutation
Testing targeted Fortran. Budd et al. was the first to design
mutation operators for Fortran IV in 1977. Based on these
studies, a Mutation Testing tool named PIMS was
developed for testing FORTRAN. However, there were no
Formal definitions of mutation operators for Fortran until
1987.In 1987, This set of mutation operators became the
first set of formalized mutation operators and consequently
had greater influence on later definitions of mutation
operators for applying Mutation Testing to the other
programming languages. These mutation operators are

Kalasalingam Institute of Technology

divided into three groups; the Statement analysis group, the
Predicate analysis group and the coincidental correctness
group.
2) Mutation Testing for Ada: Ada mutation operators
were first proposed by Bowser in 1988. In 1997, based on
previous work of Bowser’s Ada mutation operators,
Agrawal et al.’s C mutation operators and the design of
Fortran 77 mutation operators for MOTHRA , Offutt et al.
redesigned mutation operators for Ada programs to produce
a proposed set of 65 Ada mutation operators. According to
the semantics of Ada, this set of Ada mutation operators is
divided into five groups: Operand Replacement Operators
group, Statement Operators group, Expression Operators
group, Coverage Operators group and Tasking Operators
group.

Fig 3.Publications of the Applications of Mutation
Testing.
VI. CONCLUSION AND FUTURE WORK

This paper has provided a detailed survey and analysis of
trends and results on Mutation Testing. The paper covers
theories, optimization techniques, equivalent mutant
detection, applications, empirical studies and mutation
tools. There has been much optimization to reduce the cost
of the Mutation Testing process. From the data we collected
from and about the Mutation Testing literature, our analysis
reveals an increasingly practical trend in the subject.
We also found evidence that there is an increasing number
of new applications. There are more, larger and more
realistic programs that can be handled by Mutation Testing.
Recent trends also include the provision of new open source
and industrial tools. These findings provide evidence to
support the claim that the field of Mutation Testing is now
reaching a mature state. Recent work has tended to focus on
more elaborate forms of mutation than on the relatively
simple faults that have been previously considered. There is
an interest in the semantic effects of mutation, rather than
the syntactic achievement of a mutation. This migration
from the syntactic achievement of mutation to the desired
semantic effect has raised interest in higher order mutation
to generate subtle faults and to find those mutations that
denote real faults. We hope the future will see a further
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coming of age, with the generation of more realistic mutants
and the test cases to kill them and with the provision of
practical tooling to support both.
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Abstract—The API of a Web service restricts the

accessing its database about music albums. The

types of queries that the service can answer. For

Web service defines functions that can be called

example, a Web service might provide a method

remotely. musicbrainz.org offers the function

that returns the songs of a given singer, but it might

getSongs, which takes a singer as input parameter

not provide a method that returns the singers of a

and delivers the songs by that singer as output. If

given song. If the user asks for the singer of some

the user wants to know all songs by Leonard

specific song, then the Web service cannot be

Cohen, she can call getSongs with Leonard Cohen

called – even though the underlying database might

as input. The output will contain the songs

have the desired piece of information. This

Suzanne, Hallelujah, etc.

asymmetry is particularly problematic if the service

Web services play a crucial part in the

is used in a Web service orchestration system. In

trend towards datacentric applications on the Web.

this

on-the-fly

Unlike Web search engines, Web services deliver

information extraction to collect values that can be

crisp answers to queries. This allows the user to

used as parameter bindings for the Web service.

retrieve answers to a query without having to read

We show how this idea can be integrated into

through several result pages. Web services can also

aWeb service orchestration system.

be used to answer precise conjunctive queries,

INTRODUCTION

which would require several searches on the Web

A. Motivation There is a growing number of Web

and joins across them, if done manually with a

services that provide a wealth of information. There

search engine. The results of Web services are

are

(isbndb.org,

machine-readable, which allows query answering

librarything. com, Amazon, AbeBooks), about

systems to cater to complex user demands by

movies

about

orchestrating the services. These are advantages

music (musicbrainz.org, lastfm.com), and about a

that Web services offer over keywordbased Web

large variety of other topics. Usually, a Web

search.

paper,

Web

we

propose

services

about

to

use

books

(api.internetvideoarchive.com),

service is an interface that provides access to an

Web services allow querying remote

encapsulated back-end database. For example, the

databases. However, the queries have to follow the

site musicbrainz.org offers a Web service for

binding patterns of the Web service functions, by
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providing values for mandatory input parameters

PRELIMINARIES

before the function can be called. In our example of

GLOBAL SCHEMA. A Web service defines an

musicbrainz, the function getSongs can only be

API of functions that can be called over the

called if a singer is provided. Thus, it is possible to

Internet. Given some input values, a function

ask for the songs of a given singer, but it is not

returns as output a semi-structured document,

possible to ask for the singers of a given song. If

usually in XML. In all of the following, we assume

the user wants to know, e.g., who sang Hallelujah,

that the set of Web service functions is known. We

then the Web service cannot be used to answer this

also assume that all functions operate on the same,

question – even though the database contains the

conceptually global database with a unified

desired information. This restriction is not due to

schema. This is an important assumption in our

missing data, but a design choice of the Web

context, which we make in line with other works.

service owner, who wants to prevent external users

EXECUTION PLANS

from extracting and downloading large fractions of

GOAL. Our goal is to answer queries by using only

its back-end database. On the client side, this is a

function calls. This goal is in line with the works.

highly inconvenient limitation, in which the data

The difficulty in answering queries lies in the fact

may be available, but cannot be queried in the

that the query is formulated in terms of the global

desired way. We call this the problem of Web

schema, not in terms of the functions. This is

service asymmetry.

because the query expresses an information need,

CONTRIBUTION

and not yet a constructive procedure. Since the user

We develop a solution to the problem of Web

does not have access to the global database, we

service asymmetry. We propose to use Web-based

cannot execute the query directly on the tables of

information extraction (IE) on the fly to determine

the

the right input values for the asymmetric Web

automatically translate the query into query plans

services. For example, to find all singers of

expressed in terms of the available Web service

Hallelujah, we issue a keyword query “singers

functions,

Hallelujah” to a search engine. We extract

restrictions. This is a non-trivial endeavor that we

promising candidates from the result pages, say,

discuss next. Different from previous work, we

Leonard Cohen, Lady Gaga, and Elvis. Next, we

consider a given budget of calls. This changes the

use the existing Web service to validate these

goal of the evaluation. Previous work aimed to

candidates. In the example, we would call getSongs

compute the maximal number of query answers.

for every candidate, and see whether the result

The goal was to compute the maximal contained

contains Hallelujah. This confirms the first singer

rewriting. Unfortunately, when the views have

and discards the others. This way, we can use an

binding pattens, even the evaluation of conjunctive

asymmetric Web service as if it allowed querying

queries requires rewritings of unbound length.

for an argument that its API does not support. We

Thus, these works will produce pipelines of calls of

show how such functions can be integrated into a

an unbound length in order to obtain the maximal

Web orchestration system, and how they can be

number of answers. This is infeasible in the context

prioritized over infinite chains of calls. Our

of Web services. Our goal, in contrast, is to

technique works only if the Web provides adequate

compute the largest number of answers using the

candidate entities.

given budget of calls. Hence, we have to prioritize

global database.

respecting

Rather,

their

the

algorithms

binding

pattern
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calls that are likely to lead to an answer. This is

might still not find all input values of g. Thus, g

different from the problem of join ordering in

might store more instances than can be obtained

previous work. Therefore, we have to use a

this way. Thus, the inverse of g is still necessary to

different model for the query answering process:

maximize the number of results. In all of these

our execution plans are ordered sequences of calls

cases, the inverse of g proves useful to have – be it

rather than ordered join plans.

to maximize the number of results or to minimize

OUR APPROACH TO QUERY ANSWERING

the cost of calls. Therefore, we aim to add as many

SMART FUNCTION CALLS. We will now make

inverse functions to our program as possible.

the notion of “guessing” formal. We aim to

INFORMATION EXTRACTION

distinguish the guessing plan A smart function call

TEST SET. To evaluate the IE algorithms, we

in an execution plan is a function call whose inputs

targeted three query types: Queries that ask for

come from the query or from previous smart

actors with a certain birth year, for actors with a

function calls, and whose consequences are a

certain nationality and for authors who received a

subset of the consequences of the following

certain prize. For each query type, we chose 10

function calls.

arbitrary property values (10 birth years, 10

Inverse functions can be used to answer

nationalities and 10 literature prizes). For each

query atoms that have an otherwise unsupported

property value, we generated the keyword query

binding pattern. Yet, inverse functions are not

that SUSIE would generate, sent it to Google and

always necessary. If, say, there is a function f that

retrieved the top 10 pages. This gave us 100 pages

supports the desired binding pattern for a relation,

for

then it is not necessary to add an inverse function

heterogeneous, containing lists, tables, repetitive

for some other function g that does not support the

structures and full-text listings of entities. We

desired binding pattern. However, in the context of

manually extracted the target entities from these

Web services, the inverse of g would still be

pages to create a gold standard. Then, we ran the IE

necessary in order to obtain as many results as

algorithms and measured their performance with

possible. This is because Web services are typically

respect to the gold standard.

each

test

set.

The

pages

are

quite

incomplete. The function f may not yield all the

The column “DB” is the naive algorithm

instances that g stores. Thus, one potentially loses

of regarding all instances of the target type in the

results if one queries only f. Even if f is complete,

YAGO database as candidates. The precision and

it can still be beneficial to have the inverse of g.

recall of the IE algorithms are nearly always in the

This is because Web services typically come at a

range between 30% and 75%. Only the precision

cost. This can be a cost in bandwidth, in time, or

on the birth year queries is disappointing, with

also in financial terms (for commercial Web

values below 10% (Figure 5). This is because the

services). It can be that the inverse of g is cheaper

Google queries returned lists of all actors, not just

than f. In this case, the inverse of g can still be

of the ones born in a certain year. Thus, the

preferable to f. Now assume that there is an

algorithms find far too many irrelevant entities in

orchestration of functions that allows finding the

the pages. The SMA, with its slightly higher recall,

input values for g, so that g delivers instances even

suffers particularly for the precision. We record this

for an unsupported binding pattern. Since Web

as a case where the information extraction

services tend to be incomplete, this orchestration

approach is less practical, because the Internet does

7

NCECT'14

Department of CSE

Kalasalingam Institute of Technology

not provide the lists of entities that the approach

that is equivalent to the original query is NP-hard

needs.

in the size of the query. This rewriting strategy

REAL-WORLD QUERIES

assumes that the views are complete (i.e., contain

We integrated 40 functions exported by 7 Web

all the tuples in their definition). This assumption is

service providers: isbndb.org, librarything.com,

unrealistic in our setting with Web services, where

Amazon, AbeBooks, api.internetvideoarchive.com,

sources may overlap or complement each other but

musicbrainz.org, lastfm.com. We selected a variety

are usually incomplete.

of query templates, which can be organized in the

When sources are incomplete, one aims to

following classes star queries with constants at the

find maximal contained rewritings of the initial

endpoints (Q1-Q2, Q7), star queries with variables

query, in order to provide the maximal number of

and constants at the endpoints (Q3-Q4, Q8-Q10),

answers. present algorithms for rewriting a query

and chain queries with constants at the endpoints

into a Datalog program, requiring recursive

(Q5-Q6, Q11). For every query template, we

Datalog even if the initial query is non-recursive.

evaluate a set of similar queries by varying the

Subsequent studies proposed solutions for reducing

constants. The queries were chosen such that they

the number of accesses. Notions of minimal

have different alternative ways of composing

rewritings have been proposed in. However, the

function instantiations. Usually, this leads to a high

goal remains the computation of maximal results.

number of Web service calls.

The guessing accesses are not eliminated nor do

Settings and algorithms. We distinguish

they have a special treatment since they relevant for

two settings. In the first setting we try to answer the

this goal. The same problem was studied for

query using only Web services. We compare 3

different query languages: unions of conjunctive

different approaches. The first approach (“TD”)

queries with negation, with additional function

uses a naive top-down evaluation of the queries

dependencies, or with integrity constraints. The

without

Magic Set algorithm reduces the number of sub-

inverse

functions.

This

approach

implements a Prolog-style backtracking strategy.

queries in a bottom-up evaluation.

The second approach uses ANGIE for the query

CONCLUSION AND FUTURE WORK

evaluation. ANGIE is a stateof-the-art system for

Most related to our setting is the problem of

top-down query evaluation with views with binding

answering queries using views with limited access

patterns. The third approach uses SUSIE, i.e.,the

patterns. The approach of rewrites the initial query

approach uses both Web services and inverse

into a set of queries to be executed over the given

functions. We used the SEA algorithm for IE.

views. The authors show that for a conjunctive

QUERY ANSWERING

query over a global schema and a set of views over

Most related to our setting is the problem

the same schema, determining whether there exists

of answering queries using views with limited

a conjunctive query plan over the views that is

access patterns. The approach of rewrites the initial

equivalent to the original query is NP-hard in the

query into a set of queries to be executed over the

size of the query. This rewriting strategy assumes

given views. The authors show that for a

that the views are complete (i.e., contain all the

conjunctive query over a global schema and a set of

tuples in their definition). This assumption is

views over the same schema, determining whether

unrealistic in our setting with Web services, where

there exists a conjunctive query plan over the views

sources may overlap or complement each other but
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are

[8] A. Deutsch, B. Lud¨ascher, and A. Nash,

incomplete, one aims to find maximal contained

“Rewriting queries using views with access

rewritings of the initial query, in order to provide

patterns

the maximal number of answers. present algorithms

Comput. Sci., 2007.

for rewriting a query into a Datalog program,

[9] A. Nash and B. Lud¨ascher, “Processing unions

requiring recursive Datalog even if the initial query

of conjunctive queries with negation under limited

is non-recursive. Subsequent studies proposed

access patterns,” in EDBT, 2004.

solutions for reducing the number of accesses.

[10] A. Cal`ı, D. Calvanese, and D. Martinenghi,

Notions of minimal rewritings have been proposed

“Dynamic

in. However, the goal remains the computation of

limitations and dependencies,” J. UCS, 2009.

are

usually

incomplete.

When

sources

under

query

integrity

constraints,”

optimization

under

Theor.

access

maximal results. The guessing accesses are not
eliminated nor do they have a special treatment
since they relevant for this goal. The same problem
was studied for different query languages: unions
of

conjunctive

queries

with

negation,

with

additional function dependencies, or with integrity
constraints. The Magic Set algorithm reduces the
number of sub-queries in a bottom-up evaluation.
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Abstract— Cloud Computing provides elastically
provisioned
computing,
software,
and
service
infrastructure. This elasticity allows users to outsource
their computing infrastructure, growing or shrinking it as
necessary. To make use of this Cloud Computing as a
platform for security-sensitive applications like electronic
transaction processing systems we incorporate trust based
security. The electronic transaction processing system
needs high quality of security to guarantee authentication,
integrity, and confidentiality of information. In this paper
we are introducing the factor trust level which is measured
dynamically using differential equations for each host in
the cloud. The providers which provide high security
indulge high overhead which is not necessary for less
security tasks, the trust level computed creates an
opportunity to assign suitable host with less overhead .

Index Terms — Cloud Computing, Direct Trust, Reputation,
Trust Level.

INTRODUCTION
Cloud Computing is a recent technology containing a
collection of computing resources present in distributed
datacenters shared by several users and providing distributed
services using the scalable and virtual resources over the
internet. Cloud computing is a form of outsourcing. Servers in
the cloud can be physical machines or virtual machines. It
provides the utility services based on the pay-as-you go
model. Cloud computing provides opportunity to make their
serving economically optimistic. Now-a-days Electronic
transaction-processing systems are widely used in banking,
finance and electronic commerce take cloud as platform. The
openness and computational flexibility of popular
commercially available operating systems have been
important factors to support the general adoption of cloud
computing. In turn to successfully complete a transaction it
needs support from a third party loyalty program and fraud
detection analysis system, and exchanges and application
complexities. A real time example is ATM withdrawal of a
sum of money from a bank account. The transaction must be
processed and the account balance updated holding the
account to keep track of funds. These transactions should
include some security services like Authentication,
Confidentiality and Integrity. Applications
such as etransactions is now an important opportunity to extend the

range and the productivity of existing and new companies.
Security plays a major role in e-transactions. The basic
security goals are confidentiality, integrity and authentication.
We need a high level of security with the partnering cloud
entities. In traditional way we rely on trust in network service
providers, hardware vendors, software vendors, service
providers, data sources etc. Now cloud provider will be just
one more entity on that list. Authentication in a transaction
setting means that both partners can prove to each other that
they have the identity under which they have addressed each
other. Very often the authentication process is a mutual
authentication between two internet access devices with the
assumption that the physical or legal persons using the
corresponding computers have been authenticated beforehand.
Integrity is the validity and the actuality of the exchanged data
within a transaction context. Confidentiality is always
necessary when valuable data are implied. This can be a credit
card number but also data on a person’s health condition or a
trade secret of a company that have to remain confidential in
between a restricted group.
RELATED WORK
Cloud can serve any number of users over the
internet. With cloud computing, we can run all computer
networks and programs as a whole without ever buying an
extra piece of hardware or software. People and services or
services providers are interacting with each other
independently. A party might be authenticated and authorized,
but this does not ensure that it exercises its authorizations in a
way that is expected [4].The creation and protection of
security certificates is usually not enough to ensure the
necessary security levels in the cloud. Cryptographic
algorithms used with cloud applications usually reduce
performance and such reduction must be restricted to
acceptable levels [6]. Therefore it is important that customers
be able to identify trustworthy services or service providers.
Trust is the main concern of consumers and service providers
in a cloud computing environment[7].
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trust manager. We will consider the following trust definitions
[1]:
Definition 1: Trust is a firm belief in the competence of a
node to act as expected. In addition, this belief is not a fixed
value associated with the node but rather it is subject to
the user’s behavior and can be applied only within a specific
context at a given time.
Definition 2: The reputation of a user is the expectation of
its behavior based on other nodes’ observations or on the
collected information about the user’s past behavior within a
specific context at a given time.

4.1 System Trust level
Proposed System Architecture

There may be any number of users in the cloud
environment. The users may demand for different services
from the resource pool in cloud. The user will request the
service along with its security needs to the trust manager. The
proposed trust level computation is done by the trust manger
in order to make the decision for providing the service to be
executed in a requested security level environment.
SECURITY AND TRUST REQUIREMENTS
Good security model should be accurate, adaptive,
multi-dimensional and efficient. Trust model allows
identifying trusty agents and isolating untrusted agents. It
specifies whether and with whom to communicate. Service
providers and requestors evaluate each other after transactions.
Each user has a “reputation” (feedback score) that is the
summation of the numerical evaluations. Nevertheless, the
factors openness and flexibility of cloud computing increase
system complexity, reduce the degree of trust and introduce
holes that become threats to security [7]. Marsh [9] provided
a clarification of trust concepts, presented an implementable
formalism for trust, and applied a trust model to a distributed
artificial intelligence (DAI) system in order to enable agents to
make trust-based decisions. In [10] a trusted cloud computing
platform (TCCP) which enables providers to offer a closed
box execution environment that guarantees confidential
execution. This system allows a customer to verify whether its
computation will run securely, before requesting the service to
launch a VM. TCCP assumes that there is a trusted
coordinator hosted in a trustworthy external entity. The TCCP
guarantees the confidentiality and the integrity of a user’s VM.
We propose a trust model where the selection and trust value
evaluation that determines whether a node is trustworthy and
can be performed based on node storage space, operating
system, link and processing capacity. In this paper all the trust
value computations are done by a coordinator module called

A trustworthiness of the service provider node is
something where we can place our trust and rest assured
that the trust k shall
not
be
betrayed. The
TL
j , id
) at a given time t for security service
trustworthiness(
k between the service provider host node pj and the service
requester id is computed based on the direct relationship at
time t as well as the reputation of user id at time t .
The trust is built on past experiences given for a
specific context. We build a direct trust differential equation
that is derived from the brand image [2], [3] in economics.
The direct relationship at time t between service provider node
pj and service requester id is denoted as H ( j , id , k , t ) .
The direct trust relationship depends on the cloud entity and
user’s direct interaction, changes in their environment
changing , and the rate of decay as the time going on.
The direct trust can be computed as:
H ( j , id , k , t ) 

dH
dt

dH
 D ( j , id , k , t )  E ( j , id , k , t ), H ( j , id , k , t )
dt
H ( j , id , k ,0)  H 0 ( j , id , k ).

The parameters ρ, ξ and φ are positive, although we
shall consider ξ= 0, φ=0 as a limited case and ρ presents the
decay rate.
The reputation is built based on the brand image
trust function of user and the trust recommendations by other
service provider hosts.
The reputation can be expressed as a following
differential equation:
G (id , k , t ) 

dG
dt

dG
 A(id , k , t )  v  P( j , id , t )   (id , k , t ),
dt
j ( al ln odes)
G (id , k ,0)  G0 (id , k ).
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The kth trustworthiness at a given time t between the
cloud service provider and the user is calculated based on the
following equation:
TLk j , id  j  H ( j , id , k , t )   j  G (id , k , t ) k  ( a, g , d )

where a, g ,d denote the security services like authentication,
integrity and confidentiality respectively. Let the weights
given to direct trust and reputation relationships be ε and β
respectively. If the trustworthiness is based more on the
direct trust relationship with pj for id than the reputation of
id, then β will be lesser and ε will be larger. Some large web
application system, such as Amazon.com, eBay, All Experts
provide evaluation mechanisms for the reputation of subjects
and objects. For objects, reputation is the evaluation of their
capability, estimating intention, and capability of meeting
subjects services demands, also called objects’ service
satiability[5].

j  j  1

j  0

j  0

V SECURITY DRIVEN SCHEDULING ALGORITHM:

•
•
•

•
•
•
•

Compute the SRank for all tasks by
traversing graph from the exit task
Sort the tasks into a scheduling list by nonincreasing order of Srank
While the scheduling list is not empty do
• Remove the first task ti from the
scheduling list
• For each node pj ε P do
• Compute EFT(ti,pj) using the
equations
• Compute Pr(ti,pj) using the equation
End
Search the node set P’ with Pr(ti,pj)<θ
Assign task ti to the node pj ε P’ that
minimize EFT of ti.
End

V.,EXPERIMENTAL RESULTS
The goal of the experiment is to identify the
trustworthiness of the cloud entities for certain requester and
their job. The implementation of this work is done by using a
toolkit called CloudSim. To stress the evaluation, we assume
that each task arriving at system requires all of the three
security services. Consider a system with three service
providing cloud entities and two user . The trust calculated for
authentication is given as:

Trust Level for Authentication

The values for same providers and requestors for integrity and
confidentiality are given as:

Trust Level for Integrity

Trust Level for Confidentiality

Thus user1 identifies that provider with id 0 is good in
providing authentication service and integrity service whereas
the provider with id 2 is good in providing confidentiality.
VII.CONCLUSIONS AND FUTURE WORK
In this work , we attempt to incorporate the security
awareness into tasks in cloud. We consider that it is
mandatory to design and
implement
the security
requirements of task along with the trust level for achieving
good performances. Without Trust level in the security model
, the following two problems may occur. First, securitysensitive applications will run at a lower security levels,
thereby leading to low quality of security. Second, securitysensitive applications will be at a higher security levels with
higher security overheads, which can result in poor
performance. Future studies in this domain will be interesting
to extend our trust level in security with security overhead
models to multidimensional computing resources, such as
network bandwidth, memory, and storage. The values
computed here are used in scheduling for choosing appropriate
provider host based on requester’s QOS requirements in
terms of security. The Security can be further improved by
using the Berger Model.
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ABSTRACT
This project is developed about a new
search engine for web ontologies using
Falcons concept. It is a novel keyword based
ontology search engine. The web ontologies
providing concepts for domain entities and
enabling semantic interoperability between
applications..This proposed model helps users
quickly to find their needs by using two way
search. The two way searches are Object
Search and Concept Search. The keywords are
displayed using rank concept by popularity
based scheme. This search engine also
construct a virtual documents of concepts for
keyword. User feedback and the usability
evaluation is also reported.

For that we developed a new search engine
using Falcons Concept Search. It is a novel
keyword-based search engine. By using
Falcons the newly developed search engine
retrieves the textual description. It is matched
with the keyword query given and the
retrieved data is based on the rank concepts
and popularity based concepts. This popularity
is measured from the semantic web containing
large data set. There are two types of searches
in the search engine. One is the Object search
and the another is Concept search. In the
object search we can search the individual
objects with their shape and the concept search
it relates two or more objects. It is used to find
users quickly understand their needs.

INTRODUCTION:

SYSTEM DEMONSTRATION:

The semantic web is used to retrieve data
from the web applications. This semantic web
uses
the
Resource
Description
Framework(RDF). This RDF represents a
triple/graph based way for the data. The
semantic interoperability depends on reusing
or extending existing ontologies. By this, this
ontology search is used for applications
developers. There are several ontology search
engines accept keyword queries and they
returned matched concepts.
The returned results provide the human
readable name of each concept or ontology.
This cannot help users easy to find whether a
concept or ontology is returned. This returned
results also does not satisfy their needs. For
example in the Swoogle search engine we ca
give any type of queries. That returned only
the xml format for the query given by the user.
That returned only the XML format for the
query given by the user. That XML format
does not understand by the users.

In this search engine first the user have to
login. For login they have to register. The
register page ask some details about the users.
After that the users are able to login. The
Concept search is available after logged. In
this the queries are given. For example the
query java is given means it displays some of
the links. The first link is about some of the
details about the java. That are displayed based
on the popularity scheme. That link is
connected to the Google. Then there are some
other links which displays the date they are
modified. And the type of data also mentioned.
The type of data includes XML or HTML
format. The concept search relates two or more
objects. In the home page itself there is
another type of search called Object Search.
That search takes each character as the object
and displays some information. The user also
determines to reuse the ontology. The user can
also select other ontologies.
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The crawler downloads the RDF documents
in the URI repository and these are parsed by
jena parsing. This crawler generate a keyword
index for website. Jena parsing padocuments
and then given to URI repository. The
quadruple store is implemented on MYSQL
database. Meta analysis computes several
kinds of global information and updates to the
metadata. The indexer serves the proposed
mode of user interaction (ie) keyword search
with ontology restriction. Browsing concepts
loads RDF description from quadruple store.
The Browsing ontologies loads ontology
metadata from quadruple store and then loads
list of classes and properties contained in
metadata.
The RDF document and the URI from a
quadruple are stored in the quadruple store
based on the MySQL database. The metadata
analysis computes several kinds of global
information and updated to the metadata
database.
The indexer also updates the combined
inverted index that serves the proposed mode
of user interaction. This index consists of two
inverted indexes based on Apache Lucene. A
virtual document is constructed first for each
concept returned. From the virtual documents
a classical information retrieval data structure
is created. An inverted index are built from the
ontologies based on the metadata database
then they serve as ontology-based result
filtering. Ranking process is based on Lucene.
A popularity score is attached to each concept
at the indexing time. Term based similarity
and the popularity of concepts and the
keyword query are combined to the rank
concepts at the searching time.
A query relevant structured snippet is
generated for each concept returned. Most of
the ontologies are recommended based on the
top-ranking concepts. The browsing concepts
loads the RDF description from the quadruple
store for each concept requested and they
present to the user. The browsing ontology
loads the ontology from the quadruple store
and the list of classes and properties are
displayed to the user.
CONSTRUCTING VIRTUAL DOCUMENTS
The most traditional web search engines
build an URI to the keyword the user search.

Kalasalingam Institute of Technology

But on the semantic web there is no such type
of building search, it is described by the RDF
triples. For example a concept with a creating
information, the literal valued property or a
entity-valued property are used. The literal
valued property attach the name of the creater
and the entity-valued property relate the URI
to the creator. Considering those two property
entity-valued property is best.
For connecting concepts with blank nodes
the OWL ontology are used. This have
concepts but they don't have any local names.
First have to identify the description graph
which is a subset of all RDF triples. The
operation can be done by including all RDF
triples having blank node object and the blank
node which have not been included in the
subset is included.
RANKING
The ranking can be done in concept ranking
and the ontology recommendation. In the
concept ranking the ranking score for a
concept has two factors. They are keyword
query q and its popularity.
Ranking
Score(c,q)=TextSim(c,q).Popularity(c)
which can be discussed by the following
(a)Query Relevance:
The vector space model is used in the
query relevance (ie) The documents are
represented as a vector and the components are
related to the frequency in the documents. The
weights of the term are extracted by the local
name and the label for the concept. If the term
are occur in very few documents the data set is
considered as distinction feature. For a virtual
document a higher weight is assigned.
TextSim(c,q) is described by the cosine angle
of the virtual document of vector c and the
vector form q.

(b)Popularity
For a concept c, the set of RDF documents
are initialized. A concept c in RDF document
d contains the RDF triple and the predicate c.
The score for popularity can be calculated by
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popularity(c)=log(|Docs(c)|+1)+1
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The another method for ranking is ontology
recommendation. For every query the concepts
are returned. The ranking score is calculated
by adding the ranking score for each concept
returned and their ontology. The nine topranking ontologies are verified. These popular
keyword are matched with the semantic web.
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GENERATING SNIPPETS
For every concept returned it provides a
query-relevant snippets, that show how the
concepts are matched with keyword. The
snippets are help the users to easily determine
their needs. The two methods of producing
snippets are there. They are PD-Thread and the
Generating snippets by Ranking PD-Threads.
In the PD-Threads the basic unit of snippet
are in small size but they give full meaningful.
The PD-Thread is the basic unit. For the
description of concept c, c is the path in a
description graph. For this c is the starting
node and the blank node may not be an ending
node.
In the second method of generating
snippets by ranking PD-Threads, the ranking
algorithm is used. The first step is to assign a
ranking score to PD-Thread candidate. Second
step is to select the top-ranking candidate by
snippet. The number of PD threads has
obtained three then go the step 1.
CONCLUSION
In this paper the new search engine using
Falcons Concept was easily make the user to
the satisfy their needs. This includes the
concept-level search and the object-level
search. The snippets generated for each
concept returned make the users to determine
their needs. Based on the both returning of
concepts the structured snippets we can easily
compare ontologies. User interaction is easily
for search engine. The improved method of
generating snippets is better present to
ontology structured. It also make interesting
for ontology evaluation and recommendation.
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Abstract
Globalized live streaming services have got subscribers all around the world. The rapid
emergence of the mobile devices has made it a natural aspiration of such users to make social
interaction with others who have got involved in the same application. The term Social TV
implies the integrated support of the television and the computer technology in order to provide
a group viewing experience to the users. The social interactions within the users who use such
live streaming service needs to be spontaneous. The cloud computing technology has triggered
enormous opportunities to facilitate the mobile live streaming of the multimedia contents with
an extended support to interact with the users. The quality of service (QOS), storage and
sharing are some of the issues that have to be addressed in order to provide a mobile social
television in a cloud environment. The cloud technology effectively handles some of these
issues by assigning proxies for the mobile users. These proxies (surrogates) for the users,
operates on the base of transcoding mechanism. Also the PAAS and IAAS cloud services are
keys in providing such an effective interaction based live streaming.
Keywords— Mobile Social TV, Live Streaming, Quality Of Service, Social Interactions, Cloud
Computing
I. INTRODUCTION
Social TV started in the early 2000s with limited success as the creation of the shared
connections was cumbersome with a remote control and the User Interface (UI) design made
the interaction disruptive to the TV experience. But social networking has made Social TV
suddenly feasible, since it already encourages constant connection between members of the
network and the creation of likely minded groups. The shared content and activities often relate
to TV content. At the same time, the smart phone market has been growing quickly. Mobile
TV is the technology providing multimedia contents to the user by wireless communication. As
our society is becoming increasingly mobile, there is an emerging need for content and services
to become mobile as well. Within the scope of our research, we define Mobile TV as real-time
transmission of traditional TV content to mobile handsets.
Mobile TV promises thrilling benefits to consumers and increased revenues for mobile
telecommunications’ operators, equipment suppliers and television providers. The mobile TV
device should produce an image quality which is not significantly inferior to the standard
established by traditional TV, even if the screen size is much smaller. The network coverage
and the signal strength should be sufficiently good to give the viewer an uninterrupted service
of comparable quality with traditional TV. As most mobile TV networks still are not much less
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than prototypes there is still some way to go before the transmission quality is sufficiently
good.
This paper proceeds as follows: Section 2 introduces the theoretical foundation of this
study. Section 3 outlines the key terms and technologies. Section 4 focuses on architectural
model; Finally Section 5 summarizes the results of study.
II. RELATED WORKS
Media Cloud is a general idea of integrating the multimedia services with the cloud
technologies, which enables the user to access the multimedia content through the cloud
computing technology. Providing multimedia service though the cloud technology faces the
scalablity,Qos and heterogeneity challenges[4] .However the Content Delivery Network
(CDN) and the peer to peer multimedia computing have been worked out to alleviate the
problems in multimedia computing by pushing the multimedia content to the edges and to the
peers respectively [4].Rings et al has proposed the idea of integrating the cloud computing with
the multimedia services without the Qos provisioning. Whereas Zhu et al proposed the
multimedia cloud computing which provides Qos provisioning. The working of the cloud
services for the multimedia content can be differentiated and explained mainly by two ways,
they are: multimedia-aware cloud and cloud aware multimedia. Here the former idea pertains
to the quality of service(QOS) services for multimedia content and the later concept deals
about how well the sharing, retrieval and storage of the multimedia content can utilize the
cloud-computing resources for achieving a better Quality Of experience (QOE).[2] More finer
framework like as Cloud Assisted Live Media Streaming have been studied to utilize the cloud
resources by leasing and adjusting the cloud servers for the dynamic user demands[
15].Basically the video streaming using the cloud technology relies on the transcoding
mechanism, which has two mapping options like Hallsh-based and Lateness-first Mapping for
reducing the jitter in the transcoding [7]. Also the Scalable Video Coding framework has also
been proposed to reduce the latencies in the transcoding and to adapt to the dynamically
changing network conditions [3].The work of Satyanarayanan et al. [13] have suggested the
implementation of the dynamic virtual machine in carrying out the offloading to the mobile
devices computations. The work of the proxy servers in the cloud technology for the
multimedia or video streaming service has effectively handled the issue of the storage,
processing challenges faced by some mobile devices in accessing those services [1] have seen
the idea of interactive live streaming through the cloud computing technology, which provides
a co-viewing experience to the users with their friends in different geographic locations.
Thereby making the activity more social able. The experiments by Oehllberg et al. [6] on the
social activities of a human while viewing different video contents have been inspiring but still
those frameworks cannot be applied in to the mobile environments directly. The design
proposed by the Coppens et al. [4] have been intended to elaborate the social interactions but it
got constrained with the broadcast program channels. Reflex [7] is a mechanism to enhance
spontaneity in the interaction between the users, which makes use of the Google App Engine to
achieve more scalable and quality service in the social network, taking the large amount users
into consideration. These interactions can be handled by the messenger service through the
cloud computing technology. The video streaming through the help of cloud computing
technology has been facing another significant challenge as studied by [2] ,which is the Quality
of experience [2 ] have already proposed the idea of enhancing the quality of experience in
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viewing the live video content by introducing the features like zooming, segmentation and
panning but have not extended to the interactive streaming environment. Here we are
proposing a framework for enriching the quality of experience to the users in a interactive live
streaming, with the cloud computing as its backbone.
III.CLOUD-BASED INTERACTIVE STREAMING
The live video streaming has took a whole new dimension with the evolution of cloud
computing technology. In the case of live video streaming, the cloud computing extends its
support for interaction within the users and for a better quality of experience. The architecture
workflow has been given as below in figure. The proxy servers or surrogates are assigned to
each user who gets logged in to the cloud. These servers are provided by the Infrastructure as a
service cloud. The surrogates will efficiently provide the offloading, it will be enacting as a
middleware between the mobile devices and the video sources. It will be encapsulating the
transcoding, segmentation and content adaptation operations. In addition to these operations
the messenger, will also be handled by these surrogates, which is a key component in
delivering effective interaction between the users.
The quality of experience for the users can be enhanced by the features like segmentation,
zooming and content adaptations. The extensible messaging and presence protocol (XMPP),
here plays a significant role in operating the transportation of the video segments and it is
helpful in exchanging the metadata of these video streams like title, description.
A.Transcoding
The surrogates assigned to the users, will be handling the trancoder, which decide the
encoding format for the video stream dynamically. The bit rate and the dimension of the video
stream will also be decided in this module. Since MPEG-4 has been the de-facto standard for
the video delivery over loosy medium, this stream will be generally followed for the
implementation. FFmpeg library is fundamentally utilized by this service for generating the
thumbnails.
The transcoding frameworks split the video contents into overlapping and non-overlapping
group of pictures (GOP). These pictures may encircle different encoding qualities and
resolutions, forming several layers. Such layers will be sliced as coding-independent content.
Here 16x16 macro-blocks are framed for luma components and 8x8 MB is framed for chroma
components. The granularity is decided with the parallelism in GOP level and MBs, which is
divided into inter-parallelism and intra-parallelism. The simple diagrammatic illustration in the
fig of the transcoding framework is given below will give a better understanding of the idea
elaborated above.
(i) Inter-node Parallelism: The Inter-node parallelism manages the reduced picture nodes. The
real-time transcoding is achieved through this inter-node parallelism; the transcoding jitter is
an effect of the variations in the time delay of the encoding of the GOP (Group of Pictures).
The encoding time is mainly estimated for the optimization problem.
(ii) Intra-node Parallelism: The Intra-node parallelism manages the individual slice of the
picture node. The Intra-node parallelism is very significant in the GOP encoding and it is vital
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in fixing the upper bound on the average computation time spent on the GOP encoding.
Moreover this parallelism is not simply enough in reducing the access time

Fig.1 Transcoding Framework
B. Segmentation
The segmentation, is a feature to enhance the streamed videos, here this feature will create
the list of points of scenes by identifying the scenes in the video. And by making use of the
transcoding service the thumbnails for such segments will be created. Basically this feature is
based on the OpenCV algorithms.
C. Zooming
This service will enable the users to zoom into the middle of the video stream. This will also
be responsible in cropping of the streamed videos. This service fundamentally follows the
object recognition service, which necessary in recognizing the objects in the video. The object
recognizing service can enable to perform more complex zooming functionalities.
D. Messenger
This service is responsible in delivering the asynchronous message to the user from the
surrogates. User will make queries periodically to the social cloud through this service, which
is in connection with the social cloud. This service is also responsible in processing the plain
text data, which are in xml format.
E. Gateway
The authentication of the users logged in are checked by this service, which also handles
the logged in user list and maintains it in a separate database. The gateway is also responsible
in reserving and destroying the surrogates based on the current work load.
F. Social Cloud Service
The social cloud service will be maintaining the data stores like Big-Table in Google App
Engine, for storing all the details regarding the user records, sessions and messages. A data
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store interface is used to query and manipulate the Big-table which indeed a multi-dimensional
maps, stores data object as an entity entitled with multiple properties. For the video streaming
it fundamentally follows the RTP protocol. The XMPP handles the metadata of the video
segments. The social cloud is basically extended by the PaaS services.
G. Synchronizer
The synchronizer features the property of enabling the user to view the concerned video
content in the same window as the other user in same session. This is achieved by retrieving
current playback position and guides the user to adjust to that position. This is particularly
concerned in providing the co-viewing experience to the users.
IV PERFORMANCE METRICS
In this proposed framework there are certain factors which affect its performance, where are
here discussing some of the possible factors and the predicted performance improvements by
this framework
A. Transcoding Latency
The Transcoding latency can make an impact on the entire framework if had not handled
carefully. Even with the modern day’s multi core processors the process of encoding is highly
complex in nature. The transcoding delay can cause the delay in the access of video content for
the user and it could cause even the freezing of the particular video content.
B. Power Consumption
The power consumption of the device, used for the access is significantly important, since
that might well have a prime role in the working of this proposed framework in a considerable
margin. The playback segment size of 10, which has been widely followed in streaming
applications, was proposed by the Http Live Streaming protocol. However this segment has
found to have drained the battery life significantly. Normally the power consumption factor is
profiled by an Xcode tool called “Instruments”.

C. Interaction Spontaneity
In this proposed framework the spontaneity of the interaction between the connected users
is measured by two levels of factors. The first is the latency in the sending of the message to
the surrogates and the confirmation for the message being registered in the cloud. The other is
the latency in query sent by the user to reach the assigned surrogates. Also the round-trip time
between the surrogates and the GAE, which also need to be taken into consideration for
calculating the interaction latency in this framework.

22

NCECT'14

Department of CSE

Kalasalingam Institute of Technology

V IMPROVEMENTS PREDICTED WITH THE FRAMEWORK
A. Battery Efficiency
To eliminate battery usage of the mobile devices this proposed architecture is aimed at
providing an efficient burst transmission technique, which enables the mobile devices to
operate on three states as High, Low and Intermediate. This technique fundamentally follows
the Http Live streaming protocol, by which the video will be segmented by the surrogates and
sent to the mobile devices on request. The mobile devices will be operating in High state when
receiving the video segments and will be in Low state when remaining idle. The Intermediate
state act as the transition state between these two states.
B. User Experience
Another important key aspect of this framework is the enhancement of the user experience by
the features like zooming in and out the streamed video and the Scene by scene segmentation
of the video stream. This enhancement is particularly achieved with the help of the XMPP
protocol and RTP protocol which handles the video streaming, exchange of the metadata and
video segments information. Here the metadata handler will be responsible in fetching the
video segments and Playlist handler will be responsible in providing the preview thumbnails of
the videos. The thumbnails, having a smaller resolution will get loaded very fast. The object
recognition service is a key part in providing the zooming feature on the streamed videos.
C. Spontaneous Interactivity
Interaction is a key aspect of a social live streaming framework and this aspect is effectively
handled in this proposed architecture by the means of the Messenger service, which being
operated in a asynchronous way will provide spontaneous interactions between the connected
users. A Big-table like data store will be made use to handle these data.
D. Scalability
As this proposed framework takes the implementation phase, a challenge will be the ability of
this entire system to handle the large amount users who gets too logged into the service (i.e.)
the scalability measure of this framework. Being deployed on to the cloud network, it should
effectively handle this problem as well but still this area has to be addressed in the future
works.
REMARKS AND FUTURE WORKS
Our work has concerned primarily in suggesting a framework integrating the social
interactive live streaming with the Quality enhanced user experience. The enhancement in the
QoE of the user obviously shows great scope in the further feature enhancement with the
streamed video contents, like as recording the live video contents to the device, noise removal
and so on. On the other side the interactive aspect of the framework has several areas to be
more deeply addressed like applying memcache support and more efficient transcoding
mechanism.
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CONCLUSION
We conclude by proposing a framework for enriching the quality of experience to the users
in an interactive live streaming, with the cloud computing as its backbone. And mobile users
can import a live or on-demand video to watch from any video streaming site, invite their
friends to watch the video concurrently, and chat with their friends while enjoying the video.
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Abstract—By leveraging virtual machine (VM) technology
which provides performance and fault isolation, Cloud
resources can be provisioned on demand in a fine-grained,
multiplexed manner rather than in monolithic pieces. By
integrating volunteer computing into Cloud architectures, we
envision a gigantic Self-Organizing Cloud (SOC) being
formed to reap the huge potential of untapped commodity
computing power over the Internet. Towards this new
architecture where each participant may autonomously act as
both resource consumer and provider, we propose a fully
distributed, VM-multiplexing resource allocation scheme to
manage decentralized resources. Our approach not only
achieves maximized resource utilization using the
proportional share model (PSM), but also delivers provably
and adaptively optimal execution efficiency. We also design
a novel multi-attribute range query protocol for locating
qualified nodes. Contrary to existing solutions which often
generate bulky messages per request, our protocol produces
only one lightweight query message per task on the Content
Addressable Network (CAN). It works effectively to find for
each task its qualified resources under a randomized policy
that mitigates the contention among requesters.We show the
SOC with our optimized algorithms can make an
improvement by 15%-60% in system throughput than a P2P
Grid model. Our solution also exhibits fairly high
adaptability in a dynamic node-churning environment.
Index Terms—Cloud Computing, VM-multiplexing
Resource Allocation, Convex Optimization, P2P Multiattribute Range-query
1 INTRODUCTION
Cloud computing has emerged as a compelling paradigm for
deploying distributed services. Resource allocation problem
in Cloud systems emphasizes how to harness the multiattribute resources by multiplexing operating systems. With
virtual machine (VM) technology [1], we are able to
multiplex several operating systems on the same hardware
and allow task execution over its VM substrates without
performance interference. Fine-grained resource sharing can
be achieved as each VM substrate can be configured with


proper shares of resources (such as CPU, memory, storage,
network bandwidth) dynamically.
In recent years, various enhancements on resource isolation
techniques [2], [13], [8] have been proposed to achieve finegrained dynamic resource provisioning. A proportional share
scheduler can be implemented based on Xen’s credit
scheduler [14] to multiplex CPU resource among virtual
machines in a fair manner. The balloon driver [15],
difference engine [10], joint-VM [8], and virtual putty [9],
can dynamically adjust the memory resource among
collocated virtual machines. The dm-ioband [16] can
dynamically control the usage of disk I/O bandwidth among
co-located virtual machines. These advanced techniques
enable computing resources to be dynamically partitioned or
reassembled to meet the elastic needs of end-users. Such
solutions create an unprecedented opportunity to maximize
resource utilization, which were not possibly applied in most
Grid systems [34], [36], [19], [37], [38] that usually treat the
underlying resources as indivisible ones and prevent
simultaneous access to them. Today’s Cloud architectures
are not without problems. Most Cloud services built on top
of a centralized architecture may suffer denial-of-service
(DoS) attacks [3], unexpected outages, and limited pooling
of computational resources. On the contrary, volunteer
computing systems (or Desktop Grids) can easily aggregate
huge potential computing power to tackle grand challenge
science problems [4].
In view of this, we propose a novel Cloud architecture,
namely self-organizing cloud (SOC), which can connect a
large number of desktop computers on the Internet by a P2P
network. In SOC, each participating computer acts as both a
resource provider and a resource consumer. They operate
autonomously for locating nodes with more abundant
resource or unique services in the network to offload some
of their tasks, meanwhile they could construct multiple VM
instances for executing tasks submitted from others
whenever they have idle resources. We focus on two key
issues in the design of SOC: (1) the multi-attribute range
query problem in a fully decentralized environment for
locating a qualified node to satisfy a user task’s resource
demand with bounded delay and (2) how to optimize a task’s
execution time by determining the optimal shares of the
multi-attribute resources to allocate to the tasks with various
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QoS constraints, such as the expected execution time and
limited budget.
As a fundamental difference to existing approaches, we
formulate such a resource allocation problem to be a convex
optimization problem [23]. Given a task with its resource
requirements and a budget, we first prove that the optimal
resource allocation on a qualified node that can minimize a
task’s execution time does exist. We further show that it is
non-trivial to solve such a convex optimization problem
directly via a brute-force strategy and the interior point
method [23]. By relaxing the problem definition, we propose
an algorithm to optimize the task execution time on a
qualified resource node, given its preset budget and tolerable
Quality of Service (QoS).
The proposed algorithm involves only O(R2) adjustment
steps, where R denotes the number of resource attributes (or
dimensions). We further propose a dynamic optimal
proportional-share (DOPS) resource allocation algorithm
with O(R3) complexity, by incorporating the proportional
share model (PSM) [12]. The key idea is to dynamically
scale the amount of resources at each dimension among
running tasks proportional to their demand, such that these
tasks could use up the maximum capacity of each resource
type at a node. To locate qualified nodes in the SOC
environment, we design a fully-decentralized range query
protocol, namely pointer-gossiping CAN (PG-CAN), tailored
for DOPS. Existing P2P desktop Grids favor CAN-based
[17] or Chordbased [18] resource discovery protocols [19],
[20]. Every joining node registers its static resource
attributes (e.g. CPU architecture, OS version) or maximum
capacity on the CAN/Chord overlay, so that other users
could find the most matched node within a logarithmic (or
sublinear) number of routing steps. Such a design is feasible
for a P2P desktop Grid because the resources of a selected
node can only be used exclusively by a single task.
However, due to dynamic resource provisioning
technologies used in Cloud, the frequent resource
repartitioning and re-allocation (e.g., upon task arrival or
completion) make it a challenging problem to locate a node
containing a combination of available resources along all the
R resource attributes that would satisfy the requirements of a
submitted task. The proposed PG-CAN range query protocol
in this work aims to find the qualified resources with
minimized contention among requesters based on task’s
demand. It is unique in that for each task, there is only one
query message propagated in the network during the entire
course of discovery. This is different from most existing
multiattribute range query solutions that require to propagate
multiple sub-queries along multiple dimensions in parallel.
To mitigate the contention problem due to analogous queries
in CAN, our range query protocol proactively diffuses
resource indexes over the network and randomly route query
messages among nodes to locate qualified ones that satisfy
tasks’ minimal demands. To avoid possibly uneven load
distribution and abrupt resource over-utilization caused by
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un-coordinated node selection process from autonomous
participants, we investigate three node selection policies,
namely double-check policy [21], queuing policy [22], and
extra-virtual-dimension policy [19].
The rest of the paper is organized as follows. We formulate
the resource allocation problem in a VM-multiplexing
environment in Section 2. In Section 3, we prove that
optimal resource allocation does exist and show that our
solution is optimal. In Section 4, we present our DOPS
resource allocation scheme. Section 5 details the proposed
range query protocol. In Section 6, we show the simulation
results. We discuss related work in Section 7 and conclude
with an outline of future work in Section 8.
2 OPTIMAL RESOURCE ALLOCATION
Given a task tij with its weight vector w(tij) and a budget
B(tij), we first prove that the optimal resource allocation on a
qualified node ps with its price vector b(ps) does exist.
Lemma 1: The optimal allocation (denoted r∗(tij )) exists iff
(i.e., ⇐⇒) Inequalities (6) and (7) are met.
b(ps)T ・ e(tij) ≤ B(tij) (6)
Proof:
To prove ⇒: (transport property of inequalities)
If r∗(tij ) exists, it must satisfy Inequalities (3) and (5), thus
the Inequalities (6) and (7) should hold.
To prove ⇐: (to satisfy Slater’s condition [23])
If b(ps)T ・e(tij)=B(tij) or e(tij)=a(ps), then e(tij) is a unique
solution, which can be regarded as an optimal one. If b(ps)T
・ e(tij) < B(tij) and e(tij)≺a(ps), other than e(tij), there must
exist another better solution (denoted r′(tij)) such that b(ps)T
・ r′(tij) < B(tij) and e(tij) r′(tij) ≺ a(ps), thus r∗(tij ) must
exist according to Slater’s condition [23]. Similarly, if
b(ps)T ・ e(tij) < B(tij) and e(tij) ≼ a(ps), Slater’s condition
can also hold by excluding the equations from the
constraints (7).
We assume the qualified node ps that satisfies Inequalities
(6) and (7) can be found based on tij ’s expected resource
vector e(tij) by a resource discovery protocol (to be
discussed in Section 5). Thus, we could rewrite the
constraint (5) to be Inequality (8) and construct a Lagrangian
function F1(r(tij) That is, the optimal resource vector r∗
could be found as long as we could satisfy the above
conditions simultaneously.
In order to solve the above simultaneous equations and
inequalities, there are two traditional candidate strategies:
(1) brute-force method and
(2) interior point
the method is converged with them,
If we replace Constraint (5) with Constraint (11), we could
find an optimal solution through a few convex optimization
steps. That is, via such a constraint relaxation, we could
optimize the resource allocation for task tij on node ps
without exhausting all 3R possible combinations like the
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brute-force method or worrying about the convergence
problem in the interior point method.

information to the requesting node; otherwise, it will
continue searching next positive neighbor duty nodes.

3 POINTER-GOSSIPING CAN
Our resource allocation approach relies on the assumption
that all qualified nodes must satisfy Inequalities (6) and (7)
(i.e., Lemma 1). To meet this requirement, we design a
resource discovery protocol, namely pointer-gossiping CAN
(PG-CAN), to find these qualified nodes. We choose CAN
[17] as the DHT overlay to adapt to the multi-dimensional
feature.

Each duty node (such as D1) will cache state-update
messages received from its neighbors, which are checked
periodically and removed if outdated (i.e., beyond their
TTL). In the meanwhile, it propagates its own identifier
(such as IP) to a few randomly selected pointer nodes
towards it negative direction. For those duty nodes
containing valid state messages, we call them non-emptycache nodes.

Like traditional CAN, each node (a.k.a. duty node) under
PG-CAN is responsible for a unique multi-dimensional
range zone randomly selected when it joins the overlay. Fig.
2 (a) illustrates an example of CAN overlay network.
Suppose there are 25 joined nodes, each taking charge of a
single zone. If a new node (node 26) joins, a random point
such as (0.6 Gflops, 0.55GB) will be generated and its zone
will be set as the new zone evenly split along a dimension
from the existing zone (node 25 in Fig. 2 (a)) that contains
this point. If there is only one non-overlapped range
dimension between two nodes (e.g. pi and pj ) and they are
adjacent at this dimension, we call them neighbors to each
other. Furthermore, if the non-overlapped range of pi is
always no less than pj ’s, pi is called pj ’s positive neighbor
and pj is called pi’s negative neighbor. In Fig. 2 (a), Node 9,
12 and 20 are positive neighbors of node 1.

Basically, there are two manners to propagate the duty
nodes’ identifiers (or pointers) backward - spreading manner
(Fig. 3 (a)) and hopping manner (Fig. 3 (b)), thus the PGCAN can also be split into two types, namely spreading
manner based PG-CAN (SPG-CAN) and hopping manner
based PG-CAN (HPG-CAN). In Fig. 3 (a), the duty node D1
sends a pointer-message containing D1’s identifier to its
selected pointer nodes (such as D2 and D3), notifying them
that D1 has records. Upon receiving the message, the pointer
nodes (D2 and D3) will further gossip D1’s identifer to their
negative direction pointer nodes along next dimension. In
Fig. 3 (b), the identifer of any nonempty- cache node will be
forwarded from pointer node to pointer node along each
dimension. Obviously, the former results in fewer number of
hops for message delivery, but its identifers cannot be
diffused as widely as the latter’s. In fact, we can prove that
the delay complexity of identifier delivery for the hopping
manner is O(log2 n) (Theorem 5), so the hopping manner is
likely to be better than the spreading manner (to be
confirmed in our simulation).

Every node will periodically propagate the state-update
messages about its available resource vector a(ps) to the
duty node whose zone encloses this vector. After a task tij
generates a query (Step 1 in Fig. 2 (b)) with the constraints
(6) and (7), the query message will be routed to the duty
node containing the expected vector e(tij). We could justify
that the state messages (or state records) of all qualified
nodes must be kept in those onward nodes (i.e., shadow area
in Fig. 2 (b)) of the duty node.
Obviously, the searching area may still be too large for the
complete resource query without flooding, so the existing
solutions [19] usually adopt random-walk to get an
approximated effect. However, according to our observation
(to be presented), this will significantly reduce the likelihood
of finding qualified resources, finally degrading the system
throughput and user’s QoS. Alternatively, we improve the
mechanism by periodically diffusing a few pointer-messages
for any duty nodes owning state-update messages (or
records) to the distant nodes (with distance as 2k hops,
where k=0,1,・ ・ ・) towards negative directions, so that these
duty nodes could be more easily found. In Fig. 2, for
instance, Node 4’s negative pointer nodes along CPU
dimension are Node 14, 3, and 23. By periodically sending
pointer-recovery messages, each with empty payload
outward, each node could easily maintain the connection to
the negative pointer nodes. On the other hand, each query
routed to the duty node will check its stored records and the
pointed duty nodes. If it finds qualified resource records on
the current or other pointed duty nodes, it will return those

Theorem 5: The delay complexity of hops by hopping
manner for relaying any node’s index to any of its negative
direction nodes is O(log2 n), where n refers to the total
number of nodes.
Note that log2 n=d ・ log2 n1d , so our objective is to prove
the delay is bounded under d log2 n1d . The strict proof can
be found in our previous work [24]. Here, we just use an
example (shown in Fig. 4) to illustrate the idea. In this
example, suppose there are n 1 d =19 nodes along each
dimension, it is obvious that the top-most node (Node 1) will
take longest time (less than O(log(19))=4) to diffuse its own
index. Specifically, over the first hop, Node 2, 3, 5, 9, and 17
could receive the index (Node 1’s identifier). Via the second
hop, Node 4, 6, 7, 10, 11, and 13 could receive the relayed
index. For instance, Node 7 could receive Node 1’s index
forwarded from Node 5 or Node 3. With just 3 hops, most of
the negative-direction nodes of Node 1 could
8 CONCLUSIONS AND FUTURE WORK
This paper proposes a novel scheme (DOPS) for virtual
resource allocation on a Self-Organizing Cloud (SOC), with
three key contributions listed below.
• Optimization of Task’s Resource Allocation Under User’s
Budget: With a realistic monetary model, we propose a
solution which can optimize the task execution performance
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based on its assigned resources under the user budget. We
prove its optimality using the KKT conditions in the convexoptimization theory.
• Maximized Resource Utilization based on PSM: In order to
further make use of the idle resources, we design a dynamic
algorithm by combining the above algorithm with PSM and
the arrival/completion of new tasks. This can give incentives
to users by gaining an extra share of un-used resource
without more payment. Experiments confirm achieving a
super-optimal execution efficiency of their tasks is possible.
DOPS could get an improvement on system throughput by
15%∼60% than the traditional methods used in P2P Grid
model, according to the simulation.

• Lightweight Resource Query Protocol with Low
Contention:
We summarize the resource searching request as two range
query constraints, Formula (6) and Formula (7). We prove
them to be the sufficient and necessary conditions for getting
the optimal resource allocation. Experiments confirm the
designed PGCAN protocol with light-weight query overhead
is able to search qualified resources very effectively. So far,
we have successfully built a prototype supporting live
migration of VMs between any two nodes on the Internet
(even though they are behind different NATs). In the future,
we will study fault-tolerance support for a (DOPS-based,
PG-CAN-enabled) SOC system; we will also conduct
sensitivity analysis of how violation of our model
assumptions would impact the optimal resource allocation.
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Abstract—Cloud computing, with its promise of (almost) unlimited computation, storage and bandwidth, is increasingly
becoming the infrastructure of choice for many organizations. As cloud offerings mature, service-based applications need to
dynamically recompose themselves, to self-adapt to changing QoS requirements. In this paper, we present a decentralized
mechanism for such self-adaptation, using market-based heuristics. We use a continuous double-auction to allow applications
to decide which services to choose, amongst the many on offer. We view an application as a multi-agent system, and the
cloud as a marketplace where many such applications selfadapt. We show through a simulation study that our mechanism is
effective, for the individual application as well as from the collective perspective of all applications adapting at the same
time.
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1 INTRODUCTION
Self-adaptation, as a concept, has been around for many
years, in several domains like biology, chemistry, logistics,
economics etc. Self-adaptivity in computer-based systems is
relatively newer. Some of the first references to self-adaptive
software systems are from [41], [35], [34] and [31] (where
they are referred to, as autonomic systems). By selfadaptivity in software systems, we mean software that
monitors itself and the operating environment, and takes
appropriate actions when circumstances change. In webapplications, service-oriented architecture has often been
used as a mechanism for achieving self-adaptivity [19].
Web-services allow for dynamic composition, which enables
applications to switch services, without going offline. A
common instance of using web-services dynamically, is
applications living on the cloud, asking for computing power
and bandwidth to be scaled up or down, depending on
demand. However, one of the cloud’s major selling points,
operational flexibility is of little use, if applications (or
organizations) have to indicate at sign-up time, the kind of
services that they intend to use. On Amazon, for instance, a
customer specifies during sign up whether she wants a HiCPU instance or a Standard On-Demand instance or a HiMemory instance. This assumes that an application is able to
forecast its demand for computing and storage resources
accurately. However, this inability to forecast is precisely
what the cloud claims to address through elasticity in

computing power. This is not to say that there are no
flexible, demand-based pricing schemes available.
Amazon’s Spot Instances [29] is an example of how cloud
providers are trying to flexibly price their services, in
response to fluctuating demand over time. Applications that
can adapt to fluctuating prices will be able to ensure a better
return on investment. In the future, we surmise that servicepricing will depend not only on demand but also on
additional attributes like performance, availability,
reliability, etc. Current implementations of public clouds
mainly focus on providing easily scaled-up and scaled-down
computing power and storage. We envisage a more
sophisticated scenario, where federated clouds with different
specialized services collaborate. These collaborations can
then be leveraged by an enterprise to construct an
application, that is self-adaptive by changing the specific
web-service it utilizes. The notion of utilizing collaborative
services to satisfy a business need, is not new in itself. The
recognition of Agile Service Networks (ASN) that spring up
in modern business practices, is testament to this. As ASNs
mature and dynamic composition becomes the norm, we
posit that applications that are composed of other
applications will routinely adapt to changing QoS
requirements. In this paper, we propose a decentralized
mechanism to address the problem.

2 OUR APPROACH
We would like to create a mechanism that allows multiple
applications, constructed across a federation of clouds, to
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self-adapt. We chose a market-based approach to selfadaptation, not only because it is decentralized, but also due
to its easy applicability to the problem domain. Services in
the cloud aremoving from a fixed-price package to a more
flexible, auction-based approach [29]. This enables a selfadaptive application to change the QoS exhibited, by
switching to a different ConcreteService.
2.1 Market-Based Control
Market-Based Control (MBC) essentially involves modeling
the system as a marketplace, where self-interested agents use
economic strategies to compete for resources. Self-interested
competition, along with well-designed utility functions,
allow for a decentralized means of decision making. These
agents, via their competitive need to get resources, perform a
parallel search through the space of decision points. MBC
has been used in several contexts, as a mechanism for
computing a good solution in a decentralized manner.
Notable examples include Clearwater’s bidding agents to
control the temperature of a building [16], Ho’s center-free
resource algorithms [52] and Cheriton’s extension to
operating systems to allow programs to bid for memory [25].
Wellman’s WALRAS system [49], which is highly
distributed, reports high scalability. More examples include
distributed Monte-Carlo simulations [47], distributed
database design using market-methods for distributing subparts of queries [45] and proportional-share resource
management technique [48]. All of these systems provide
evidence of market-based control being a good candidate for
distributed decision making.
2.2 Auctions
Auctions, specifically Double Auctions (DA), have
increasingly been studied in Computer Science, as a
mechanism of resource allocation. Daniel Friedman [22]
reports on experiments where traders even with imperfect
information, consistently achieve highly efficient allocations
and prices. The rise of electronic commerce naturally creates
a space for efficient exchange of goods, and services. There
has been much work on the design space of marketinstitutions [51], [39], bidding strategies [17], [43], agentbased implementations of traders [30], [26], [27], [40], etc.
Gupta et al [24] argue that network management,
specifically for QoS issues, must be done using pricing and
market dynamics. According to them, the flexibility offered
by pricing mechanisms offers benefits of decentralization of
control, dynamic load management and effective allocation
of priority to different QoS attributes. The continuous-time
variant of a DA, called Continuous Double Auction (CDA),
is used in stock-markets and commodity exchanges around
the world [32]. In a CDA, the market clears continuously.
That is, instead of waiting for all bids and asks to be made,
matches are made as the bids and asks come in. A new bid is
evaluated against the existing asks and the first ask that
matches, is immediately paired off for a transaction. A CDA
is known to be highly allocatively efficient [23], i.e., it
achieves a very high percentage of all the possible trades,
between buyers and sellers. The most important property of
the work in [23], is that a CDA’s efficiency results from the
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structure of the mechanism used, rather than intelligence of
the agents involved in trading. This is a very important
result, since it provides us with encouragement regarding the
efficiency of our mechanism.

3 EVALUATION
3.1 The Current Scenario
The current form of service-selection is provider-driven.
That is, in all commercial clouds, the cloud provider uses a
posted-offer mechanism. A posted-offer is a form of market
where the supplier posts a certain price on a takeit- or-leaveit basis. Thus, on Amazon’s elastic cloud compute (EC2),
there are several services that are functionally identical, but
priced differently. This price differentiation exists due to
different QoS being exhibited by these services. In Table 10,
we show a slice of Amazon’s pricing for its On-Demand
Instances. Depending on the type of job envisioned,
customers purchase a basket of computational power from
Amazon. However, currently, there is no mechanism to
automatically switch from one kind of On-Demand Instance
to another. Customers have to forecast the type of demand
for their application in advance, and appropriately chose
their package from Amazon. Any application that desires to
use a particular service, has to pay the posted price. There
exists no mechanism to negotiate/bargain with Amazon, on
pricing or QoS of the services being offered. This has the
very obvious effect of customers either over-provisioning or
under-provisioning for their actual demand. If an
3.2 Empirical Study
BizInt, a small (fictional) startup company creates a new
business intelligence mining and visualization application. It
combines off-the-shelf clustering algorithms with its
proprietary outlier detection and visualization algorithms, to
present a unique view of a company’s customer and
competitor ecosystem. In order to exhibit a high level of
performance, it decides to host its application in the cloud.
Also, instead of reinventing the wheel, it uses third-party
services (for clustering, etc.) that are also hosted in the same
cloud. BizInt uses composite web services (Data Filtering,
Clustering, Association Rule Mining and Cross-Validation)
from the cloud, along with its own services (Job Submission,
Outlier Detection and Visualization) to create a complete
application. Soon BizInt discovers that different jobs
emphasize different QoS. Some jobs want data to be
processed as fast as possible, others require a high amount of
security and reliability. In order to exhibit different QoS,
BizInt needs to dynamically change its constituent services.
SkyCompute is a new (fictional) entrant to the field of
Cloud Computing. It wants to compete with Amazon, 3Tera,
Google, Microsoft and other established cloudproviders. In
order to attract cost and QoS-conscious customers,
SkyCompute will have to differentiate its cloud from the
others. It plans to target the Software-As- A-Service market.
Instead of providing specialist infrastructural services (like
Amazon) or application frame

32

NCECT'14

Department of CSE

work services (like Google and Microsoft),it is planning to
provide generically useful services like indexing, clustering,
sorting, etc. Like most cloud providers, it plans to provide
services with different QoS levels, so that multiple types of
clients can be attracted to use it. To differentiate itself,
SkyCompute plans to provide an adaptive framework, so
that companies like BizInt can change their constituent
services, dynamically.
3.3 Qualitative Criteria
Thus, clobmas must fulfill the following criteria:
1) Allows customers like BizInt to create adaptive
applications
2) Generates a higher utilization of services than the postedoffer model currently followed (for Sky-Compute)
3.4 Quantitative Criteria
Since, SkyCompute is an ultra-large collection of services,
clobmas must be able to scale to large numbers of
applications and ConcreteServices. Since there is no public
data about the kinds of workflows hosted on commercial
clouds, and their corresponding service choices, we made
assumptions about the variables involved in dynamic service
composition. We make these assumptions based on
conversations with performance consultants at Capacitas
Inc., and numbers gleaned from the literature review.

4 RELATED WORK
4.1 Dynamic Composition of Web-services
There has been a plethora of work on dynamic composition
of web-services. Much early work has been done in AgFlow
[54] on Quality-Aware composition of webservices [5] and
[53]. The authors propose a per-serviceclass optimisation as
well as a global optimisation using integer programming.
[10] proposed a genetic algorithm based approach where the
genome length is determined by the number of abstract
services that require a choice to be made. Constraints on
QoS form a part of the fitness function, as do cost and other
QoS attributes. A big advantage of GAbased approach is that
it is able to handle non-linear constraints, as opposed to
integer programming. Also, it is scalable when the number
of concrete services per abstract service increase. [2]
propose an interesting mechanism for cutting through the
search space of candidate web-services, by using skyline
queries. Skyline queries identify non-dominated webservices
on at least one QoS criteria. A non-dominated web-service
means, a web-service that has at least one QoS dimension in
which it is strictly better than any other web-service and at
least equal on all other QoS dimensions. Determining
skyline services for a particular abstract service, requires
pairwise comparisons amongst the QoS vectors of all the
concrete services. This process can be expensive if the
number of candidate concrete services is large. Alrifai et al.
consider the case where the process of selecting skyline
services is done offline. This would lead to an inability to
adjust to changing conditions of available services and their
associated QoS values. [56] propose an interesting method to
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achieve a good set of concrete services, using Ant Colony
Optimization (ACO). ACO involves creating virtual ants
that mimic the foraging behaviour of real ants. The search
space of optimal concrete services is modelled as a graph,
with sets of concrete services as vertices and edges being all
the possible connections between different concrete service
sets. The ants attempt to complete a traversal of the graph,
dropping pheromones on the edge of each concrete service
visited. The path through the graph that accumulates the
most pheromones represents the near-optimal path of
services to use. Our approach differs from the above
approaches in two respects:
1) Consideration of time as a factor: In practice, the optimal
set of concrete services may not be available at the time
instant that an application is searching. The set of service
providers changes with time, as does the set of service
consumers. This means that the optimal matching of service
providers to consumers changes with time. The approaches
above do not take this into account.
2) Optimality not considered: Due to the infeasibility of
computing the optimal set (being NP-hard), we concentrate
on finding a good solution, rather than an optimal one. A
good solution is one that does not violate any QoS
constraints and meets the cost constraint within a certain
margin.
4.2 Self-Adaptation
Applications that use dynamic service composition should
be able to continuously monitor their current QoS levels and
make adjustments when either the demand for QoS changes
or the cost constraint changes. The application should thus
be able to respond to both internal as well as external
stimuli, to trigger a change in its constituent web-services.
This change needs to be both timely, as well as correct, i.e.,
the new set of services should not violate any of the
application’s QoS constraints, and the change should happen
as fast as possible.
Self-Adaptation in software systems is the achievement of a
stable, desirable configuration, in the presence of varying
stimuli. These stimuli may be environmental (in the form of
workload, failure of external components, etc.) or internal
(failure of internal components, changed target states, etc.).
Given that the range of stimuli that affect a software system
is wide, Self-Adaptation has come to mean an umbrella term
that covers multiple aspects of how a system reacts [44]:
1) Self-Awareness
2) Context-Awareness
3) Self-Configuring
4) Self-Optimizing
5) Self-Healing
6) Self-Protecting
However, most approaches to self-adaptation follow a
common pattern: Monitor – Analyze – Plan – Execute,
connected by a feedback loop. There are two approaches to
self-adaptation: centralized and de-centralized. In a
centralized self-adaptive system, the analysis and planning
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part are concentrated in one entity. This form of selfadaptation has the advantage of cohesiveness and low
communication overhead as compared to a decentralized
mechanism. The analysis and the plan can be communicated
to the effectors, and feedback from obeying the plan is
communicated back through the monitors (or sensors).
Rainbow [14] and The Autonomic Manager [28] are classic
examples of centralized selfadaptation. Decentralized selfadaptation, on the other hand, distributes the analysis,
planning or the feedback mechanism amongst different parts
of the adapting system. This automatically implies a
communication overhead, since all constituent parts must
coordinate their actions. However, it also provides for
robustness in the presence of node failure and scalability of
application size. Cheng et al [13] have advocated that the
feedback loop, which is a critical part of the adaptation, be
elevated to a first-class entity in terms of modelling, design
and implementation. Although, this would allow for
reasoning about properties of the adaptation, there are no
systems that we currently know of, that provide an explicit
focus on the feedback loop. Most decentralized selfadaptation systems are typically realised as a multi-agent
systems wherein the agents are autonomous in their
environments and implement strategies that collectively
move the entire system into a desirable state. [15] have
advocated separating the functional part of the system from
the adaptive part, thus allowing for independent evolution of
both. Baresi et al [4] describe such a system, where
adaptation is considered as a cross-cutting concern, and not a
fundamental part of system computation. Baresi et al. use
aspect-oriented programming to implement
the Monitor and Execute part of the MAPE loop. They
implement distributed analysis and planning by dividing the
self-adaptive system into supervised elements, that perform
the business logic of the application and supervisors that
oversee how the supervised components behave and plan for
adaptation. Aspect-probes form the sensors and actuators
that link the supervised elements to the supervisors. [18]
describe another interesting approach to decentralized selfadaptation, through self-organization. DiMarzo et al. take a
bio-inspired approach and use principles of holons (and
holarchy) and stigmergy to get agents in a manufacturing
department to perform coordination and control. A holon is
defined by [33] to be both a part and a whole. Therefore, an
agent is both autonomous as well as a part of a hierarchy,
which influences it. The essential idea in their work is that
with such structures, order emerges from disorder, as simple
interactions build on each other, to produce progressively
complex behaviour. Weyns et al [50] study a decentralized
self-healing system and a QoS-driven self-optimized
deployment framework. Their approach is the nearest to
ours. They suggest multiple decentralized models which
feed into decentralized algorithms, which are in turn
analyzed by decentralized analyzers. These analyzers then
individually direct local effectors to make changes to the
host system. These approaches, while interesting, have not
explicitly considered scale of adaptation. Any approach that
attempts self-adaptation on the cloud, must concern itself
with scaling up to hundreds and possibly even thousands of
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entities. Another issue that needs to be considered, is the
effect of other self-adapting systems operating in the same
environment.
4.3 QoS Monitoring
Zeng [55], and Michlmayer [37] are good examples of
online QoS monitoring. Zeng et al. classify QoS metrics into
three categories: (a) Provider-advertised (b) Consumer-rated,
and (c) Observable metrics. They provide an event-driven,
rule-based model where designers can define QoS metrics
and their computation logic (in terms of Event-ConditionAction rules), for observable metrics. These are then
compiled into executable statecharts, which provide
execution efficiency in computing QoS metrics based on
service-events that are observed. Michlmayer et al. provide
their QoS monitoring as a service runtime environment. This
service runtime environment addresses service metadata,
QoS-aware service selection, mediation of services and
complex event processing. The authors propose two
mechanisms to monitor QoS:
(a) a client-side approach using statistical sampling, and (b)
a server-side approach using probes
that are present on the same host as the service. The clientside approach is non-intrusive, in terms of not needing
access to the service’s host.
Both approaches, Zeng and Michlmayer, use an eventbased
mechanism to detect QoS values, and SLA violations, if any.
This fits in neatly with our need for a non-intrusive, thirdparty based QoS Monitoring Engine. Our mechanism is
agnostic to the actual QoS monitoring mechanism, that is
used.

5 CONCLUSION AND FUTURE WORK
Cloud-based service-oriented applications have the potential
to self-adapt their QoS, depending on demand. Using a
market-based mechanism maps nicely to the real-world
situation of unpredictable change of QoS requirements, costs
involved in adaptation and adaptation by competing
applications. As the number of possible concrete services
increase, the scalability of the self-adaptive mechanism
becomes important. We see that the market-based
mechanism consists of simple agents, is able to adapt well
and yet scales linearly to the number of concrete services.
We also see that it is robust in the presence of differences in
demand and supply of QoS. Applications implemented as an
ASN can thus scale and adapt to the changing business
requirements of QoS. We have not modelled complex sellerside behaviour. Specifically, actions like deliberate violation
of QoS to free up resources for making Asks with higher
prices or mis-reporting of QoS available. Mechanisms like
penalties and reputation management can be used to prevent
seller agents from behaving dishonestly. Also, we have not
modelled adaptation on the part of the market. Sellers that lie
about their QoS or, are generally unattractive for
transactions may lower the reputation of the marketplace.
Hence, the market could take steps to ensure that it is
populated, only with sellers that are likely to be sold. In
future work, we aim to systematically add these
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modifications to observe their effect on the collective
adaptation.
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Abstract
Cloud computing is the technology which is used share
the resources to the data centers over the internet on a
pay for use basis. It is desirable to store the data on data
storage servers. Even though, many searchable
encryption schemes permit the users to securely search
over encrypted data by using the keywords. To overcome
the privacy issue such as the data leakage occurred on
the cloud server, Two Round Searchable Encryption
(TRSE) scheme has been used which supports for Top-k
retrieval. Additionally, data integration problem may
cause while transfer the file server. For that, the MD5
algorithm has introduced which will produce a 128 bit
hash value and it allows us to create a hash calue from a
file that can prove the integrity of the file, without storing
it. It allows verify the integrity of the transmitted file by
comparing the MD5 hash of the original file with the
MD5 hash of the data that was received. As a result, the
data integrity is ensured.
Keywords: Cloud, integrity, data privacy, relevance
score, similarity relevance.

1. Introduction
Cloud computing is the dreamed vision of computing
as a utility, which enables the cloud customers to remotely
store their data onto the cloud and it is the indispensable
viability to outsource their data from the cloud. In recent
years, cloud storage service has become a faster profit
growth point by providing a comparably low cost,
scalable, position-independent platform for clients’ data.
It is desirable to store the data on data storage servers
such as mail servers and file servers in an encrypted form
to reduce security and privacy risks.so that the data
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storage servers must be fully trusted. To protect data
privacy and to reduce unwanted accesses, the sensitive
data has to be encrypted before outsourcing in order to
provide end–to–end confidentiality assurance in the cloud
and beyond. Hence, large number of data users can have
access to their data stored on the cloud the data encryption
becomes a very challenging task. In cloud computing, data
owners may share their outsourced data with a large
number of users. But, the data users are keen to retrieve
only the data files they are interested in during a given
session. In order to retrieve documents satisfying a certain
search criterion, the user gives the server a capability that
allows the server to identify exactly those documents.
Document encryption, however, makes it hard to retrieve
data selectively from the server. Consider, for example, a
server that stores a collection of encrypted emails
belonging to a user. The server is unable to determine the
subset of encrypted emails defined by a search criterion.
The keyword based search can be used to retrieve the files
they are interested in. Although traditional searchable
encryption schemes allow a user to securely search over
encrypted data through keywords without first decrypting
it, these techniques support only conventional Boolean
keyword search without capturing any relevance of the
files in the search result. Advances in information retrieval
have gone well beyond Boolean searches; scoring
schemes have been widely employed to quantify and rankorder the relevance of a document to a set of query terms.
To securely rank-order documents in response to a query,
and develop techniques to extract the most relevant
document(s) from a large encrypted data collection. To
accomplish, collect term frequency information for each
document in the collection to build indices, as in
traditional retrieval systems for plaintext. Further secure
these indices that would otherwise reveal important
statistical information about the collection to protect
against statistical attacks. During the search process, the
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query terms are encrypted to prevent the exposure of
information to the data center and other intruders, and to
confine the searching entity to only make queries within
an authorized scope. Utilizing term frequencies and other
document information, apply cryptographic techniques
such as order-preserving encryption to develop schemes
that can securely compute relevance scores for each
document, identify the most relevant documents, and
reserve the right to screen and release the full content of
relevant documents. When directly applied in large
collaborative data outsourcing cloud environment, they
may suffer from many drawbacks. On the one hand,
inevitably sending back all the files. The other problem is
that the lacking of effective mechanisms to ensure the file
retrieval accuracy. Preventing the cloud from involving in
ranking and entrusting all the work to the user is a natural
way to avoid information leakage. However, the limited
computational power on the user side and the high
computational overhead precludes information security. In
order to avoid the information leakage, the cloud has to do
more work during the process of retrieval. The concepts
used here are: Two Round Searchable Encryption and the
Checksum method. In this scheme, the majority of work is
done at the cloud while the user takes part in ranking,
which guarantees top-k multikeyword retrieval over
encrypted cloud data with high security and integrity.In
this paper, mainly it dealt with the problem of integrity by
uing the MD5 algoritgm which helps the data owner and
the data user to create the hash value to ensure the
integrity of the original file at the destination.
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to the cloud server and the server will be responsible for
returning the desired files to the user. First of all, the data
owner submits the collection of files to the cloud server in
an encrypted form. While sending those files to the cloud
server, he has to perform two tasks as follows. First one is,
the search index is created and submits to the cloud
server. Another one task is to calculate the checksum for
each file and upload that too to the cloud server along
with the files. After receiving the request from a user, the
cloud server has to return the files to user which matches
with the user request with secure ranked keyword search
with integrity concern. The server should learn nothing
about the file contents. The server performs the scoring
process with the help of the search index I received from
the data owner. This scoring result will be returned to the
data owner in an encrypted form. The data owner has to

2. Architecture
Figure 1. Retrieval of encrypted cloud data.
We consider that the cloud system consisting of three
different system known as cloud server, data owner, and
data user that provides data services, as depicted in Fig. 1:
data owner (O), data user (U), cloud server (S).
Data owner consisting of many files that they desire to
retrieve on the cloud server in an encrypted form. Thus,
the data owner has to create a searchable index I by using
a set of m distinct keywords W= (w1,w2,...,wm) retrieved
from the file collection, and store both the index I and the
encrypted file collection on the cloud server. In the
existing architecture, there is no technique used for the
integrity problem. In this paper, I have dealt with the
integrity problem that architecture has been illustrated in
Fig. 2.The authorization between data owner and the data
users has been done with the help of encryption technique.
The user will generate a search request and submits the
request with the help of the given keyword w. The search
request will be submitted in the form of trapdoor Tw of
the keyword w to the cloud server. This will be submitted

perform the ranking process by invoking the Top-k
algorithm. This ranking result will be returned to the cloud
server to retrieve the desired file. The cloud server then
transfers the file to the data user. The data user calculates
the checksum for the received file from the cloud server to
ensure the integrity of the file. To do so, he has to
compare the checksum for the received file and the
checksum for the original file. If there any difference is
made on the comparison result, we can conclude that the
file has been modified. If the checksum calculated is
same, we can sure that the file has not been modified.

3. TRSE design
The TRSE design consisting of the following
algorithms: Setup, Index Build, TrapdoorGen, Score
Calculate, and Rank
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 Setup. The public keys and the secret keys are
generated by the data owners.
 Index Build. The data owner creates the secure
searchable index from the file collection C and
applies the stemming and encryption to form the
secure searchable index.
 Trapdoor Gen. The trapdoor is generated by the user
from the request sent by the user. The request is
encrypted into a secured trapdoor.
 Score Calculate. From the trapdoor, the cloud server
performs the scoring operation and returns the
resultant vector to the user.
 Rank. The resultant vector is decrypted by the user
using the secret key and retrieves the files with top-k
scores.
 Verification. The checksum is compared and the
integrity is verified for the retrieved file.
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4. Conclusion
In this paper, an initial attempt is to overcome the problem
of supporting efficient ranked keyword search for
efficiency is preserved by using the Top-k Retrieval
mechanism and the integrity problem has been solved. By
using the Order Preserving Searchable Encryption
(OPSE), we can avoid the leakage of information and
using the TRSE scheme, which fulfils the top-k retrieval
over encrypted cloud data and also it will support for the
multikeyword retrieval over the encrypted cloud data
using the request from the user. The checksum is
calculated to ensure the integrity of each file by using the
MD5 algorithm. As a result, integrity is ensured and also
the efficiency in retrieval can also be obtained.
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Abstract—Large public cloud infrastructure
can utilise power which is generated by a multiplicity of
power plants. The cost of electricity will vary among the
power plants and each will emit different amounts of carbon
for a given amount of energy generated. This infrastructure
services traffic that can come from anywhere on the planet. It
is desirable, for latency purposes, to route the traffic to the
data centre that is closest in terms of geographical distance,
costs the least to power and emits the smallest amount of
carbon for a given request. It is not always possible to achieve
all of these goals so we model both the networking and
computational components of the infrastructure as a graph and
propose the Stratus system which utilises Voronoi partitions to
determine which data centre requests should be routed to
based on the relative priorities of the cloud operator.
Index Terms—Voronoi Partitions, Cloud Computing, Load
Balancing, Carbon Emissions
1 INTRODUCTION
A variety of new services are being offered under the cloud
computing paradigm. This service model involves a cloud
based service provider (CBSP) providing a large pool of
computational and network resources which are allocated on
demand to the cloud users from the pool. Cloud users in turn
can use these resources to provide services for users. The pool
of resources can comprise of several data centres (DCs) at
different geographical locations. There are many potential
benefits to a global distribution of servers if load balancing is
used correctly. Reduced latency and increased data
transmission rates can be achieved by assigning clients to
servers which are closer in terms of link distance. For some
applications such as conference Voice-over-IP (VoIP)
software and interactive online games low latency is critical in
order to provide a satisfactory Quality of Service (QoS). In
addition, there have been proposals to consider electricity
price when load balancing [1], [2], [3] to reduce operational

costs. By assigning more load to a DC which is utilising
relatively cheap electricity operational costs can be lowered.
This load balancing can be achieved with protocol-level
mechanisms which are in use today such as dynamically
generated DNS responses, HTTP redirection and the
forwarding of HTTP requests. All of these have been
evaluated thoroughly [4], [5], [6].
Recently the carbon emissions associated with
powering DCs have become important. Greenpeace report [7]
the carbon emissions of selected DCs and the percentage of
their electricity generated by power plants
that use fuels which emit a relatively large amount of carbon.
The carbon intensity of a power plant is the carbon emitted for
a given amount of energy generated. The carbon intensity of
power plants using particular fuels is detailed in [8], [9].
Currently there is little financial motivation to use green or
clean energy but increasing regulation of carbon emissions
and schemes like the European Union Emissions Trading
Scheme (EU ETS) [10] mean that in the future it is probable
that the right to emit carbon into the atmosphere will be traded
as a commodity. In addition, recent work [11] suggests that
on-site power generation can reduce carbon emissions and
electricity cost by reducing the peak draw of a data centre
from an electricity supplier.
There have been some proposals to use locally
generated clean energy [12] or employ load balancing based
upon the carbon intensity of the electricity supplier [13].
These proposals, however, do not consider the carbon emitted
as a results of packets travelling across the network from the
client to the server. While the energy consumed by the
networking equipment as part of the cloud computing has
been analysed [14], additional analysis is required to examine
the total carbon emission caused by a cloud computing
system.
In addition, other proposals for minimising carbon
emissions use weather data as a metric for load balancing.
While this is a useful metric for in-house generated electricity
it can be inaccurate when electricity is obtained from an
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external supplier as other factors affect their carbon intensity.
This is discussed in greater detail in Section 5.2. Carbon
emissions are seldom the sole concern of cloud operators and
other factors must be considered. The electricity cost can vary
considerably between different geographical regions and this
fact can be exploited by cloud operators to lower the
operational cost.
The manner in which a data centre is cooled can
affect both the electricity cost and carbon emissions as certain
schemes such as “free air cooling” require less energy and
hence emit less carbon. Finally cloud operators are usually
bound by service level agreement (SLA) and therefore must
maintain a minimum QoS for service users.
It is not always possible to achieve the best case
scenario for all of these factors as they sometimes conflict, so
we formulate a graph-based approach which we call Stratus
that can be used examine and control the operation of the
cloud. Stratus uses Voronoi partitions which are a graph-based
approach which have been used to solve similar problems in
other areas such as robotics [15]. In this paper we use this
approach to attempt to control the various factors which affect
the operation of the cloud. This paper makes the following
contributions:

•

•
•

•

The development of a model which details the carbon
emissions, electricity cost and time required for the
computational and networking aspects of a service
request.
A distributed algorithm which minimises the
combination of average request time, electricity cost
and carbon emissions is described.
Data for the carbon intensity and electricity price of
various geographical regions and a representative set
of round trip time between various geographical
regions is presented.
We evaluate the performance of our distributed
algorithm using the data obtained for various
scenarios.

2 RELATED WORK
There have been a number of proposals which
consider the cost of electricity when determining which data
centre should service requests. Qureshi et al. [1] proposed a
distance-constrained energy price optimizer and presented
data on energy price fluctuations and simulations illustrating
the potential economic gain. Stanojevic et al. [2] detail a
distributed consensus algorithm which equalises the change in
the cost of energy. This is equivalent to minimising the cost of
energy while maintaining QoS levels. Rao et al. [16]
formulate the electricity cost of a cloud as a flow network and
attempt to find the minimum cost of sending a certain amount
of flow through this network. Rao et al. [17] also propose a
control system which uses load balancing and server power
control capabilities to minimize energy cost. Wang et al. [18]

Kalasalingam Institute of Technology

propose using a corrected marginal cost algorithm to minimize
electricity cost. Mathew et al. [19] propose an algorithm
which controls the number of servers online in the cloud to
reduce energy consumption. It also maintains enough servers
at each data center to handle current requests as well spare
capacity to handle spikes in traffic. Liu et al. [3] propose
distributed algorithms which minimize the sum of an energy
cost and a delay cost using optimization techniques such as
gradient projection to minimise the overall cost of operating
the data centre. In addition, they expand their formulation to
consider minimizing the sum of the social impact cost and
delay cost. They define the social impact cost as a metric for
environmental impact of the data centre. By examining the
availability of renewable energy and directing load to the
appropriate data centres they attempt to reduce the
environmental impact of the data centre.
In addition, there has been some analysis of the
electricity consumption of the cloud computing paradigm.
Baliga et al. [14] analyse the power consumption of all the
elements of this for a variety of service scenarios. Mahdevan
et al. [20] examine the power consumption of network
switches and consider techniques for improving the power
efficiency of network switches by disabling ports and using
lower data rates where possible.
There have also been some proposals which consider
carbon emissions when determining where to direct service
requests. Liu et al. [12] expand the model proposed in [3] to
subtract locally generated clean energy from the energy cost
calculation to allow data centres which have clean energy
generation facilities to service more load. Doyle et al. [13]
describe an algorithm that minimizes a cost function
containing the carbon intensity of the electricity supplier of
the data centre and average job time. Moghaddam et al. [21]
attempt to use a genetic algorithm-based method with virtual
machine migration to lower the carbon footprint of the cloud.
Gao et al. [22] use a flow optimization based framework to
control the three way trade-off between average job time,
electricity cost and carbon emissions. This system, however,
is only evaluated using yearly average carbon intensity values.
While the system could be applied to the instantaneous carbon
intensity value of an electricity supplier, the evaluation only
considers the yearly average which can differ significantly
from the instantaneous value.
Some of these proposals use various mathematical
techniques to achieve their goals. In this work we propose the
use of Voronoi partitions which are used in a number of areas.
Aurenhammer details a number of applications in [23].
Durham et al. [15] use Voronoi partitions to divide an
environment so that a group of robots can provide coverage.
This problem can be viewed as similar to a
constrained version of the facility location problem which has
been shown to be NP-hard [24]. Exact [25] and approximate
[26] solvers for this problem have been thoroughly studied.
These methods, however, are computationally expensive as
any new demand points requires the solver to run the entire
analysis from scratch. This works well for determining the
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optimal site for the construction of a facility as the demand set
is static. In the cloud, however, the demand for a service is
constantly changing and a system that can respond to
incremental change is required.

3 PROBLEM FORMULATIONS
In this section we formulate the problem. To do this
we need some background notation. Namely we need to say
what a graph is; what a Voronoi partition is; and how we use
these ideas in the context of cloud computing.
3.1 Graph
A graph consists of a finite set of nodes and edges.
Each edge is incident with two nodes. A path is an ordered
sequence of points such that any consecutive pair of points is
linked by an edge in the graph. In an undirected graph there is
no direction associated with the edges. Hence, a path can be
constructed with any edge in the graph. A weighted graph
associates a label with each edge. Nodes are connected if a
path exists between them.
3.2 Voronoi Partitions
Voronoi partitions are the decomposition of a set of
points into subsets. These subsets are centered around points
known as sites, generators or seeds. Each point in the set is
added to a subset consisting of a site and all other points
associated with this site. An abstract notion of distance
between a point and the sites is used to determine which
subset a point is associated with. A point is assigned to a
subset if the distance to site is less than or equal to the
distance to the other sites. For an example of Voronoi
partitions used in applications (robotics) see [15].We shall
now use these partitions to solve routing problem associated
with load balancing in the cloud.
3.3 Voronoi Partitions of the Cloud
In our work the set of points consist of sources of
requests for cloud services and data centres which service
these. Voronoi partitions are then used to determine where
requests are serviced. A Voronoi cell represents which sources
of requests a data centre is servicing at a given time. An
example of a group of sources of requests which have been
partitioned between two data centres can be seen in Figure 1.
In this figure each source of requests has a path to both data
centres. The partition that the source of requests is a part of
depends on the paths to the two data centres. The partitions
are made up of sources of requests which have paths available
to them with lower distances than the paths available to the
other data centre.
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Fig. 1. Example of how sources of requests are partitioned
between two data centres. Colour indicates that the node is part of a particular
partition.

3.4 Problem Statement
Let |J| be a set of J geographically concentrated
sources of requests and |N| be a set of N data centres. Let |Q|
be a finite set of points that represent either sources of
requests or data centres. These points are connected by E
edges in an undirected weighted graph G = (|Q|; |E|; |w|). The
weights are calculated as functions of the time required to
service a fraction of the request Ti, the carbon emissions
associated with servicing the fraction Gi and the electricity
cost Ei if any associated with servicing the request along the
edge. wi = f(Ti;Gi;Ei) = Ti + R1(Gi) + R2(Ei) where R1, R2
are the relative price functions which are used to specify the
relative importance of the factors. While Ei and Gi are related,
the rates at which they increase may vary significantly
depending on the specifics of the cloud and hence, both must
be included in the problem formation to ensure the cloud
operator can operate the cloud as desired. It should be noted
that the weights of the graph represent the networking and
computational aspects of servicing a request.
4 CLOUD ANALYSIS
In this section we examine the variation in the costs
that exist between data centres.
4.1 Electricity Cost
The price of electricity on the wholesale market
depends on a number of factors. The wholesale electricity
market is administered by an authority known as a Regional
Transmission Organisation (RTO) in the United States and the
Single Market Operator (SEMO) in Ireland. In this market,
power producers present supply offers, consumers present
bids and an authority in charge of the transmission network
determines how the electricity should flow and sets prices.
The price is determined based on the bids and offers as well as
other factors such as reliability and grid connectivity. The
variation of local electricity prices in different geographical
regions can be exploited by cloud operators to lower
operational costs [1]. To illustrate this we examine the
potential savings that can be made by part of Amazons’s EC2
[27] cloud. We examine the local prices of electricity
suppliers located in the regions of the California, Virginia and
Ireland data centres. Pacific Gas and Electric (PG&E) is one
supplier in the California region and Dominion (DOM) is a
supplier in the Virginia region. We chose these as they supply
electricity in the region the data centres are located. Ireland
uses a single market for electricity known as SEMO and only
a single price for wholesale electricity is available.
4.2 Carbon Emissions
An analysis of the carbon intensity of electricity
suppliers in various geographical regions is useful when
attempting to minimise the environmental impact of a cloud.
To illustrate this we examine the carbon emitted by a service

42

NCECT'14

Department of CSE

which has users in a number of different geographical regions
utilising the EC2 infrastructure.
The carbon intensity of an electricity supplier is
calculated using the weighted average (where the power
generated by the power plant is the weight used) of the carbon
intensity of the power plants operated by the electricity
supplier. The demand for electricity changes over the course
of a day and electricity suppliers turn power plants on and off
to react to the changes in the demand. A consequence of this
is that the carbon intensity of an electricity supplier varies
over time. It would be possible to estimate the realtime carbon
intensity by examining the weighted average of the carbon
intensity for all the power plants that are operating but some
electricity suppliers provide a realtime carbon intensity
value directly.
4.3 Cooling Cost
Cooling costs for a data centre are dependent on its design and
the local climate in addition to the load placed upon it. If a
data centre uses aisle containment [31] it can significantly
reduce the cost of cooling the data centre. Aisle containment
is the separation of the inlets and outlets of servers with a
barrier such as PVC curtains or Plexiglas [32] in order to
prevent air migration which adversely affects cooling costs. In
addition “free air cooling” can be used. This is the use of air
economizers to draw in cold air from the environment into the
data centre when the climate conditions are suitable, thereby
preventing the use of computer room air conditioner (CRAC)
chiller units and lowering the cooling costs [33]. Water
cooling [34], [35] can also be used but it is rarely used in data
centres at present. In order to examine how this cost varies
with demand we constructed two models of data centres in the
computational fluid dynamics (CFD) simulation software
Flovent [36]. These represent typical data centres which have
been examined in previous research [37], [38]. One data
centre used cold aisle containment and the other does not.
Apart from this the data centres were of similar construction.
Each data centre has dimensions 11.7m×8.5m×3.1m with a
0:6m raised floor plenum that supplies cool air through
perforated floor tiles. There are four rows of servers with
seven 40U racks in each case, resulting in a total of 1120
servers. The servers simulated were based on HewlettPackard’s Proliant DL360 G3s model, which consumes 150W
of power when idle and 285W at 100% utilization. From this
we can determine that the total power consumption of the data
centre is 168kW when idle and 319.2kW at full utilisation.

5 RESULTS
When comparing the best effort carbon scenario with the
roundrobin baseline we can see that carbon emissions for a
service can be reduced by 21%. If we examine the best effort
electricity scenario and the roundrobin baseline we can see
that the electricity cost can be reduced by 61%. There is,
however, a corresponding increase in the average service
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request time of 7ms. If we investigate the best effort time
scenario and the roundrobin baseline we can see that the
average service request time can be reduced by 47%. It is also
interesting to compare the three best effort scenarios. If we
compare the best effort time scenario and the best effort
carbon scenario we see that the latter emits 13% less carbon
but has an average service request time that is 42ms higher. If
we examine the best effort time scenario and the best effort
electricity scenario we can see that the latter costs 58% less
but has an average service request time that is 87ms higher.
These comparisons are useful for the cloud operator as it
allows them to see if the scenarios are feasible under SLAs
and whether it is more desirable to concentrate on lower
electricity costs or carbon emissions.

Fig. 2. Diagram of the simulation setup. The colour of the node indicates that
the node is part of a particular partition.

6 CONCLUSION
We have shown that a cloud can be operated in such a manner
to lower carbon emissions and operational cost. Our
simulations show that there is a corresponding penalty in
terms of average service request time if the cloud is run in
such a fashion. Our work examines the electricity cost, carbon
emissions and average service request time for a variety of
scenarios. The decision concerning how to balance the various
factors will depend on SLAs, government legislation and the
price of carbon on trading schemes. Using this information
and the specifics of the cloud the operator can run the cloud in
the most desirable fashion. The nature of the service will
determine if a cloud owner can implement this algorithm
while conforming to service level agreements.
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Abstract— Cloud computing is a general term for anything
that involves delivering hosted services over the Internet. A
Fault tolerance is a setup or configuration that prevents a
computer or network device from failing in the event of an
unexpected problem or error. In this project work, we propose
a model to analyze an optimal fault tolerant strategy to
improve the resilience of cloud applications. The cloud
applications are usually large scale and include a lot of
distributed cloud components. Building highly efficient cloud
applications is a challenging and critical research problem.
To attack this challenge a component ranking frame work,
named FTCloud is used for building fault tolerant cloud
applications. First extract the components from the cloud
application. Then, rank the critical components using the
significance value. After the component ranking phase, an
algorithm is projected to automatically conclude an optimal
fault-tolerance strategy for the significant cloud components.
Thereby, resilience of cloud application can be improved.
Keywords— Cloud application, component ranking technique, fault tolerance

1. INTRODUCTION
Cloud is a general term for anything that involves
delivering hosted services over the Internet. It is getting
popular in recent years. The software systems in the
cloud (named as cloud applications) typically involve
multiple cloud components communicating with each of
them [1]. Basically cloud applications are usually huge
and very complex. Regrettably, the reliability of the
cloud applications is still far from perfect in real life. The
requirement for highly reliable cloud applications is
becoming unprecedented strong.
Building highly
efficient clouds becomes a critical, challenging, and
urgently required research problem. The trend toward
large-scale complex cloud applications makes
developing fault-free systems by only employing
fault-prevention techniques and fault-removal techniques
exceedingly difficult. Another approach for building
efficient systems, software fault tolerance [20], makes

the system more robust by faults masking without
removing it. One of the most well known software fault
tolerance techniques is to employ functionally equivalent
yet independently designed components to tolerate faults
[5]. Due to the cost of developing and maintaining
redundant components, software fault tolerance is
usually only employed for critical systems. Different
from traditional software systems, there are a lot of
redundant resources in the cloud environment, making
software fault tolerance a possible approach for building
highly reliable cloud applications. Since cloud
applications usually involve a large number of
components, it is still too expensive to provide
alternative components for all the cloud components.
Moreover, there is probably no need to provide fault
tolerance mechanisms for the non critical components,
whose failures have limited impact on the systems. To
reduce the cost so as to develop highly reliable cloud
applications within a limited budget, a small set of
critical components needs to be identified from the cloud
applications. By tolerating faults of a small part of the
most important cloud components, the cloud application
reliability can be greatly improved. Based on this idea,
we propose FTCloud, which is a component ranking
framework for building fault tolerant cloud applications.
the optimal fault-tolerance strategies for these significant
components automatically. FTCloud can be employed by
designers of cloud applications to design more reliable
and robust cloud applications efficiently and effectively.
Contribution of this paper:
.
This paper identifies the critical problem of
locating significant components in complex cloud
applications and proposes a ranking-based framework,
named FTCloud, to build fault-tolerant cloud
applications. We first propose ranking algorithms to
identify significant components from the huge amount of
cloud components. Then, we present an optimal
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fault-tolerance strategy selection algorithm to determine
the most suitable fault-tolerance strategy for each
significant component. We consider FTCloud as the first
ranking-based framework for developing fault-tolerant
cloud
applications.
We provide extensive experiments to evaluate the
impact of significant components on the reliability of
cloud applications.
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fault-tolerance selection. The procedures of FTCloud are
as follows:
1. The system designer provides the initial
architecture design of a cloud application to FTCloud. A
component extraction can be done for the cloud
application based on the weight value.

2. RELATED WORK
Component ranking is an important research problem
in cloud computing [41], [42]. The component ranking
approaches of this paper are based on the intuition that
components which are invoked frequently by other
important components are more important. Similar
ranking approaches include Google Page rank [7] (a
ranking algorithm for web page searching) and SPARS-J
[16] (software product retrieving system for Java).
Different from the Page Rank and SPARS-J models,
component invocation frequencies as well as component
characteristics are explored in the approaches. Moreover,
the target of approach is identifying significant
components for cloud applications instead of web page
searching (Page Rank) or reusable code searching
(SPARS-J).
Cloud computing [3] is being popular. The works
have been done on cloud computing, including identifies
the critical to address fault tolerant strategy [32],
identifies the effects of failures on user’s applications,
and surveying fault tolerance solutions corresponding to
each class of failures [9], Too inadequate or too
expensive to fit their individual requirements [34], etc. In
recent years, a great number of research efforts have
been performed in the area of service component
selection and
composition [30]. Various
approaches, such as QoS-aware middle ware [38],
adaptive service
composition [2], and efficient
service selection algorithms [37], have been
proposed.
Some recent efforts also take subjective information
(e.g., provider reputations, user requirements, etc) to
enable more accurate component selection [27]. Instead
of employing non functional performance (e.g., QoS
values) or functional capabilities, the approaches rank
the cloud components considering component invocation
relationship, invocation frequencies, and component
characteristics.
.
3. SYSTEM ARCHITECTURE
Fig.1shows the system architecture of the
fault-tolerance framework (named FTCloud), which
includes two parts: 1) ranking and 2) optimal

Figure:1- System Architecture

2. Significance values of the cloud components are
calculated by employing component ranking algorithms.
Based on the significance values, the components can be
ranked.
3. The most significant components in the cloud
application are identified based on the ranking results.
4. The performance of various fault-tolerance strategy
candidates is calculated and the most suitable
fault-tolerance strategy is selected for each significant
component.
5. The component ranking results and the selected
fault-tolerance strategies for the significant components
are returned to the system designer for building a reliable
cloud application.
4. PROPOSED WORK
4.1. SIGNIFICANT COMPONENT RANKING:
The target of significant component ranking
algorithm is to measure the importance of cloud
components based on available information (e.g.,
application
structure,
component
invocation
relationships, component characteristics, etc.).The
significant component ranking includes three steps (i.e.,
component Extraction, component ranking, and
significant component determination)
4.1.2. Component Extraction:
A cloud application can be modeled as a weighted,
where a node c represents a component and a directed
i

edge e from node c to node c represents a component
ij

i

j
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invocation relationship, i.e., c

invokes c . Each node c

i

j

i

has a nonnegative significance value V(c ), which is in
i
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frequencies. The procedure of
FTCloud-based
component ranking algorithm is shown in the following
steps:

the range of (0,1). Each edge e has a nonnegative weight
ij

value W(e ), which is in the range of [0,1]. The weight
ij

value of an edge e can be calculated by
ij

W(e ) = frq / ∑nj=1 frq
ij

ij

i

(1)

ij

1. Randomly assign initial numerical scores between 0
and 1 to the components
2. Compute the significance value for a component c
by:

Where frq is the invocation frequency of component c
ij

j

V(c ) =
i

+d∑kϵN(c )V(c )W(e )
i

k

(3)

ki

by component c , n is the number of components, and
i

frq = 0 if component c does not invoke c . In this way,

Where n is the number of components and N(c ) is a set

the edge e has a larger weight value if component c

of components that invoke component c . The parameter

ij

i

j

i

j

is invoked more frequently by component c compared
i

with other components invoked by c . For a component
i

extraction, C which contains n components, an n * n
transition probability matrix W can be obtained by
employing (1) to calculate the invocation weight values
of the edges. Each entry w
in the matrix is the
ij

value of W(e ). w = 0 if there is no edge from c to c ,
ij

ij

i

j

which means that c does not invoke c . If a component
i

i

i

d (0≤d≤1) in (3) is employed to adjust the significance
values derived from other components, so that the
significance value of c is composed of the basic value of
i

) and the derived values from the
itself (i.e.,
components that invoked c . By (3), a component c has
i

i

larger significance value indicating that component c

i

invoked by a lot of other significant components
frequently.

j

does not invoke itself, w = 0. Otherwise, the value of w
ii

ii

can be calculated by (1). In the case that a node c

i

has

no outgoing edge, w = 1\ n. For i, a single component of
ij

an application, C can be obtained by weight of an edge,
W (e )
ij

∑nj=1 W(e )
ij

(2)

4.1.3. Component Ranking:
Based on the component extraction, a component
ranking algorithms, named as FTCloud is proposed in
this section. It employs the system structure information
(i.e., the component invocation relationships and
frequencies) for making component ranking and also
considers the component characteristics (i.e., critical
components or noncritical components) for making
component ranking.Figure: 2 shows the critical and non
crical components based on significance value.

4.1.4. FTCloud-Based Component Ranking:
In a cloud application, some of the components are
considered to be more important which are frequently
invoked by a lot of other components. Since their failures
will have greater impact on the whole system. Probably,
the significant components in a cloud application are the
ones which have many invocation links coming in from
the other important components. Inspired by the
PageRank algorithm [7], we propose an algorithm to
calculate the significance values of the cloud components
applying the component invocation relationships and

Figure:2- Significant Component Identification

4.1.5. Significant Component Determination
The components of cloud application can be ranked
based on obtained significance value and the top k (1 ≤k
≤n) most significant components can be returned to the
cloud application’s designer. After that significant
components can be obtained by the designer of cloud
application at a time of architecture design and can
employ various techniques to improve the resilience of
the cloud application.
4.2. FAULT-TOLERANCE STRATEGY SELECTION
4.2.1 Fault-Tolerance Strategies
Software fault tolerance is widely adopted to
increase the overall system reliability in cloud
applications.
Applying
functionally
equivalent
components to tolerate component failures, thereby
resilience can be improved. There are three most common
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fault-tolerance methods with formulas to find out the
failure probabilities of the each fault-tolerant method. The
failure probability should be within the range of [0,1].
4.2.2. Recovery block(RB).
Execute a component, if fails through acceptance
test, then try a next alternate component. Order the
different component according to reliability. Checkpoints
needed to provide valid operational state for subsequent
versions (hence, discard all updates made by a
component). Acceptance test needs to be faster and
simpler than actual code. A recovery block fails only if all
the redundant components fail.
The failure probability f of a recovery block :
f = ∏ni=1 fi
(4)
Where n is the number of alternate components and fi is
the failure probability of the ith component.
4.2.3. N-version programming (NVP).
N-version programming, also known as multi
version programming, all versions designed to satisfy
same basic requirement. Decision of output comparison
based on voting. Different teams build different versions
to avoid correlated failures. When applying the NVP
approach to the cloud application’s component,
implement the equivalent function of cloud components
should be alone and involved in parallel and then final
result is determined by majority voting. It will fail only if
more than half of the redundant components stop
working. The failure probability fi of an NVP module can
be computed.
f = ∑ni=(n+1)/2 Fi
(5)
Where n is the number of equivalent components (n is
usually an odd number in NVP)
4.2.4. Parallel.
Parallel strategy invokes all the n functional equivalent components in parallel and the first returned
response will be employed as the final decision. It fails
only if all the alternate components stop working. The
failure probability f of a parallel module can be computed
by
f = ∏ni=1 fi
(6)
Where n is the number of alternate components and
fi is the failure probability of the ith component.
Different features of fault tolerance strategies, the
response time of RB and NVP strategies is not good
compared with Parallel strategy in performance wise,
while Parallel strategy employs the first returned response
as the final decision. The required resources of RB are
much lower than those of NVP and Parallel since parallel
component invocations consume a lot of networking and
computing resources. RB, NVP, and Parallel strategies
can tolerate crash faults. NVP can also mask value faults
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(e.g., data corruption), the final results in NVP can be
determined through majority voting.
4.2.5. Optimal FT Strategy Selection
The fault-tolerance strategies have a number of
variations based on different setups. Fault tolerance
method variations are applied for each and every single
significant component in a cloud application and the
optimal one need to be identified. For each significant
component that requires a fault tolerance strategy, the
designer can specify constraints (e.g., response time of the
component has to be smaller than 1,000 milliseconds,
etc.).Response time and cost are the two user constraints
should be noted. The optimal fault-tolerance method
selection problem for a cloud component with user
constraints can then be formulated mathematically. First,
the candidates which cannot meet the user constraints are
not include. Then the fault-tolerance candidate with the
best failure probability performance will be selected as
the optimal strategy for component i. By the above
approach, the optimal fault-tolerance method, gives the
best failure probability performance and fulfill all the user
constraints.
To identify optimal FT Strategy Selection:
Input: si, ti, and fi values of candidates; user constraints
u1, u2;
Output: Optimal candidate index p
m: number of candidates;
for (i =1; i ≤ m; i++) do
if (si≤ u1&&ti ≤u2) then
vi = fi;
end
end
if none of the candidate meet user constraints after that
Throw exception;
end
Select vx which has minimal value from all the vi;
P= x;
Algorithm1. Optimal FT Strategy Selection

The above algorithm identifies optimal FT strategy
selection for each of significant component. Based on
result the designer have to apply the identified FT
strategy, thus resilience of the cloud application can be
improved.
5. EXPERIMENTS
5.1. Experimental Setup
The significant component ranking algorithms are
implemented by java language using cloudsim tool based
on hundred nodes. To find out the performance of
reliability increment, we compare four approaches, which
are as follows:
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No FT: No fault-tolerance strategies are employed
for the components in the cloud application.
Random FT. Fault-tolerance strategies are employed
to mask faults of K percent components, those
components are randomly selected.
FTCloud: Fault-tolerance strategies are employed to
mask faults of the Top-K percent important components
(using significance value). The components are ranked
based on the structural information of the cloud
application.
AllFT: Fault-tolerance strategies are employed for
all the cloud components.
6. Component Failure Probability Impact
To learn the impact of the system resilience on cloud
application, we compare RandomFT and FTCloud under
probability set from 0.1 to 1 percent with a step value of
0.1 percent. Thousands node are taken for this execution.
Implementation result shows cloud application failure
probabilities Fig. 3.
Fig. 3 explains
FTCloud outperform RandomFT in all the application
running time settings from 1 percent constantly as shown
in Fig. 3
. The system resilience probabilities of the two
methods become larger, when application runs. To build
highly reliable cloud applications, then a larger number of
significant components are needed.
. The application failure probability of FTCloud
approach decreases much faster than that of RandomFT,
representing that have a more efficient use of the
redundant components than RandomFT, by the increase
the selection of more significant components.
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of these components, how often the current component is
called by other components, and the component quality.
After determine the significant components, we
suggest an optimal fault-tolerance strategy selection
algorithm to afford optimal fault-tolerance strategies to
the significant components automatically, based on the
user limits. The implementation results display the
FTCloud approaches.
The current FTCloud framework can be engaged to
bear crash and significance faults. In the future, we will
examine more types of faults, such as Byzantine faults.
Various types of fault-tolerance mechanisms can be extra
into FTCloud framework effortlessly without Basic
changes. We will also examine additional component
ranking algorithms and add them to the FTCloud
framework. Moreover, we will expand and practical
FTCloud framework to other component-based systems.
In this paper, we only learn the most delegate type
of software component extraction, i.e., weight value of
an edge. as different applications may have dissimilar
system structures, we will examine more types of
component models in future work.
The future work also includes






Allow more factors (such as invocation delay, output,
etc.) when computing the weights of invocations
links;
Examining the component consistency itself
moreover the invocation structures and invocation
frequencies;
More investigational testing on real-world cloud
applications.
more examination on the component malfunction
correlations; and
More new studies on collision of incorrectness of
prior wisdom on the invocation frequencies and
essential components.
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Abstract— Cloud computing is the notion of outsourcing on-

site available services and data storage to an off-site. Data
stored in cloud contains personal information and that
could be used by unauthorized person. This is due to the
cached copy available at the cloud service provider cache
memory. Self destruction method protects data’s privacy
by sanitizing the data after its usage. Both the confidential
data and its copies are destroyed and unreadable after
certain user’s specified time. Key used for encryption and
decryption also gets vanished. In this paper, active storage
framework provides virtualization environment to run
client’s application and data is treated as objects to
increase the throughput and decrease the latency.
Index Terms— confidential data privacy, object based
activestorage, self-destructing data, Vanishing data.

I. INTRODUCTION
Cloud computing is mainly used to solve the storage
and maintenance problem. Cloud storage offers online
storage and accesses it from anywhere and at any time.
Few of the services in cloud render by service providers.
In private cloud they have their own storage area. File
lost problem is solved by the file backup process in peer
to peer system. In the distributed system archived,
cached, copies of the file is available at many peers. Any
of the peers can act as a server to the service providers.
So the copies are available forever after downloaded the
required confidential file. The copies resides in the peer
are in readable form. Here, limited the excessive amount
or replication is required. Users are unaware of those
copies available at the cache memory of the service
providers. They cannot have control over the data. Such
copies of the file are maintained by the service provider
against accidental, legal and malicious attacks. In P2P
system secret key is stored with distributed hash table
(DHT). In distributed hash table it must be ensure that
key actually stores the data associated with the key in
each node. Routing attacks, storage and retrieval attacks

violates data privacy in DHT. Sybil attacks create the
fake entities and gains reputation from the honest
entities.
For sharing the files and protecting privacy the concept
called vanish is introduced. Vanish encapsulates the file
with the pre-defined timeout. It is resistant to the attacks
in viseDHT which is a centralized system. This is
achieved by encrypting data with the random symmetric
key and the key is not revealed to the user. Key is broken
into multiple pieces and sprinkled across random nodes;
distribute the key across the randomly chosen node in
peer-to-peer system and finally the needed information
for key retrieval is gathered to retrieve the key pieces
with the encrypted data. Vanish system prevents the key
pieces to be retrieved after the specified timeout.
The proposed concept in this paper is self-destructing
data. There is an extensible framework for integrating
multiple key-storage mechanism into a single selfdestructing data system. It has the different key storage
approaches to provide security against the attacks. In
self-destructing data system all copies of the data
permanently unreadable at the user specified time. Goals
for self-destructing data are an attacker retroactively
obtains a copy of the data and any relevant cryptographic
keys from before the timeout there is no use because the
specific data and its key are destroyed automatically,
without the use of any explicit delete action by any
parties involved the data disappear by its own, without
need to modify any of the copies of the data, without the
use of secure hardware and without relying on new and
trusted external services, it provides the receiver with the
minimum knowledge needed to consume the data. Our
prototype attempts to meet these goals through the use of
various cryptographic techniques. To increase the
processor performance and to reduce the cost, object
based storage system is needed. Object storage disk
provides interaction between the operating system and
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the storage system in the abstraction level. It separates
the data and metadata to increase the throughput. It
performs computation in parallel using distributed
storage nodes. In active storage portion of the
application is run directly on the hard disk. It reduces the
data traffic and increases the processing speed.

I. RELATED WORK
In this section, we discuss related works on selfdestruction of data and object based active storage. DHT
[1] implements the services of the remote hash table and
provides internal coordination among the nodes in peerto-peer network. Some of the properties are scalable,
distributed, decentralized and self-managing. Adenoma a
privacy preserving method for mobile devices and
vanish a method for creating self-destructing data. DHT
[7] is exposed to attacks such as byzantine attacks, node
crawling attacks and information harvesting attacks.
Active Storage unit increase the process capability,
reduces the data movement while searching and possible
to read, write and execute the data directly on active
storage. It improves host processing performance. It
offers local control over the data. It checks the
availability of resources and maintains the load.
Computational process depends on hardware capabilities
and load condition in active storage. The disadvantages
are; large scale storage system aggregates many disks
[2]. It has the problem of bandwidth limitation.
Object based active storage framework is built upon
iSCSI OSD standards. Many data-intensive applications
have small CPU and memory requirements and are
attractive for execution across Active Disks.
Implementing this in the form of objects allows for
better portability, reusability of components,
extensibility and other such advantages of object
oriented programming. Object-based Storage devices
have the capability of managing their storage capacity
and shows file-like storage ”objects” to their hosts.
These objects behave exactly like files. They can be
created and destroyed and can grow and shrink their
size during their lifetimes. The idea of moving the
portion of application and make it to run directly on the
disk. It has to be done to reduce data traffic. The client
side of our application was designed to have APIs for
multiple operations on an object that can exploit the
parallelism offered by such a framework. The problem
here is framework which does not supports any kind of
objects. Currently the application supports only the list
objects. User objects are placed in partitions that are
represented by partition objects [3]. The average sort
time is the average time required on each target node to
do the read from disk and then sort. Storage
administration costs will be higher than the cost of the
storage systems themselves.
Vanish a system for creating messages that
automatically destroy data after a period of time. It
encrypts the message using the random key. Key shares
are stored at the public distributed hash table. The hash
table contains name, value pair. DHT deletes data and
its key shares. Data is permanently available in
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the data is destroyed automatically. Length of the key
shares depends on the key length [4]. The problem in
the existing system is deployed vanish implementation
is insecure. Here is a possibility of Sybil attacks. Attack
occurs in the distributed hash table. Attacker able to
hack the key before it ages out. In Sybil attacks the
attacker pretends like user. Sybil attack is more
expensive. In public DHT any peers act as a server.
User trusted that vanish deletes data. So they are not
deleting the sensitive data periodically [5]. Deployment
of vanish does not provide the assured automatic
deletion. Attacker cannot able to understand the user’s
traffic towards the DHT. Vuze nodes replicate nearby
20 nodes. The solution to the above mentioned
problems are using Shamir secret key it breaks the key
into many n shares. If we recover the n-1 part of the
key then only we can recover the data. It stores the key
in the random indices. It avoids hacker to hack the
entire part of the data. Vanishing data object retrieves
the original plain text before expiration. Itthe private
data. Third party is used to prevent the threat. Attacker
cannot able to read more than the small fraction of the
data.
MVSS is a storage system for active storage
framework. MVSS offers a single framework for
supporting various services at the device level. It
provides a flexible interface for associating services to
the file through multiple views of the file. Views in
MVSS are generated dynamically and not stored in the
physical storage. MVSS represents each view of an
underlying file through the separate entry in the file
system namespace. [6] MVSS separates the deployment
of services from file system implementation and thus
allows services to be migrated to the storage devices.
Improve the storage devices performance, functions
and characteristics by migrating services to disks.
Direct network attachment is suggested to enable data
transfer from device directly to the client rather than the
server. The main advantage of disk storage is
parallelism among disks and more aggregate CPU
power at the disk than at the server. Active disks have
the ability to reduce the bandwidth demands. The most
difficult problem to implement the active storage is the
migration problem. File system access data by block
level. The solution to the above mentioned problem is
different host level interfaces to accommodate high
level services. It supports the heterogeneous platform,
reusing of the existing file system and the operating
system technology. It allows the application to access
the new services transparently. It minimizes the
changes to the operating system. MVSS supports the
virtual file. Virtual file is the combination and its
associated services. Each virtual file is stored in
different virtual disk. Virtual disk facilitates the
namespace distinctions of different views of the file,
provides the solution for the caching problem.
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II. SECURED KEY STORAGE AND
AUTOMATIC
DELETION
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system and not controllable for the user. In distributed
object-based storage system self destructing data
function is used. Extensive experiments show that the
proposed Self-destructing data system does not affect the
normal use of storage system. The requirements of selfdestructing data under a survival time by user
controllable key.
C. Time parameter for secret key
A service method needs a long time to process a
complicated task. A service method in the user space can
take advantage of performance of the system. All the
data and their copies become destructed or unreadable
after a user-specified time. A self-destruct method object
is associated with each secret key part and survival time
parameter for each secret key part. A system creates
messages that automatically self- destruct after a period
of time. The user’s applications should implement logic
of data process and act as a client node. Once it meets
the time constraints the data is deleted

.III. DESIGN

Fig. 1. Data
Expiration process
the cloud because in the private cloud service providers
offers few services which are needed by the users. The
file is divided and stores each portion of the file in
different virtual machine. Virtual machine acts as an
active storage and randomly generated key for each
partition. The key and file portion is associated with the
corresponding up loader using the overlay network. Now
the encrypted file is stored in the virtual machine. There
is no storage in the agent. So it is not necessary to trust
the third party. It just verifies the authorized access by
the user or not. At the time of downloading the file
verification procedure is done by the agent and
guarantees the user to access the service. Otherwise
service is denied. Along with the key the survival
parameter of the key is defined. It provides the lifespan
for the file. Until the key is alive user downloads the file.
It facilitates the file to be more confidential. Procedure to
upload the file is first to create the account and obtain
the unique identity from the service provider. There is no
need to convert the format of the file in cloud storage.
A. Active storage framework
In active storage framework object based interface to
store and manage the equally divided key. Evaluation of
self-destructing data based on its functionality and
security policies. The result demonstrates that self
destructing data meets all the privacy preserving goals.
Object based interface achieves coordination between
application server and storage devices.
B. Self data manipulation
There is no need of explicit delete actions by the user,
or any other third- party storing that data. No need to
modify any of the stored or archived copies of that data.
The time of key attainment is determined by DHT

In object based storage when client application request
metadata for one file from the metadata server it
provides themapping functions and it is cached for
future reference. It improves the throughput and reduces
its latency. Mapping
function consists of data associated to the particular file.
reconstructs the key but the downloader cannot able to
reconstruct the key. So the decryption is performed by
the storage system. Next the file expiration condition
verification begins.
Object based storage designed to achieve cost effective
scalable bandwidth. Objects are stored on disk location.
Metadata server performs prefetching so that the related
objects are available in the cache memory. In metadata
server client application gets permission to perform any
operation. MAC is used to avoid replay attack. The
response from the metadata is in the form of array. It
reduces the prefetching overhead. File length is updated
to the metadata server and hence it reflects the existing
object based storage.
OSD represents files as the set of objects and
distributed across various storage devices. Common
object size is the size of the stripe unit size of the system.
Object based file system improves the disk utilization. It
works well on workloads of both small and large
workloads. OSD provides object level interface to the
files. Any client application can directly contact the OSD
retrieve the objects regarding the related files. Providing
direct data transfer between the storage device and client
improves bandwidth. High level of security is achieved
by certain cryptographic techniques and using security
mechanism. Client interface manages the file system
cache memory. File is divided into fixed size objects and
in distributed manner. The asynchronous write operation
in object based storage is cached. File lost problem due
to power failure and hardware failure can be avoided by
the cached copies. Object identifier used to retrieve
object from disk.
In the disk location OBFS determines which in type of
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blocks are used or else small block size is used. It
updates data structure asynchronously for better
performance. From the user object active storage object
is derived and time to live parameter is defined. This
parameter checks the policy associated to the object and
meets the constraints defined to those policy. The
implementation of the data process includes two
processes such as file uploading and downloading.
A. File upload
At the time user uploads the file they happen to store
the file and key to encrypt in the object based storage
system. Intermediate verifies the authentication of the
user in the private cloud. To increase the privacy
activation is banned for two user upload the file with
same details. The input given by the user is the file, file
size, time to live for the secret key and the number of
parts the file to be divided. As specified by the user the
virtual machine is created for each file partition. Same
configuration of the virtual machine is created at each
and every node. File is divided and stored in each virtual
machine. Now the secret key is generated by the virtual
machine. In the storage node Shamir secret sharing
algorithm provides this splitting process.
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based storage system.

VI. FUTURE WORK
Data and its associated key are destroyed after the
expiration time of the key. Data such as file is treated as
objects. When a single object is destroyed then any
object referenced to that particular object gets free. Thus
the reference count decreases. Instead of destroying an
object as soon as its reference count falls to zero, it is
added to the unreferenced list objects and periodically
destroyed from the list.
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Abstract— The current face recognition techniques
is how to handle pose variations between the probe
and gallery face images., we present a method for
reconstructing the virtual frontal view from a given
nonfrontal face image using Markov random ﬁelds
(MRFs) and an efﬁcient variant of the belief
propagation algorithm.. The alignments are
performed efﬁciently in the Fourier domain using an
extension of the Lucas–Kanade algorithm that can
handle illumination variations. The problem of
ﬁnding the optimal warps is then formulated as a
discrete labelling problem using an MRF. The
reconstructed frontal face image can then be used
with any face recognition technique. The two main
advantages of our method are that it does not require
manually selected facial landmarks or head pose
estimation. In order to improve the performance of
our pose normalization method in face recognition,
we present an algorithm for classifying whether a
given face image is at a frontal or nonfrontal pose.
Experimental results on different datasets are
presented to demonstrate the effectiveness of the
proposed approach.
Index Terms—Belief propagation, frontal face
synthesizing, Markov random ﬁelds, pose-invariant
face recognition.
I. INTRODUCTION:
Face recognition has been one of the most
active research topics in computer vision and pattern
recognition for more than two decades. The
applications of face recognition can be found in 3D
model vertices in order to synthesize the frontal view.
The main drawback of this method is the dependence
on the ﬁtting of landmarks using the Active
Appearance Model (AAM) On the other hand, 2D
techniques do not require the 3D prior information
for performing pose-invariant face recognition. The

AAM algorithm proposed by Cootes et al.ﬁts a
statistical appearance model to the input image by
learning the relationship between perturbations in the
model parameters and the induced image errors. The
main disadvantage of this approach is that each
training image requires a large number of manually
annotated landmarks. Gross et al. Proposed the
Eigen light-ﬁeld (ELF) method that uniﬁes all
possible appearances of faces in different poses
within a 4D space (two viewing directions and two
pixel positions). However, this method discards
shape variations due to different identity as it requires
a restricted alignment of the image to the
Light ﬁeld space. Use an afﬁne mapping and pose
information to generate the observation space from
the identity space. In the approach proposed by
Castillo and Jacobs [12], the cost of stereo matching
was used in face recognition across pose without
performing 3D reconstruction. Sarfraz and Hellwich
try to solve the problem by modeling the joint
appearance of gallery and probe images across pose
in a Bayesian framework. Patch-based approaches for
face recognition under varying poses have received
signiﬁcant attention from the research community.
These methods were motivated by the fact that a 3D
face is composed of many planar local surfaces and
thus, an out-of-plane rotation, although nonlinear
under 2D imaging projection, can be approximated
by linear transformations of 2D image patches. As a
result, modeling a face as a collection of sub
regions/patches is more robust to pose variations than
the holistic appearance. In the method proposed by
Kanade and Yamada, each patch has a utility score
based on pixel differences, and the recognition is
performed using a Gaussian probabilistic model and a
Bayesian classiﬁer. Ashraf et al. Extended this
approach by learning the patch correspondences
based on 2D afﬁne transforms. The problem with

56

NCECT'14

Department of CSE

these approaches is that the transformations are
optimized locally without taking into account the
global consistency of the patches. In linear
regressions are performed on local patches in order to
telecommunication, law enforcement, biometrics and
surveillance. Although there have been some early
successes in automatic face recognition, it is still far
from being completely solved, especially in
uncontrolled environments. In fact, the performance
of most of current face recognition systems drops
signiﬁcantly when there are variations in pose,
illumination and expression
Existing methods for face recognition across pose
can be roughly divided into two broad categories:
techniques that rely on 3D models, and 2D
techniques. In the ﬁrst type of approaches, the
morphable model proposed by Blanz and Vetter ﬁts a
3D model to an input face using the prior knowledge
of human faces and image-based reconstruction
DRAWS BACKS OF ALGORTHIM.
The main drawback of this algorithm is that
it requires many manually selected landmarks for
initialization. Furthermore, the optimization process
is computationally expensive and often converges to
local minima due to a large number of parameters
that need to be determined. Another recently proposed method by Biswas and Chellappa estimates the
facial albedo and pose at the same time using a
stochastic ﬁltering framework and performs
recognition on the reconstructed frontal faces
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a priori. Arashloo and Kittler present a method for
estimating the deformation parameters of local
patches using Markov Random Fields (MRFs). The
disadvantage of this approach is that it depends on
estimating the global geometric transformation
between the template and the target images. Although
designed speciﬁcally for handling expression
variations in face recognition, another related work is
the method proposed by Liao and Chung which
formulates the face recognition problem as a
deformable image registration problem using MRFs.
However, this approach also depends on the
extraction of salient regions from the face images. In
this paper, a patch-based method for synthesizing the
virtual frontal view from a given nonfrontal face
image using MRFs and an efﬁcient variant of the BP
algorithm is proposed. By aligning each patch in the
input image with images from a training database of
frontal faces, a set of possible warps is obtained for
that patch. The alignments are then carried out
efﬁciently using an illumination invariant extension
of the Lucas–Kanade (LK) algorithm in the
frequency domain. The objective of the algorithm is
to ﬁnd the globally optimal set of local warps that can
be used to predict the image patches at the frontal
view.

DISADVANTAGES OF ALGORTHIM:
The disadvantage of this approach lies in
the use of an iterative algorithm for updating the
albedo and pose estimates leading to accumulation of
errors from step to step. Given a nonfrontal face
image, the 3D pose normalization algorithm proposed
by Asthana et al.
Uses the pose- dependent
correspondences between 2D landmark points and
Synthesize the virtual frontal view. Another approach
proposed by measures the similarities of local patches
by correlations in a subspace constructed by
Canonical Correlation Analysis (CCA). However, the
common drawback of these two algorithms is that the
head pose of the input face image needs to be known

GOALS OF MRF: This goal is achieved by
considering the problem as a discrete labelling
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problem using an MRF. In our approach, the cost
functions of the MRF are not just the simple sum of
squared differences (SSD) between patches but are
modiﬁed to reduce the effect of illumination
variations. The optimal labels are obtained using a
variant of the BP algorithm
With message scheduling and dynamic label pruning
the two main advantages of our approach over other
state-of- the-art algorithms are that: it does not
require manually selected landmarks, and no global
geometric transformation is needed. Furthermore, we
also present a method that is able to classify whether
an input face image is frontal or nonfrontal. This
method extracts dense SIFT descriptors from the
input face image and performs classiﬁcation using the
Support Vector Machine (SVM) algorithm. It is used
to improve the performance of our pose
normalization technique in face recognition.
Experimental results on the FERET CMU-PIE and
Multi-PIE databases are presented to demonstrate the
effectiveness of the proposed algorithm. The
remainder of this paper is organized as follows.
Section II describes the illumination-insensitive
alignment method based on the LK algorithm. The
reconstruction of the virtual frontal view using MRFs
and BP is discussed in Section III. The frontal-view
classiﬁcation algorithm is presented in Section IV.
Next, in Section V, we show the experimental results
in both frontal face reconstruction and pose-invariant
face recognition. Section VI concludes this paper.
ADVANTAGES IN LK ALGORTHIM:. The main
advantage of the weighted LK algorithm over the
original method is that illumination variations can be
handled by encoding the prior knowledge of the
correlation and salience of image pixels into Q. As a
result, choosing an appropriate weighting matrix Q is
an important problem with the weighted LK
algorithm.
FRONTAL-VIEW CLASSIFICATION:
In order to avoid degrading performance when
applying the proposed pose compensation technique
to face recognition, it is important to be able to
automatically decide if the input face image is frontal
or nonfrontal. In our approach, the frontal-view
classiﬁcation is performed using the Support Vector
Machine (SVM) algorithm First, dense Scale
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Invariant Feature Transform (SIFT) descriptors are
extracted from image grid points in order to obtain a
representation that is robust to noise and illumination
variations. The dimension of the concatenated
descriptor vector is reduced for efﬁcient processing
by using Random Projection (RP). Finally, an SVM
is employed to decide whether the face image is at
the frontal pose or not. More details about SVM can
be found in
A. Dense SIFT Descriptors One of the most popular
methods for extracting key points from an image is
the SIFT algorithm proposed by Lowe [22]. In this
algorithm, a local descriptor is created at each
detected key point by forming a histogram of
gradient orientations and magnitudes of image pixels
in a small window. The size of the local window is
usually chosen at 16 × 16. It is then divided into
sixteen 4×4 sub-windows. Gradient orientations and
magnitudes are estimated within each sub-window
and put into an 8 bin histogram. The histograms of
the sub-windows are concatenated to create a 128dimensional feature vector (descriptor) of the
keypoint.
In order to form a dense description of the input face
image, local SIFT descriptors are extracted at regular
image grid points, rather than only at keypoints, in
the proposed approach. The advantage of this
representation is that it does not depend on the
matching of keypoints, which is often challenging
when signiﬁcant pose and illumination variations are
present between the input images. This dense
representation was also employed successfully for
image alignment, gender classiﬁcation and head-pose
estimation in and respectively. Figure 2 shows the
input face images at different poses and their
corresponding dense SIFT descriptors. In the second
row of the ﬁgure, the ﬁrst three principal components
of each descriptor are mapped onto the principal
components of the RGB color space in order to
visualize purpose. Similar to the ﬁrst component is
mapped into R + G + B, the second and third
components are mapped into R − G and R/2 + G/2 −
B, respectively.
B. Dimension Reduction Using Random Projection
(RP) as the dimension of the concatenated feature
vector for the whole input face image is signiﬁcantly
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large, techniques such as Principal Component
Analysis (PCA) can be used to project the
concatenated feature vector into a lower- dimensional
subspace. However, due to the large dimension of the
feature space, the eigenvalue decomposition of the
data covariance matrix will be very computationally
expensive. A more efﬁcient way to reduce the
dimension of the feature vectors is by projecting
them onto a random lower-dimensional subspace.
The main idea of random projection comes from the
Johnson–Linden Strauss (JL) lemma.

EXPERIMENTAL RESULTS:
A. Frontal-View Classiﬁcation Using Dense SIFT
Descriptors The proposed frontal-view classiﬁcation
algorithm was trained using an SVM on 2D images
generated from the 3D faces in the USF 3D database.
By rotating the 3D models and projecting them into
the image plane, we can synthesize the 2D face
images at different viewing angles. Face images with
less than ±5° in both the yaw and pitch angles are
labelled as frontal. Shows the 2D face images of a
person in the database generated at different poses
and the visualization of their corresponding dense
SIFT descriptors. As the USF 3D database contains
the geometry as well as the texture information of the
3D faces, the face images at different illumination
conditions can also be generated from the surface
normal and albedo using the Lambert’s Cosine Law.
This is necessary in order for the method to handle
possible illumination variations in the test images.
We tested the proposed frontal-view classiﬁcation
algorithm on four different databases including the
USF 3D
Database FERET CMU-PIE and Multi-PIE. For the
USF 3D database, the synthesized face images were
divided into ﬁve subsets. Four of them were used for
training and the remaining subset was used for
testing. It takes less than 4 seconds to perform the
frontal-view classiﬁcation for an input face image of
size 130×150 on an Intel Xeon 2.13 GHz desktop.
Pose Invariant Face Recognition As presented in
above sections, it is more computationally efﬁcient to
classify whether a face image is frontal than to
synthesize its frontal view (four seconds compared to
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two minutes). Thus, the frontal-view classiﬁer is an
important component of the proposed pose-invariant
face recognition system. Before performing the
recognition, the probe image was fed to the frontalview classiﬁer. If the image was classiﬁed as
nonfrontal, it was transformed to the frontal view
using the proposed algorithm. As a result, it is
possible to perform recognition by combining our
algorithm and any frontal face recognition technique.
As we do not require the reference set to include an
example of the person in the test image, the same two
hundred ba frontal images from the FERET database
were used as the training set for synthesizing frontal
views in all the three face recognition experiments.
As in [8], if the face and both eyes cannot be detected
using the cascade classiﬁers, a Failure to Acquire
(FTA) has occurred. In this case, the frontal
reconstruction is not carried out and the test image is
not counted as a recognition error. The FTA rate is
reported for each dataset in the recognition
experiments below.
In our experiments, the Local Gabor Binary Pattern
(LGBP) was selected as the face recognizer due to its
effectiveness. In this method, a feature vector is
formed by concatenating the histograms of all the
local Gabor magnitude
Pattern maps over an input image. The histogram
intersection is used as the similarity measurement in
order to compare two feature vectors. More details
about the application of the LGBP algorithm for face
recognition can be found in
CONCLUSION In this paper, we presented a method
for synthesizing the virtual frontal view from a
nonfrontal face image. By dividing the input image
into overlapping patches, a globally optimal set of
local warps can be estimated to transform the patches
to the frontal view. Each patch is aligned with images
from a training database of frontal faces in order to
obtain a set of possible warps for that node. It is
worth noting that we do not require the training
database to include the frontal images of the person
in the test image. By using an extension of the LK
algorithm that accounts for substantial illumination
variations, the alignment parameters are calculated
efﬁciently in the Fourier domain. The set of optimal
warps is obtained by formulating the optimization
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problem as a discrete labelling algorithm using a
discrete MRF and an efﬁcient variant of the BP
algorithm. The energy function of the MRF is also
designed to handle illumination variations between
different image patches. Furthermore, based on the
sparsity of local SIFT descriptors, an efﬁcient
algorithm was also designed to classify whether the
pose of the input face image is frontal or nonfrontal.
Experimental results using the FERET, CMU PIE,
and Multi-PIE databases show the effectiveness of
the proposed approach. In the future, we plan to
investigate the possibility of synthesizing the probe
image not only to the frontal pose, but also to other
viewing angles. This will help the algorithm become
more robust to large poses in the input images. A
pyramidal implementation of the LK alignment
algorithm can also be incorporated into the proposed
approach in order to reduce the effect of patch size on
the results [52].
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Abstract- The main objective of this project is to provide encryption
for privacy preservation. The users has large volume of intermediate
datasets and by encrypting all intermediate datasets will lead to high
overhead and low efficiency, when they are frequently accessed or
processed of encryption and decryption. The users, before
outsourcing, will first build an encrypted intermediate datasets, and
then outsource the encrypted collection to the cloud server. So the
users outsources the encrypted form only for selected intermediate
datasets to the cloud server. To get back the encrypted intermediate
datasets, user acquires a corresponding key. For user privacy logging
plays a very important role in the proper operation of an
organization’s information processing system. However, maintaining
logs securely over long periods of time is difficult and expensive in
terms of the resources needed. So we proposed a complete system to
securely outsource log records to a cloud provider by a new cloud
computing paradigm, Data protection Privacy service (DPPS) is a
suite of security primitives offered by a cloud platform, which
enforces data security and offers evidence of privacy to data owners.
Index Terms— cloud computing, intermediate datasets, privacy
preservation.

I. INTRODUCTION
Cloud Computing as a computing model, not a technology.
In this model “customers” plug into the “cloud” to access IT
resources which are priced and provided “on-demand”.
Essentially, IT resources are rented and shared among multiple
tenants much as office space, apartments, or storage spaces are
used by tenants. Delivered over an Internet connection, the
“cloud” replaces the company data center or server providing
the same service. Thus, Cloud Computing is simply IT services
sold and delivered overthe Internet.Cloud Computing vendors
combine virtualization (one computer hosting several “virtual”
servers), automated provisioning (servers have software
installed automatically), and Internet connectivity technologies
to provide the service. These are not new technologies but a
new name applied to a collection of older (albeit updated)
technologies that are packaged, sold and delivered in a new
way. A key point to remember is that, at the most basic level,
your data resides on someone else’s server(s). This means that
most concerns (and there are potentially hundreds) really come
down to trust and control issues.
There are different types of cloud computing and are given as
follows,
SaaS (Software As A Service):Is the most widely known and
widely used form of cloud computing. It provides all the functions
of a sophisticated traditional application to many customers and
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often thousands of users, but through a Web browser, not a
“locally-installed” application. Little or no code is running on the
Users local computer and the applications are usually tailored to
fulfill specific functions.
SaaS eliminates customer worries about application servers,
storage, application development and related, common concerns
of IT. Highest-profile examples are Salesforce.com, Google's
Gmail and Apps, instant messaging from AOL, Yahoo and
Google, and VoIP from Vonage and Skype.
PaaS (Platform as a Service) :Delivers virtualized servers on
which customers can run existing applications or develop new
ones without having to worry about maintaining the operating
systems, server hardware, load balancing or computing capacity.
These vendors provide APIs or development platforms to create
and run applications in the cloud – e.g. using the Internet.
Managed Service providers with application services provided
to IT departments to monitor systems and downstream
applications such as virus scanning for e-mail are frequently
included in this category. Well known providers would include
Microsoft's Azure, Salesforce's Force.com, Google Maps, ADP
Payroll processing, and US Postal Service offerings.
IaaS (Infrastructure as a Service):Delivers utility
computing capability, typically as raw virtual servers, on demand
that customers configure and manage. Here Cloud Computing
named as Randomized Efficient Distributed (RED) Protocol and
Linear Hash Table (LHT) protocol. provides grids or clusters or
virtualized servers, networks, storage and systems software,
usually (but not always) in a multitenant architecture.
IaaS is designed to augment or replace the functions of
an entire data center. This saves cost (time and expense) of capital
equipment deployment but does not reduce cost of configuration,
Valuable intermediate datasets need to be stored for
sharing or reuse. It build an intermediate data dependency graph
(IDG) from the data provenances in scientific workflows.With the
IDG, deleted intermediate datasets can be regenerated, and as
such we develop a novel algorithmthat can find a minimum cost
storage strategy for the intermediate datasets in scientific cloud
workflowsystems.
II. CLOUD ENVIRONMENTS
Cloud computing is a model for enabling service user’s
ubiquitous, convenient and on-demand network access to a
shared pool of configurable computing resources (e.g., networks,
servers, storage, applications, and services), that can be rapidly
62
provisioned and released with minimal management effort or
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service provider interaction. Cloud computing enables cloud
services.
Nowadays, we have three types of cloud environments:
Public, Private, and Hybrid clouds. A public cloud is standard
model which providers make several resources, such as
applications and storage, available to the public. Public cloud
services may be free or not. In public clouds which they are
running applications externally by large service providers and
offers some benefits over private clouds. Private Cloud refers to
internal services of a business that is not available for ordinary
people. Essentially Private clouds are a marketing term for an
architecture that provides hosted services to particular group of
people behind a firewall. Hybrid cloud is an environment that a
company provides and controls some resources internally and has
some others for public use. Also there is combination of private
and public clouds that called Hybrid cloud.
III. THREAT MODEL
The goal of our work is that an intruder who has
complete access to the database server for some time should learn
very little about the data stored in the database and the queries
performed on the data.
Our trust and attack model is as follows:
1. We do not fully trust the database server because it may be
vulnerable to intrusion. Furthermore, we assume that, once a
database intruder breaks into the database, he can observe not
only the encrypted data in the database, but can also control the
whole database system. A number of query messages sent by the
user, as well as the database’s processing of these queries, can be
observed by the intruder.
2. We assume the communication channel between the user and
the database is secure, as there exist standard protocols to secure
it We also trust the user’s front-end program; protecting the frontend program against intrusion is outside of the scope.
3. We require all data and metadata, including user logs and
scheme metadata, to be stored encrypted. (Otherwise, these may
open the door for intruders.)
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many
approaches have been proposed for different data
publishing scenarios[3]. solve the challenging problem of
privacypreserving multi-keyword ranked search over encrypted
cloud data (MRSE).We establish a set of strict privacy
requirements for such a secure cloud data utilization system [7].
formulate and address the problem of authorized private keyword
searches (APKS) on encrypted PHRin cloud computing
environments. [10].
V. PROPOSED SYSTEM
Data Protection Privacy Service improves secutity to users by
enhanced logging mechanism.Securely maintaining log records
over extended periods of time is very important..
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IV. RELATED WORK
The strategy achieves the best trade-off of computation
cost and storage cost by automatically storing the most
appropriate intermediate datasets in the cloud storage. [1]. With
the IDG, deleted intermediate datasets can be regenerated, and as
such we develop a novel algorithm that can find a minimum cost
storage strategy for the intermediate datasets in scientific cloud
workflow systems. The strategy achieves the best trade-off of
computation cost and storage cost by automatically storing the
most appropriate intermediate datasets in the cloud storage. This
strategy can be utilised on demand as a minimum cost benchmark
for all other intermediate dataset storage strategies in the cloud.
[2]. This approach alone may lead to excessive data distortion or
insufficient protection. Privacy-preserving data publishing
(PPDP) provides methods and tools for publishing useful
information while preserving data privacy. Recently, PPDP has
received considerable attention in research communities, and
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Figure.1 A general system model for our work
Delegating log management to the cloud appears to be a
viable cost saving measure. In this paper, we identify the
challenges for a secure cloud-based log management service.
A new cloud computing paradigm, Data protection Privacy
service (DPPS) is a suite of security primitives offered by a cloud
platform is proposed, which enforces data security and privacy
and offers evidence of privacy to data owners, even in the
presence
of
potentially
compromised
or
malicious
applications.Such as secure data using encryption, logging, and
key management.
Considering a cloud data hosting service involving two
different entities, as illustrated in Figure. 1: the user and the
cloud
server.
Here
university
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,governmemt,organisation,researchcenter,hospital are the users
and admin was considered as the cloud server. The users has
intermediate datasets and outsourced to the cloud server in the
encrypted form only for selected intermediate datasets.
The users, before outsourcing, will first build an encrypted
intermediate datasets, and then outsource the encrypted collection
to the cloud server. To getback the encrypted intermediate
datasets , authorized user acquires a corresponding key.
We begin by summarizing the desirable properties that we seek
from a secure log management service based on the cloud
computing paradigm. We will subsequently analyze our
framework against these properties.
1) Correctness: Log data is useful only if it reflects true history of
the system at the time of log generation. The stored log data
should be correct, that is, it should be exactly the same as the one
that was generated.
2) Tamper Resistance: A secure log must be tamper resistant in
such a way that no one other than the creator of the log can
introduce valid entries.
In addition, once those entries are created they cannot be
manipulated without detection. No one can prevent an attacker
who has compromised the logging system from altering what that
system will put in future log entries.
One cannot also prevent an attacker from deleting any log
entries that have not already been pushed to another system. The
goal of a secure audit log in this case is to make sure that the
attacker cannot alter existing log entries (i.e., the precompromise
log entries) and that any attempts to delete or alter existing entrie
will be detected.
3) Verifiability: It must be possible to check that all entries in the
log are present and have not been altered. Each entry must contain
enough information to verify its authenticity independent of
others.
If some entries are altered or deleted, the ability to individually
verify the remaining entries (or blocks of entries) makes it
possible to recover some useful information from the damaged
log. Moreover, the individual entries must be linked together in a
way that makes it possible to determine whether any entries are
missing.
4) Confidentiality: Log records should not be casually browseable
or searchable to gather sensitive information. Legitimate search
access to users such as auditors or system administrators should
be allowed.
In addition, since no one can prevent an attacker who has
compromised the logging system from accessing sensitive
information that the system will put in future log entries, the goal
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is to protect the precompromised log records from confidentiality
breaches.
5) Privacy: Log records should not be casually traceable or
linkable to their sources during transit and in storage.
There are three types of entities in our system:
• Users: Authorised users are able to read, write and search
encrypted data residing on the remote server. Sometimes we may
need to revoke an authorised user. After being revoked, the user is
no longer able to access the data.
• Server: The main responsibility of the data storage server is to
store and retrieve encrypted data according to authorised users’
requests.
• Key management server (KMS): The KMS is a fully trusted
server which is responsible for generating and revoking keys. It
generates key sets for each authorised user and is also responsible
for securely distributing generated key sets.
When a user is no longer trusted to access the data, the KMS
revokes the user’s permission by revoking his keys. Authorised
users are fully trusted. They are given permissions to access the
shared data stored on the remote server by the data owner. They
are believed to behave properly and can protect their key sets
properly.
• The initialisation algorithm Init(1k) is run by the KMS
which takes as input the security parameter 1k and outputs
master public parameters Params and a master key set MSK.
• The user key sets generation algorithm Keygen(MSK,i) is
run by the KMS which takes as input the master keys MSK
and a user’s identity i, generates two key sets Kui and Ksi.
Kui is the user side key set for user i and Ksi is the server
side key set for user i.
• The data encryption algorithm Enc(Kui,D,kw(D)) is run
by a user who uses his key set Kui to encrypt a document D
and a set of keywords associated kw(D), then outputs
ciphertext c i (D,kw(D)).
• The data decryption algorithm Dec(Kui,c′ i (D))is run by a
user which decrypts c′ i (D) by using the user’s key set and
outputs D.

VI. SECURITY ANALYSIS
We can prove the security of our scheme by using standard
cryptographic techniques. Recall that for security we need to
consider t queries. Suppose the uth query (1 ≤ u ≤ t) is of the
format “select Aju,1 ,. . . , Aju,ℓ from T where Aju,0 = vu.” We
show that our basic solution only reveals j1,0, .. . , jt,0 beyond the
minimum information revelation. That is, the only extra
information leakage by the basic solution is which attributes are
tested in the “where” conditions.
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The security of our scheme derives from the security of the block
cipher we use. In cryptography, secure block ciphers are modeled
as pseudorandom. Here, encryption key of the block cipher is the
random seed for the pseudorandom permutation.
VII. CONCLUSION AND FUTURE WORK
The proposed system uses encryption and by encrypting all
intermediate data sets will lead to high overhead and low
efficiency when they are frequently accessed or processed of
encryption and decryption. So we encrypt part of intermediate
data sets rather than all for reducing privacy-preserving cost.
Logging plays a very important role in the proper operation of an
organization’s
information
processing
system.
However,maintaining logs securely over long periods of time is
difficult and expensive in terms of the resources needed. So the
privacy to data owners was given by Data protection Privacy
service (DPPS).it is a suite of security primitives offered by a
cloud platform, which enforces data security and privacy and
offers evidence of privacy to data owners.
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Abstract—Cloud data center management is a key
challenge due to the great numbers and different
strategies that can be involved, ranging from the
VM placement to the migration with other clouds
shows multi cloud. Performance evaluation in
Cloud Computing infrastructures is required to
predict and quantify the effect of the cost-benefit
and the corresponding Quality of Service (QoS)
experienced by the cloud users. Such analyses are
not accomplished by simulation, due to the great
number of parameters that have to be examined. In
this paper, we present an analytical model, based
on Stochastic Reward Nets (SRNs), that is both
powerful to systems composed of thousands of
resources and adaptable to represent different
procedure and cloud-specific strategies. Several
performance measures are defined and evaluated to
analyze the behaviour of a Cloud data center:
utilization, availability, waiting time, and
responsiveness. Quantify the resiliency of
infrastructure as-a-service (IaaS) cloud is also
provided to take into account of load bursts.
Key words—Cloud computing, stochastic reward
nets, cloud performance measures, cloud data
center, resiliency.
I. INTRODUCTION
Cloud computing is a general term for anything that
involves delivering hosted services over the
Internet. Cloud computing portends a major change
in how we store information and run applications.
Instead of running programs and data on an
individual desktop computer, everything is hosted
in the ―cloud‖. Cloud computing lets you access all
your applications and documents from anywhere in
the world. The name cloud computing was inspired
by the cloud symbol that's often used to represent
the Internet in flowcharts and diagrams. CloudSim
goal is to provide a generalized and extensible
simulation framework that enables modeling,
simulation, and experimentation of emerging Cloud
computing infrastructures and application services,
allowing its users to focus on specific system

design issues that they want to investigate, without
getting concerned about the low level details
related to Cloud-based infrastructures and services.
Cloud environment creation includes creation of
number of virtual machines, data centers, and
number of host in each data center, number of
users, to create network topology, brokers and
number of cloudlets. By using CloudSim,
researchers and industry-based developers can
focus on specific system design issues that they
want to investigate, without getting concerned
about the low level details related to Cloud-based
infrastructures and services.
Cloud computing
data centers support for modelling and simulation
of virtualized server hosts, with customizable
policies for provisioning host resources to virtual
machines support for modelling and simulation of
federated clouds support for dynamic insertion of
simulation elements, stop and resume of
simulation. A suitable alternative is the utilization
of simulations tools, which open the possibility of
evaluating the hypothesis prior to software
development in an environment where one can
reproduce tests. Specifically in the case of Cloud
computing, where access to the infrastructure
incurs payments in real currency, simulation-based
approaches offer significant benefits, as it allows
Cloud customers to test their services in repeatable
and controllable environment free of cost, and to
tune the performance bottlenecks before deploying
on real Clouds. At the provider side, simulation
environments allow evaluation of different kinds of
resource leasing scenarios under varying load and
pricing distributions. Such studies could aid the
providers in optimizing the resource access cost
with focus on improving profits. In the absence of
such simulation platforms, Cloud customers and
providers have to rely either on theoretical and
imprecise evaluations, or on try-and-error
approaches that lead to inefficient service
performance and revenue generation.
Cloud Computing is a promising technology
able to strongly modify the way computing and
storage resources will be accessed in the near future
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[1]. Through the provision of on demand access to
virtual resources available on the Internet, cloud
systems offer services at three different levels:
Infrastructure as a Service (IaaS), Platform as a
Service (PaaS), and Software as a Service (SaaS).
In particular, IaaS clouds provide users with
computational resources in the form of virtual
machine (VM) instances deployed in the provider
data center, while PaaS and SaaS clouds offer
services in terms of specific solution stacks and
application software suites, respectively. Moreover,
these services may be offered in private data
centers (private clouds), may be commercially
offered for clients (public clouds), or yet it is
possible that both public and private clouds are
combined in hybrid clouds. Cloud computing is
also a pay as u go method. In the most basic cloudservice model, providers of IaaS offer computers physical or more often) virtual machines - and
other resources. IaaS clouds often offer additional
resources such as a virtual-machine disk image
library, raw (block) and file-based
storage,
firewalls, load balancers, IP addresses, virtual local
area networks (VLANs), and software bundles.
IaaS-cloud providers supply these resources ondemand from their large pools installed in data
centers. For wide-area connectivity, customers can
use either the Internet or carrier clouds (dedicated
virtual private networks). In order to integrate
business requirements and application level needs,
in terms of Quality of Service (QoS), cloud service
provisioning is regulated by Service Level
Agreements (SLAs): contracts between clients and
providers that express the price for a service, the
QoS levels required during the service
provisioning, and the penalties associated with the
SLA violations. In such a context, performance
evaluation plays a key role allowing system
managers to evaluate the effects of different
resource management strategies on the data center
functioning and to predict the corresponding
costs/benefits.
II. RELATED WORK AND MOTIVATION
Cloud systems differ from traditional distributed
systems. First of all, they are characterized by a
very large number of resources that can span
different administrative domains. Moreover, the
high level of resource abstraction allows to
implement particular resource management
techniques such as VM multiplexing [2] or VM live
migration [3] that, even if transparent to final users,
have to be considered in the design of performance
models in order to accurately understand the
system behavior. Finally, different clouds,
belonging to the same or to different organizations,
can dynamically join each other to achieve a
common goal, usually represented by optimization
of resources utilization. This mechanism, referred
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to as cloud federation [4], allows providing and
releasing resources on demand thus providing
elastic capabilities to the whole infrastructure. For
these reasons, typical performance evaluation
approaches such as simulation or on-the-field
measurements cannot be easily adopted. Simulation
[5], [6] does not allow conducting comprehensive
analyses of the system performance due to the great
number of parameters that have to be investigated.
On-the-field experiments [7], [8] are mainly
focused on the offered QoS, they are based on a
black box approach that makes difficult to correlate
obtained data to the internal resource management
strategies implemented by the system provider. On
the contrary, analytical techniques [9], [10]
represent a good candidate thanks to the limited
solution cost of their associated models. However,
to accurately represent a cloud system an analytical
model has to be:
• Powerful. In order to deal with very large systems
Composed of hundreds or thousands of resources.
•Adaptable. Allowing to easily implement different
strategies and policies and to represent different
working conditions.
A.MOTIVATION
In this paper, we present a stochastic model, based
on Stochastic Reward Nets (SRNs) [11], that
exhibits the above mentioned features allowing to
capture the key concepts of an IaaS cloud system.
The proposed model is powerful enough to
represent systems composed of thousands of
resources and it makes possible to represent both
physical and virtual resources exploiting cloud
specific concepts such as the infrastructure
elasticity. With respect to the existing literature, the
innovative aspect of the present work is that a
generic and comprehensive view of a cloud system
is presented. Low level details, such as VM
multiplexing, are easily integrated with cloud based
actions such as migration, allowing to investigate
different mixed strategies. An exhaustive set of
performance measures are defined regarding both
the system provider (e.g., utilization) and the final
users (e.g., responsiveness). Moreover, different
working conditions are investigated and a
resiliency analysis is provided to take into account
the effects of load bursts. Finally, to provide a fair
comparison among different resource management
strategies, also taking into account the system
elasticity, a performance evaluation approach is
described. Such an approach, based on the concept
of system capacity presents a holistic view of a
cloud system and it allows system managers to
study the better solution with respect to an
established goal and to opportunely set the system
parameters.
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III. OVERVIEW OF STOCHASTIC REWARD
NET MODEL

PERFORMANCE METRICS:

A. Existing System

This phase involves the great role. Formulate &
calculating the performance metrics. The
performance metrics is which Utilization,
availability, waiting time, service time. Where the
utilization define the presence of virtual resources.
The availability defines the system accept for
request when the request is processed after waiting
in queue and also for the federated request. The
waiting time calculation involves the request
waited in the queue. That total time spend in the
queue (before using the process). The service time
measured when the resource start the execution.
This involves the total time used the resources.

Cloud service provisioning is regulated by SLA’s
(service Level Agreement) SLA’s: Contracts
between clients and providers that express the price
for a service, the QoS level required during the
service provisioning and the penalties associated
with the SLA violations. The cloud data center
management is key problem mainly due to ranging
from VM placement to federation with other
clouds. Different clouds, belonging to the same or
to different organizations, can dynamically join
each other to achieve a common goal, usually
represented by the optimization of resources
utilization. This mechanism, referred to as cloud
federation. Typical performance evaluation
approaches such as simulation or on-the-field
measurement scan not be easily adopted.
Simulation does not allow to conduct
comprehensive analyses of the system performance
due to the great number of parameters that have to
be investigated. On-the-field experiments are
mainly focused on the offered QoS, they are based
on a black box approach that makes difficult to
correlate obtained data to the internal resource
management strategies implemented by the system
provider.
B. Proposed Methodology

RESPONSIVENESS:
This phase helps to accept the request for a system
in the given deadline. To characterize the system
behaviour from both the provider(vm) and the
(cloudlet)user point-of-views. Such metrics will
help system designer to size and manage the cloud
datacenter and they will also be determinant in the
SLA definitions. Obtain the overall waiting time
distribution, we need to compute the probability
that a particular condition is found when request
arrives. The probability that a particular condition
is found when request arrives can be then obtained
by the solution of the cloud performance model, in
particular by summing the probabilities that the
SRN is in one of the marking at steady state.
Evaluation of responsiveness at SRN method
represents the following above shown diagram. The
queue follows the FIFO method.
RESILIENCY ANALYSIS:

Fig. 1:- The proposed SRN cloud performance
model.
Invoking complete process on the considered cloud
system using SRN. In that request to the machine
queue size is available then we will be on the
waiting state else federation process undertaken i.e.
moving request to another resource. Made some
simple process on using resource includes run,
resource using, back to queue and waiting for the
utilization as well as the QOS to make the cost
consideration between user and system manager
which was recorded at data center cloud
management to ease the cost producing technique.
Which categorize under various phases like queue,
federating VMmultiplexing.

To assess the resiliency of the cloud infrastructure,
in particular when the load is characterized by
bursts. In fact, even if the infrastructure is
optimally sized with respect to the expected load,
during a load burst users can experience a
degradation of the perceived QoS with
corresponding violations of SLAs. Even if the
infrastructure is optimally sized with respect to the
expected load, during a load burst users can
experience a degradation of the perceived QoS with
corresponding violations of SLAs. For this reason,
it is needed to predict the effects of a particular
load condition in order to study the ability of the
system to react to an overload situation. Have to
analyze the temporal phases (regular load, load
burst). We propose the following transient metrics
that allow us to characterize the system resiliency.
(Availability at time, Instant service probability at
time). The transient metrics allows characterizing
the system resiliency analysis.
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QUANTITATIV RESILIENCY METRICS:
Evaluating the system degradation. Maximum
performance loss is measured. It is the
peak of performance lost during the burst,
expressed in percentage form.
MPL(%) = [(Psteady – Pmin)/Psteady]・ 100
where Psteady and Pmin are the steady state.
To define the performance lost during the burst.
During the resiliency analysis we are interested in
the quantitative evaluation of the performance
degradation experienced by the system during a
load burst. Propose some temporal indices able to
capture the performance degradation trend. Such
indices can be applied to both the Availability and
Instant service probability metrics.
V CONCLUSION
In this paper, we have presented a stochastic model
to evaluate the performance of an IaaS cloud
system. Several performance measures have been
defined, such as availability, utilization, and
responsiveness, allowing to investigate the impact
of different strategies on both provider and user
point-of-views. Real time example in a marketoriented area, such as the Cloud Computing, an
accurate evaluation of these parameters is required
in order to quantify the offered QoS and
opportunely manage SLAs. Future works will
include the analysis of autonomic techniques able
to change on-thefly the system configuration in
order to react to a change on the working
conditions. We will also extend the model in order
to represent PaaS and SaaS Cloud systems and to
integrate the mechanisms needed to capture VM
migration and data center consolidation aspects that
cover a crucial role in energy saving policies.
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ABSTRACT
In infrastructure as a service (IaaS), job scheduling is one of the keys for large-scale Cloud applications.
Widespread research on all issues in physical environment is extremely challenging because it requires designers to
deliberate network infrastructure and the environment, which may be outside the control. In addition, the network
conditions cannot be projected or controlled. Therefore, performance evaluation of workload models and Cloud
provisioning algorithms in a repeatable manner under different configurations and requirements is difficult. There is
still lack of tools that permit developers to associate different resource scheduling algorithms in IaaS concerning
both computing servers and user workloads. To fill this gap in tools for evaluation and modeling of Cloud
environments and applications, we propose CloudSched. CloudSched can help developers recognize and discover
suitable resolutions considering different resource scheduling algorithms. Different traditional scheduling algorithms
considering only one factor such as CPU, which can cause hotspots or bottlenecks in many cases, CloudSched treats
multidimensional resource such as CPU, memory and network bandwidth incorporated for both physical machines
and virtual machines (VMs) for different scheduling algorithms.
KEYWORDS: Cloud computing, Datacenters, Dynamic and Real time resource scheduling, Load Balancing.
1 INTRODUCTION
Cloud Computing, the long-held dream of
computing as a utility, has the potential to transform
a large part of the IT industry, making software even
more attractive as a service and shaping the way IT
hardware is designed and purchased. Developers with
innovative ideas for new Internet services no longer
require the large capital outlays in hardware to
deploy their service or the human expense to operate
it. They need not be concerned about
overprovisioning for a service whose popularity does
not meet their predictions, thus wasting costly
resources, or under provisioning for one that becomes
wildly popular, thus missing potential customers and
revenue [1]. Cloud computing offers utility-oriented
IT services to users worldwide. Based on a pay-asyou-go model, it enables hosting of pervasive
applications from consumer, scientific, and business
domains [2]. Cloud computing is the use of
computing resources (hardware and software) that are
delivered as a service over a network (typically the
Internet). The name comes from the use of a cloudshaped symbol as an abstraction for the complex
infrastructure it contains in system diagrams. Cloud
computing entrusts remote services with a user's data,
software and computation. Cloud computing is used
to describe variety of different types of computing
concepts that involve a large number of computers

that are connected through a real time communication
network typically through the internet[3] . The cloud
focuses on maximizing the effectiveness of the
shared resources. Cloud resources are not only shared
by multiple users but as well as dynamically
reallocated as per demand. This can work for
allocating resources to users in different time zones.
In the most basic cloud service model, providers of
IAAS offer computers physical or virtual machine
and other resources. To deploy the applications,
cloud users install operating system images and their
application software on the cloud infrastructure. In
this model, the cloud user patches and maintains the
OS and the application software. Cloud Analyst [13]
typically bill IAAS services on a utility computing
basis. Cost reflects the amount of resources allocated
and consumed. Examples of IAAS providers are
Amazon EC2, Google compute Engine, HP cloud [5].
The purpose of toolkit is to guide information
professionals in assessing cloud computing services
for information use and storage and in developing a
cloud computing strategy and specific cloud service
requirements for their organization. The toolkit is to
be used as an aide to the development of
organizational strategies and requirements. It is not to
be used as a standard or the sole basis for developing
a formal contract. The toolkit needs to be used in
conjunction with existing organizational policies and
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strategies that cover information management and
security, risk management, outsourcing and
procurement, compliance and IT. Each organization
must take into account its own operating environment
and ensure that all applicable legal and regulatory
requirements form part of any cloud strategy and the
resulting contracts with cloud service providers.
Legal and regulatory requirements will be referenced
in the toolkit but it is outside the scope of this
document to provide a detailed analysis. Cloud
environment creation includes creation of number of
virtual machines, data centers, number of host in each
datacenter, number of users, to create network
topology, brokers and number of cloudlets. CloudSim
offers the following novel features: (i) support for
modeling and simulation of large scale Cloud
computing environment s , including data centers , on
a single physical computing node; (ii) a selfcontained platform for modeling Clouds , service
brokers, provisioning, and allocations policies; (iii)
support for simulation of network connections among
the simulated system elements; and (iv) facility for
simulation of federated Cloud environment that inter
- networks resources from both private and public
domains[4] . Virtual machine runs inside a Host,
sharing host List with other VMs. It processes
cloudlets. This processing happens according to a
policy, defined by the Cloudlet Scheduler. Each VM
has an owner, which can submit cloudlets to the VM
to be executed. Virtual machine is a software
implementation of a hardware that executes
programs, applications just like real machine would
do. VM are getting very important and widely used
these days. This happens due to the improvements in
hardware and virtualization capabilities along with
the numerous benefits offered by the technology. A
VM is a software implementation of a computing
environment in which an OS can be installed and run.
The virtual machine [14] typically emulates a
physical computing environment, but request for
CPU, memory, hard disk, network and other
hardware resources are managed by a virtualization
layer. Cloudlet stores despite all the information
encapsulated in the Cloudlet, the ID of the VM
running it. Datacenter [10] class is a Cloud Resource
whose host List is virtualized. It deals with
processing of VM queries (i.e., handling of VMs)
instead of processing Cloudlet-related queries. So,
even though an AllocPolicy will be instantiated in the
method of the superclass, then the processing of
Virtual
Machines
are
handled
by
the
VmAllocationPolicy. Host executes actions related to
management of virtual machines (e.g., creation and
destruction). A host has a defined policy for
provisioning memory and bandwidth, as well as an
allocation policy for virtual machines. A host is
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associated to a datacenter. Resource scheduling in
infrastructure as a service (IaaS) is one of the keys
for large-scale Cloud applications. The resource
demands for different jobs fluctuate over time. The
central component that manages the allocation of
virtual resources for a cloud infrastructure’s physical
resources is known as the cloud scheduler.
CloudSched is lightweight design with focus on
resource scheduling algorithms. CloudSched treats
multidimensional resources such as CPU, memory
and network bandwidth integrated for both physical
machines and VMs. LIF algorithm is used as a
dynamic load-balance of a Cloud data center. It can
help developers to identify and explore appropriate
solutions considering different resource scheduling
policies and algorithms.
2 RELATED WORKS:
2.1 Virtual machine
It runs inside a Host, sharing host List with
other VMs. It processes cloudlets. This processing
happens according to a policy, defined by the
Cloudlet Scheduler. Each VM has an owner, which
can submit cloudlets to the VM to be executed.
Virtual machine is a software implementation of a
hardware that executes programs, applications just
like real machine would do. VM are getting very
important and widely used these days. This happens
due to the improvements in hardware and
virtualization capabilities along with the numerous
benefits offered by the technology. A VM is a
software implementation of a computing environment
in which an OS can be installed and run. The virtual
machine typically emulates a physical computing
environment, but request for CPU, memory, hard
disk, network and other hardware resources are
managed by a virtualization layer.
2.2 Cloudlet
Cloudlet stores despite all the information
encapsulated in the Cloudlet, the ID of the VM
running it.
2.3 Datacenter
Datacenter class is a Cloud Resource whose host
List is virtualized. It deals with processing of VM
queries (i.e., handling of VMs) instead of processing
Cloudlet-related queries. So, even though an
AllocPolicy will be instantiated in the method of the
superclass, then the processing of Virtual Machines
are handled by the VmAllocationPolicy.
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2.4 Host
Host executes actions related to management of
virtual machines (e.g., creation and destruction). A
host has a defined policy for provisioning memory
and bandwidth, as well as an allocation policy for
virtual machines. A host is associated to a datacenter.

Kalasalingam Institute of Technology

ALGORITHM
Lowest-Average-Value-First(r)
Input: Placement request r=(id, t_ s, t_e ,k);
status of current active tasks and PMs
Output: placement scheme for r and IBL_tot.

2.5 Resource Scheduling
Resource scheduling in infrastructure as a
service(IaaS) is one of the keys for large-scale Cloud
applications. The resource demands for different jobs
fluctuate over time. The central component that
manages the allocation of virtual resources for a
cloud infrastructure’s physical resources is known as
the cloud scheduler. CloudSched is lightweight
design with focus on resource scheduling algorithms.
CloudSched treats multidimensional resources such
as CPU, memory and network bandwidth integrated
for both physical machines and VMs

1: initialization: LowestAvg = large number;
2: FOR i=1:N DO
3: IF request r can be placed on PM (i)
4:

THEN

5:
compute avg(i) utilization value of PM(i) using
equations (1)-(3);
6:

IF avg(i)<LowestAvg

7:

THEN

8:

LowestAvg=avg(i);

2.6 LIF (least imbalance-level first)
LIF algorithm is used as a dynamic loadbalance of a Cloud data center. It can help developers
to identify and explore appropriate solutions
considering different resource scheduling policies
and algorithms.

9:

allocatedPMID=i;

10:

ELSE

11:

ENDIF

3 PROPOSED METHODOLOGY:

12:

ELSE //find nextPM

To propose CloudSched is lightweight
design with focus on resource scheduling algorithms.
CloudSched treats multidimensional resources such
as CPU, memory and network bandwidth integrated
for both physical machines and VMs.

13:

ENDFOR

3.1 LIF (LEAST IMBALANCE-LEVEL FIRST)
ALGORITHM
It uses LIF (least imbalance-level first)
algorithm for dynamic load-balance of a Cloud data
center. It can help developers to identify and explore
appropriate solutions considering different resource
scheduling policies and algorithms. It dynamically
finds the lowest total imbalance value of the
datacenter. It can easily adapt to different resource
scheduling policies and algorithms. It compares
different resource scheduling algorithms of both
computing servers and user workloads. It provides
better estimation for load-balance and energyefficient process.

14:
IF LowestAvg==large number L// cannot
allocate
15:

THEN put r into waiting queue or reject

16:
ELSE place r on PM with allocatedPMID
and compute IBL_tot
This algorithm shows the pseudo codes of LIF (least
imbalance-level first) algorithm [28] for dynamic
load-balance of a Cloud data center. Inputs to the
algorithm include current VM request, status of
current active tasks and physical machines. For
dynamic scheduling, the output is placement scheme
for request. Basically, the algorithm dynamically
finds the lowest total imbalance value of the
datacenter when placing a new VM request by
comparing different imbalance values if the request is
allocated to different physical machines. Actually,
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running it. Jobs are manipulated using offline and
online dynamic scheduling algorithm. Optimal
process is to manipulate and arrange the jobs in the
order that present the optimal pricing Virtual
Machines. Manipulation based on load prediction of
each and every job submitted in the virtual machines.
The jobs are created and store in data center,

the algorithm finds a PM with the lowest integratedload, this will make the total imbalance-value of all
servers in a Cloud data center the lowest.

Load Prediction
The load predication, within how much energy
the job is done in the Virtual Machine. How much it
utilizes to process the job it may be processing speed,
RAM, Bandwidth. The load predication is calculated
for each and every virtual machine.
4.3 Workload Computation and Prediction:
Measuring the Power in terms of predicting the
workload by means of measuring the QoS values
such as,
i)
Ram.
ii)
Bandwidth.
iii)
Average waiting time.
iv)
Queue delay.
v)
Batch Job Processing.

4 METHODOLOGY:
4.1 CloudSim Resources Deployment:
CloudSim environment consist of i)
Datacenters ii) Cloud brokers iii) Cloudlet (Jobs)
iv) Virtual Machines v) Host. All components of
CloudSim are required to deploy the jobs on the
respective virtual machines executed in the
datacenters.

4.4 Load Balancing using LIF Algorithm:
It uses a dynamic scheduling algorithm, called
Lowest Integrated- load First (LIF), for Cloud
datacenters. Here, it considers the allocation and
migration of multi-type virtual machines on hosting
physical machines with multi-dimensional resources.
It treats multi-dimensional resource such as CPU,
memory and network bandwidth integrated for both
physical machines and virtual machines in real time
scheduling to minimize total imbalance level of
Cloud data centers. It considers imbalance value of
CPU, memory & network bandwidth & also provides
the average imbalance value of CPU, memory &
network bandwidth.

(i)
Cloud Environment Creation:
For performing a job we need virtual machine to
run it. The data center is nothing but storing and
saving the job. Data Center consists of several
virtual machine, In Cloud environment
components like Data center, Virtual machine,
Data Broker creation, hosts, and cloudlets.
(ii)Data Center Creation:
In data center, several virtual machines, hosts,
data broker, cloudlet is present. The purpose for the
data center is for storing the data. The cloud service
provider only provides the data center. The service
provider operates the data center and then gives the
services to the user; the data center is maintained by
the service provider.
(iii) Data Broker Creation:
Data Broker, can submit the job to the data
center. The cloud service provider allocates the
resources to the cloudlets. For submitting the job the
Broker needs ID, NAME.
4.2 Jobs Creation and Manipulation:
It stores, despite all the information
encapsulated in the Cloudlet, the ID of the VM

4.5 Performance Evaluation :
The performance of the algorithm is evaluated by
using Graph representation. This shows that the
proposed framework is able to adapt to changes in
time & cost parameter values while the other
approaches cannot. The performance gap between the
proposed framework and other approaches is at the
high level compare to other approaches. It provides
better flexibility in the VM allocation process
.
5 Conclusion
It provides a simulation system for modeling
Cloud computing environments and evaluating a
different resource scheduling policies and algorithms.
It designs and implementing a lightweight simulator
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combining real-time multidimensional resource
information. It provides modeling and simulation of
large scale Cloud computing environments, including
data centers, VMs and physical machines.
6 Future Enhancement
In future, it will be possible to add more metrics
to measure the quality of related algorithms. For
different scheduling strategies such as utilization
maximization and maximum profits, etc., of
multidimensional resource, it will add more metrics.
Extension to multiple federated data centers can be
considered. Considering user priority and currently it
considered that all users have same priority. Different
priority policies can be created for users to have
different priorities for certain types of VMs.
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spoofing attacks are occurs

using these available platforms. There are various

easily and reduce the networks performance. The

types of attacks, from these attacks the identity

node

cryptographic

based spoofing attack are said to be easy to launch

due to requirements overhead

and cause a serious damages to the network.In the

conventional security approaches are not always

identity based spoofing attack attackers use the same

suitable. In my paper, I propose to use spatial

identity to transfer the data. So I propose to use

Abstract-Wireless
identity

authentication,

is

verified

by

information, as the basis for detecting spoofing
attacks, determining the number of attackers when
multiple enemies masquerading as the same node
identity and localizing more than one enemies. I

spatial information, for detecting the spoofing
attacks, determining the number of attackers when
multiple enemies masquerading as the same node

propose to use the spatial correlation of received

identity and localizing more than one enemies. . I

signal strength to detect the spoofing attacks. I then

propose to use the spatial correlation of received

determine the number of attackers. I used Cluster-

signal strength to detect the spoofing attacks. I then

based

determine the number of

determine the number of attackers. I used Cluster-

attackers. The Support Vector Machines method

based mechanisms determine the number of

used to increase the accuracy of determining the

attackers. The Support Vector Machines method

mechanisms

number of attackers. Integrated detection and
localization system is used to localize the more than
one attackers. I evaluated my techniques using the
both an 802.11 network and an 802.15.4 network.
When determining the number of attackers by using
my method the result attain more than ninety percent
hit rate. My localization results using algorithms
provide high accuracy of localizing more than one
enemies.

used to increase the accuracy of determining the
number of attackers. Integrated detection and
localization system is used to localize the more than
one attackers.
To use the received signal strength based spatial
correlation, a physical property present in the
wireless node that is difficult to falsify and they are
not depends on cryptography for detecting spoofing

1 INTRODUCTION

attacks. I concerned with attackers, they have

The wireless transmission medium can access by

different locations than legitimate wireless nodes,

any user, so attackers can easily access any

and a spatial information is used to detect spoofing

transmission. Adversaries can easily buys a low cost

attacks that has a power to not only detect the

wireless devices and launch a variety of attacks by
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presence of the attacks but also localize the

on access control lists, access point (AP) attacks, and

attackers.

eventually Denial- of-Service (DoS) attacks. In this

In the existing system the cryptographic method
needs reliable key distribution, management, and
maintenance. It is not always possible to apply these
methods

because

of

its

infrastructural

and

management overhead. In the existing system,

they describe possible denial of service attacks to
infrastructure wireless 802.11 networks. The results
show that serious vulnerabilities exist in different
access points can easily hinder any legitimate
communication within a basic service set.

cryptographic method node are said to be easily

D. Faria and D. Cheriton, “Detecting Identity-

attacked, which is a serious matter. The wireless

Based Attacks in Wireless Networks Using Signal

nodes are said to be easily accessible, by allowing

prints”, Sept. 2006. From this paper I found a broad

their memory. The memory is said to be scanned by

survey of possible spoofing attacks, such as network

the attackers. Cryptographic method only protect the

resource utilization attack and denial-of-service

data frames. In the proposed system, to detect the

attack. Wireless networks are vulnerable to many

attacks on wireless localization, proposed to use the

identity-based attacks in which a malicious device

direction of arrived and received signal strength of

uses forged MAC addresses to masquerade as a

the signals to localize adversaries. In my work, I

speciﬁc client. In this paper a transmitting device

choose a group of algorithms based on RSS to

can be robustly identiﬁed by its signal print. Signal

perform the work of localizing more than one

prints can be defeated, such as by the use of multiple

attackers and calculate the performance in the terms

synchronized direction antennas, these situations

accuracy of localization.

present a challenge for an intruder.
B. Wu, J. Wu, E. Fernandez, and S. Magliveras,

2 RELATED WORKS

“Secure and Efficient Key Management in Mobile
In the existing system the cryptographic method
needs reliable key distribution, management, and
maintenance. It is not always possible to apply these
methods

because

of

its

infrastructural

and

management overhead. In the existing system,
cryptographic method node are said to be easily
attacked, which is a serious matter. The wireless
nodes are said to be easily accessible, by allowing
their memory. The memory is said to be scanned by
the attackers. Cryptographic method only protect the
data frames.

2.1 LITRETURE SURVEY
F. Ferreri, M. Bernaschi, and L. Valcamonici,
“Access Points Vulnerabilities to Dos Attacks in
802.11 Networks,” 2004. From this paper I
identified the Spoofing attacks can further facilitate
a variety of traffic injection attacks, such as attacks

Ad Hoc Networks,” 2005. From this paper I found a
most existing approaches to address potential
spoofing attacks employ cryptographic schemes and
the disadvantages of cryptographic schemes. They
propose a secure and efficient key management
(SEKM) framework for mobile adhoc network.
SEKM builds a public key infrastructure (PKI) by
applying a secret sharing scheme. In fact any
cryptographic means is ineffective if its key
management is weak. Key management is also a
central aspect for security in the mobile adhoc
network.
P. Bahl and V.N. Padmanabhan, “RADAR: An
in-Building RF- Based User Location and Tracking
System,” 2000. From this paper I identified that
using RSS is an attractive approach because it can
reuse the existing wireless infrastructure and is
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Spoofing Attacks:

with ranging methodology, range-based algorithms
involve distance estimation to landmarks using the
measurement of various physical properties such as

Spoofing attacks are easy to launch and can cause
damage to the performance of a network. In an
802.11 network, it is easy for an attacker to collect a

RSS.

MAC address during passive monitoring and then

3 PROPOSED SYSTEM

attacker modify the MAC address by simply issuing
an If config command to masquerade as another

In the proposed system, to detect the attacks on
wireless localization, proposed to use the direction
of arrived and received signal strength of the signals
to localize adversaries. In my work, I choose a group
of algorithms based on RSS to perform the work of
localizing more than one attackers.

device. In the proposed system the frames like data,
management, control are said to be protected. In the
existing security techniques like Wired Equivalent
Privacy, WiFi Protected Access, or 802.11i, such
techniques can only protect the data frames, an
attacker can spoof management or control frames to
cause impact on networks.

3.1 MODULES
•

Network Analysis

•

Spoofing Attack

•

Attack Detection

•

Localization

Attack
Router

Dos Attack

Router

Fig 3.2 Spoofing Attack

Attack Detection:

Network Analysis:
I initiate a fixed-length walk from the node. This
walk should be long enough to ensure that the visited
peers represent a close sample from the underlying
stationary distribution. I then retrieve certain
information from the visited peers, such as the
system details and process details. It acting as source
for the network .In sender used to create sends the
request and received the response and destination
used to receive the request and send the response for

In the attack detection instead of cryptographic
based method, My work is new because none of the
existing work can determine the number of attackers
when

there

are

more

than

one

enemies

masquerading as the same identity. The spatial
correlation of RSS is used to detect the attack. The
cluster based mechanism is used to detect the
number of attackers. This mechanism is said to be
improved by the support vector machine. That is the
SVM is used to improve the accuracy of determining

the source.

the number of attackers.
Sender

Analysis
Network

Select
Destination
IDS

Detect
Attack

Sender

Send Message

Fig 3.3 Attack Detection
Fig 3.1 Network Analysis
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Localization:
My approach can correctly localize more than one
enemies even the transmission power levels of the
attackers varies. Algorithm used for a localization
are area based probability and RADAR gridded
algorithms.

Localization estimation using RSS

which are about 15 feet. When the nodes are less
than 15 feet apart, they have a high likelihood of
generating similar RSS readings, and thus the
spoofing detection rate falls below 90 percent, but

Fig 4.1 Packet Delivery Ratio

still greater than 70 percent. When spoof moves
closer to the attacker also increases the probability
to expose itself, now the detection rate goes to 100

This graph shows the security performance. The

percent. When the spoofing node is about 45-50 feet

security graph consist of time as X axis and security

away from the original node. The detection rate is

value as a Y axis. In existing system, when the time

said to be lesser.

increases the security is said to be decreases. In the
proposed system, when the time increases the
Detect
Location

Sender

IDS

Fig 3.4 Localization

security is also said to be increases. So in proposed
system the data is said to be well secured than the
existing system.

4 PERFORMANCE EVALUATION
This graph shows the packet delivery ratio. The
packet delivery ratio graph consist of time as X axis
and delivery ratio as a Y axis. In existing system,
when the time is increases the delivery ratio is said
to be reduces. In the proposed system, when the time
is increases the delivery ratio is also said to be
increases. So in the proposed system the delivery of
the packet is said to be faster and higher than the

Fig 4.2 Security

existing system.
This graph shows the throughput performance.
The throughput graph consist of time as X axis and
throughput value as a Y axis. In existing system,
when the time increases the throughput is said to be
decreases. In the proposed system, when the time
increases the throughput is also said to be increases.
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5 CONCLUSION

higher than the existing system.
In my work, I used a RSS based spatial
correlation, a physical property presented with the
wireless device that is said to be difficult to falsify
and they are not depends on the cryptography
method for attacks detection in WSN. For attack
detection I proposed an analysis of using the spatial
correlation of Received Signal Strength. I evaluate
the test depends on the cluster analysis of Received
Signal Strength. I can detect attacks, the number of
enemies and I can localize any number of attackers
even in different transmission levels and remove the
Fig 4.3 Throughput

attackers using my approach integrated detection
and localization of multiple spoofing attackers in
WSN.

6 FUTURE WORK
In the future the integrated detection and
localization system can detect the attackers,
calculate the number of attackers and localizing any
number of enemies in different transmission levels
by using the hash key algorithm. This algorithm is
Fig 4.4 Comparison between Proposed and

used to generate the hash key. The hash key is used

Existing System

for both the encryption and decryption. The
performance of this algorithm achieves higher
results, and it provide effective result in detecting

Systems

Packet

Security

Throughput

Delivery

Hit

the attacks, calculating the number of attackers and

Rate

localizing enemies.

Proposed

54.5

75.3

70.9

95

Existing

30.3

31.5

35.8

70
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Abstract— The ability of fast similarity image from providing better image search experience for
search based on visual similarity in a large-scale
dataset is of great importance to many multimedia
applications. Although hashing has been shown
effective
for
visual
search,
among
various hashing approaches
semantic hashing
(SH) has shown promising performance. It
accelerates similarity search, by designing compact
binary codes for a large number of images so that
semantically
similar images are
mapped
to
close codes. Retrieving similar neighbours is then
simply accomplished by retrieving images that
have codes within a small Hamming distance of
the code of the query. This project introduces an
approach that enables query-adaptive ranking of the
returned images with equal Hamming distances to
the queries. This is achieved by firstly offline
learning bitwise weights of the hash codes for a
diverse set of predefined semantic concept classes.
The weight learning process minimize intra-class
distance while preserving inter-class relationship
captured by original raw image features. Queryadaptive weights are then computed online by
evaluating the proximity between a query and the
semantic concept classes .With the query-adaptive
bitwise weights, returned images can be easily
ordered by weighted Hamming distance at a finergrained hash code level rather than the original
Hamming distance level. Experiments on a Flickr
image dataset show clear improvements from this
proposed approach.
INTRODUCTION
With the explosion of images on the Internet, there
is a strong need to develop techniques for efficient
scalable image search. While traditional image
search engines heavily rely on textual words
associated to the images, scalable content-based
search is receiving increasing attention. Apart

ordinary Web users, large-scale similar image search
has also been demonstrated to be very helpful for
solving a number of very hard problems in
computer vision and multimedia such as image
categorization .Generally a large-scale image search
system consists of two key components—an
effective image feature representation and an
efficient search mechanism. It is well known that
the quality of search results relies heavily on the
representation power of image features. The latter,
an efficient search mechanism, is critical since
existing image features are mostly of high
dimensions and current image databases are huge,
on top of which exhautively comparing a query with
every database sample is comptationally prohibitive
-In this work represent images using the popular bagof-visual-words (BoW) framework , where local
invariant image descriptors (e.g., SIFT ) are
extracted and quantized based on a set of visual
words. The BoW features are then embedded into
compact hash codes for efficient search. For this, we
consider state-of-the-art
techniques
including
semi-supervised hashing and semantic hashing
with deep belief networks . Hashing is preferable
over tree-based indexing structures (e.g., kd-tree )
as it generally requires greatly reduced memory
and also works better for high-dimensional samples.
With the hash codes, image similarity can be
efficiently measured (using logical XOR operations)
in Hamming space by Hamming distance, an
integer value obtained by counting the number of
bits at which the binary values are different. In large
scale applications, the dimension of Hamming
space is usually set as a small number (e.g., less
than a hundred) to reduce memory cost and avoid
low recall .
Although hashing has been shown to be effective
for visual search in several existing works
81 , it is
important to realize that it lacks in providing a
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good ranking that is crucial for image search .As a
result, hundreds or even thousands of
images may share the same ranking in search result
list, but are very unlikely to be equivalently
relevant to the query. Although one can
exhaustively compute the similarity for such
candidate images to obtain exact ranking , it will
significantly increase both computational cost and
memory needs.
The main contribution of this paper is the proposal
of a novel approach that computes query-adaptive
weights for each bit of the hash codes, which has
two main advantages. First, images can be ranked
on a finer-grained hash code level since—with the
bitwise weights—each hash code is expected to
have a unique similarity to the queries. In other
words, we can push the resolu- tion of ranking from
(traditional Hamming distance level) up to (hash
code level1). Second, contrary to using a single set
of Hamming distance based on real-valued
vectors (weights im- posed on the hash codes),
which would bury one of the most important
advantages of hashing. Instead the weights can
be utilized as indicators to efficiently order the
returned
images (found by logical XOR
operations) at hash code level.The query-adaptive
bitwise weights need to be computed in real-time.
To this end, we harness a set of semantic concept
classes that cover many semantic aspects of image
content (e.g., scenes and objects). Bitwise weights
for each of the semantic classes are learned offline
using a novel formulation that not only maximizes
intra-class sample similarities but also preserves
inter-class relationships. That the optimal weights
can be computed by iterativelysolving quadratic
programming problems. These pre-computed
class-specific bitwise weights are then utilized
for online computation of the query-adaptive
weights, through rapidly evaluating the proximity of a query image to the image samples of the
semantic classes. Finally, weighted Hamming
distance is applied to evaluate similarities between
the query and images in a target database. We
name this weighted distance as query-adaptive
Hamming distance, as opposed to the queryindependent Hamming distance widely used in
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existing works. Notice that during online search it
is unnecessary to compute the weigh.

RELATED WORKS
There are very good surveys on general image
retrieval task.. while more effective features such
as GIST and SIFT have been popular recently . In
this work, we choose the popular bag-of-visualwords (BoW) representation grounded on the
local invariant SIFT features. The effectiveness
of this feature representation has been verified in
numerous applications. Since the work in this
paper is more related to efficient search, this
section mainly reviews existing works on efficient
search mechanisms, which are roughly divided
into three categories: inverted file, tree-based
indexing, and hashing.
Inverted index was initially proposed and is still
very popular for document retrieval in the
informational retrieval community. It was
introduced to the field of image retrieval as recent
image feature representations such as BoW are very
analogous to the bag-of-words representation of
textual documents. In this structure, a list of
references to each document (image) for each text
(visual) word is created so that relevant documents
(im- ages) can be quickly located given a query
with several words. A key difference of document
retrieval from visual search, how- ever, is that the
textual queries usually contain very few words. For
instance, on average there are merely 4 words per
query in Google web search.2 While in the BoW
representation, a single image may contain hundreds
of visual words, resulting in a large number of
candidate images (from the inverted lists) that need
further verification—a process that is usually based
on similar- ities of the original BoW features. This
largely limits the appli- cation of inverted files for
large scale image search. While in- creasing visual
vocabulary size in BoW can reduce the number of
candidates, it will also significantly increase
memory usage
Indexing with tree-like structures has been frequently applied to fast visual search. a visual
vocabulary tree to achieve real-time object retrieval in 40 000 images. Muja and Lowe adopted
82
multiple randomized d-trees for SIFT feature
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matching in image ap- plications. One drawback
of the classical tree-based methods is that they
normally do not work well with high-dimensional
feature. For example, let the dimensionality be
and the number of samples be , one general rule
in order to have d-tree working more efficiently
than exhaustive search . There are also several
works focusing on improving tree-based
approaches for large-scale search , where
promising image search performance has been
reported. Compared with these methods, hashing
hasamajor advantage in speed since it allows
constant-time search.
In view of the limitations of both inverted file and
tree-based indexing, embedding high-dimensional
image features into hash codes has become very
popular recently. Hashing satisfies both query time
and memory requirements as the binary hash codes
are compact in memory and efficient in search via
hash table lookup or bitwise operations. Hashing
methods normally use a group of projections to
divide an input space into multiple buckets such that
similar images are likely to be mapped into the same
bucket.
Although SH can achieve similar or even better
performance than LSH with a fewer number of
bits, it is important to under- line that these
offer fine-grained ranking of search results, which is
very im- portant in practice. This paper proposes
a means to rank im- ages at a finer resolution.
Note that we will not propose new hashing
methods—our objective is to alleviate one
weakness that all the hashing methods share
particularly in the context of image search.
There have been a few works using weighted
Hamming dis- tance for image search, including
parameter-sensitive hashing . Hamming distance
weighting , and the AnnoSearch. Each bit of the
hash codes was assigned with a weight in the
main purpose was to weigh the overall Hamming
distance of local features for image matching.
These methods are fundamentally different from this
work. They all used a single set of weights to
measure either the importance of each bit in
Hamming space or to rescale the final Hamming
distance for better matching of sets of features
while designed to learn different category-specific
bitwise weights offline and adapt to each query
online. query-adaptive LSH, which is essentially a
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unsupervised hashing techniques are not robust
enough for similar image search. This is due to the
fact that similarity in image search is not simply
equivalent to the proximity of low-level visual
features, but is more related to high-level image
semantics (e.g., objects and scenes). Under this
circum- stance, it is helpful to use some machine
learning techniques to partition the low level
feature space according to training la- bels on
semantic level. Several supervised methods have
been proposed recently to learn good hash
functions .A method to learn hash functions by
minimizing reconstruction error be- tween original
feature distances and Hamming distances of hash
codes. By replacing the original feature distances
with semantic similarities, this method can be
applied for supervised learning of hash functions.
To learn hash func- tions based on semantic
similarities of objects in images. A semi-supervised
hashing algorithm that learns hash functions based
on image labels. The advantage of this algorithm
is that it not only utilizes given labels, but also
exploits unlabeled data when learning the hash
functions. It is especially suitable for the cases
where only a limited number of labels are
available. The idea of using a few pairwise data
labels for hash function learning was also
feature selection process that picks a subset of bits
from LSH adaptively for each query. Since their aim
was to further reduce search complexity by using
less bits, the problem of coarse ranking remains
unsolved.
SYSTEM FRAMEWORK
The proposed query-adaptive image search
system is de- picted. To reach the goal of queryadaptive search,
investigated using an algorithm called labelregularized max- we harness a set of semantic
concept classes, each with a set of representative
images as shown on the left of the figure. Lowlevel features (bag-of-visual-words) of all the
images are embedded into hash codes, on top of
which we compute bitwise weights for each of
the semantic concepts separately.
The weight computation process is done by an
algorithm that lies in the very heart of our
83
approach, which will be discussed later
. The
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flowchart on the right of Fig. 3 illustrates the
process of online search. We first compute hash
code of the query image, which is used to search
against the images in the predefined se- mantic
classes. From there we pool a large set of images
which are close to the query in Hamming space, and
use them to predict bitwise weights for the query
(cf. Section VB). One assump- tion made here is that images
around the query in Hamming space, collectively,
should be able to infer query semantics, and
therefore the pre-computed class-specific weights
of these im- ages can be used to compute bitwise
weights for the query. Fi- nally, with the queryadaptive weights, images from the target database
can be rapidly ranked by weighted (query-adaptive)
Hamming distance to the query.
HASHING
In this work two state-of-the-art hashing
techniques are adopted, semi-supervised hashing
and semantic hashing with deep belief networks .
Semi-Supervised
Hashing
Semi-Supervised Hashing (SSH) is a newly
proposed algo- rithm that leverages semantic
similarities among labeled while remains robust to
overfitting . The objective func tion of SSH
consists of two major components, supervised empirical fitness and unsupervised
information
theoretic regular- ization. More specifically, on
one hand, the supervised part tries to minimize an
empirical error on a small amount of labeled
data. The unsupervised term, on the other hand,
provides ef- fective regularization by maximizing
desirable
properties
like variance and
independence of individual bits. Mathematically,
one is given a set of points, in which a small
fraction of pairs are associated with two
categories of label information,
and
.
Specifically, a pair is denoted as a neighbor-pair
when
share common class labels.
Similarly is called a non- neighbor-pair if the two
samples have no common class label. The goal of
SSH is to learn hash functions
Semantic Hashing With Deep Belief
Networks
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Learning with deep belief networks (DBN) was
initially pro- posed for dimensionality reduction . It
was recently adopted for semantic hashing in largescale search applications . Like SSH, to produce
good hash codes DBN also requires image labels
during training phase, such that images with the
same label are more likely to be hashed into the
same bucket. Since the DBN structure gradually
reduces the number of units in each layer,3 the highdimensional input of original image fea- tures can be
projected into a compact Hamming space.
Broadly speaking, a general DBN is a directed
acyclic graph, where each node represents a
stochastic variable. There are two critical steps in
using DBN for hash code generation, the learning
of interactions between variables and the inference
of observations from inputs. The learning of a
DBN with multiple layers is very hard since it
usually requires to estimate millions of
parameters. Fortunately, it has been shown by
Hinton et al. in that the training process can be
much more efficient if a DBN is specifically
structured based on the RBMs. Each single
RBM has two layers containing respectively
output visible units and hidden units, and
multiple RBMs can be stacked to form a deep
belief net. Starting from the input layer with
dimension, the network can be specifically
designed to reduce the number of units, and
finally output compact
-di- mensional hash
codes. To obtain optimal weights in the entire
network, the training process of a DBN has two
critical stages: unsupervised pre-training and
supervised fine-tuning. The greedy pre-training
phase is progressively executed layer by layer
from input to output, aiming to place the network
weights (and the biases) to suitable neighborhoods
in parameter space.
After achieving convergence of the parameters of
one layer via Contrastive Divergence, the outputs
of this layer are fixed and treated as inputs to
drive the training of the next layer. During the
fine-tuning stage, labeled data is adopted to help
refine the network parameters through backpropagation.
codes) within a certain
neighborhood share the same label . The network
parameters are then refined to maximize this
objective function using conjugate gradient
descent.In our experiments, the dimension
84 of the
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image feature is fixed to 500. Similar to the
network architecture used in , we use a five-layer
DBN of sizes , where is the dimension of the final
hash codes. The training process requires to learn
weights in total. For the number of training
samples, we use a total number of 160 000
samples in the pre-training stage, and 50 batches
of neighborhood regions with size 1000, 1000 in
the fine-tuning stage.. Since param- eter training is
an offline process, this computational cost is acceptable. Compared to training, generating hash
codes with the learned DBN parameters is a lot
faster. Using the same com- puter it requires just
To learn query-adaptive weights for each bit of the
hash codes, so that images with the same Hamming
distance to the query can be ordered in a finer
resolution.
Learning Class-Specific Bitwise
Weights
To quickly compute the query-adaptive weights,
we propose to firstly learn class-specific bitwise
weights for a number of se- mantic concept classes
(e.g., scenes and objects). Assume that we have a
dataset of semantic classes, each with a set of
representative images (training data). We learn
bitwise weights separately for each class, with an
objective of maximizing intra-class similarity as
well as maintaining inter-class relationship
is the total number of hash codes in
.
Notice
that although the sample proximity, to some
extent, was considered in the hashing methods,
(1) is still helpful since weighting the hash codes is
able to further condense samples from the same
class. More importantly, the optimal bitwise weights
to be learned here will be the key for computing the
query-adaptive weights.In addition to intra-class
similarity, we also want the inter-class relationship
in the original image feature (BoW) space to be
preserved by the weighted Hamming distance. Let
denote the proximity between classes andquantifie
using average BoW feature similarity of samples
from classes and . Then it is expected that the
weighted hash codes in the two classes should be
relatively more similar if is large. This maintains the
class relationship, which is im- portant since the
semantic classes under our consideration are not
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0.7 milliseconds to compute a 48-bit hash code of
an image.
QUERY-ADAPTIVE SEARCH
With hash codes, scalable image search can be
performed in Hamming space using Hamming
distance. By definition, the Hamming distance
between two hash codes is the total number of bits
at which the binary values are different. Specific
in- dices/locations of the bits with different values
are not consid- ered.. Due to this nature of the
Hamming distance, practically there can be
hundreds or even thousands of samples sharing the
same distance to a query
fully exclusive. Some of them are actually highly
correlated (e.g., tree and grass). and distance
metric learning, although ours is particularly designed for this specific application.
LDA is a well-known method that linearly
projects data into a low-dimensional space where
the sample proximity is reshaped to maximize
class separability. While LDA also tries to condense samples from the same class, it learns a
single uniform transformation matrix to map all
original -dimensional features to a lower
dimensional space. In contrast, we learn a
dimensional weight vector separately for each
class.
Distance metric learning tries to find a metric
such that sam- ples of different classes in the
learned metric space can be better separated.
Typically a single Mahalanobis distance metric
is learned for the entire input space . There are also
a few ex- ceptions where multiple metrics were
considered, e.g., a metric was trained for each
category . These methods are rel-evant in the
sense that they also deal with multiple categories
separately. Nevertheless, they cannot be directly
applied to our problem, because the class-specific
bitwise weights are in a very different form from
that of distance metric matrices.
Computing Query-Adaptive Bitwise
Weights
As described in Fig. 3, images and the learned
weights of the predefined semantic concept classes
form a semantic database for rapid computation
of the query-adaptive bitwise weights. Given a
query image and its hash codes
, the objective
85
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here is to adaptively determine a suitable weight
vector
, such that weighted Hamming distance
(WHD) can be applied to compare
in the target database:
with each hash code
convergence Analysis and Implementation:
As
stated ear- lier, given all
, the quadratic
program in (10) is convex. Solving it with global
minimization w.r.t. will always reduce the value of
the energy function in (4), which will definitelnot be
greater than the energy value derived from a
previous iteration. In addition, it is obvious that the
energy function
is lower-bounded since both terms of the function
Therefore,
the
iterative
are
non-negative.
optimization process given in Algorithm 1 is a Block
Coordi- nate Descent approach, which gradually
reduces the energy and leads to convergence at a nonnegative value.
In practice, to avoid long time convergence
procedure, we define an empirical stop condition (convergence)
when the energy differenceof two successive states
,where and is set as a small value (
in our
experiments). Having such a stop con- dition can
help avoid unneeded deep optimization that leads to
almost invisible changes to the bitwise weights.
2) Connections to Existing Algorithms: We
briefly discuss the differences and connections of
our proposed algorithm to some well-known
machine learning methods such as LDA.
, we query
against the
To compute
semantic database based on typical Hamming
distance. Semantic labels of the topmost
similar images are collected to predict query semantics, which is then utilized to compute the
query-adaptive weights. Specifically, denote
as
the set of the most relevant semantic classes to
the query , and
as the number of images
list) from the class in the
(within the top
query. In other words, we do not need to order all
the hash codes in practice; only the small subset
of hash codes with a few bits different from the
query is sufficient for pooling the top search results
of a query image. In this way, it’s possible that
some of the hash codes are incorrectly excludefro
the initial subset. But the true top matched hash
codes with the shortest weighted distances are
preserved.
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Extension to Query-Adaptive Hash Code
Selection
The above approach is designed to use a single
set of general hash codes for image search. In this
subsection, we further ex- tend our approach to the
case where multiple sets of hash codes are
available. Since there are multiple semantic
concept classes, it is very easy to train a set of hash
codes for each class by exten- sively using images
containing the corresponding concept. The classspecific hash codes are expected to be more
discriminative for a particular class of images. The
weight learning algorithm introduced in Section I
can be applied to each set of class-spe- cific hash
codes to produce a separate group of bitwise
weights. During online search, the semantic
database is used not only for computing queryadaptive weights, but also to select a suitable set
of class-specific hash codes for each query.
depicts the extended framework. Given a query
image, we first compute its general (globally
trained) hash code and query against the semantic
database.
Like the query-adaptive weight
computation process introduced earlier, we use the
same set of images to predict query semantics.
Hash codes trained for the dominant concept class
in this selected set will be chosen. The query is
then embedded into the selected class-specific hash
code using hash functions trained for the
corresponding concept class. Finally, the new hash
code is concatenated with the gen- eral code for
search, and results are sorted at binary code level
based on bitwise weights predicted from a similar
procedure as described in Section V.B. This new
framework provides a means to adaptively select
both hash codes and bitwise weights. Addi- tional
computation is required in this extended framework
as the query needs to be hashed twice and more bits
are used in search. Fortunately, since both testing
process (hash code computation) of the hashing
algorithms and logical XORoperations are very
efficient, this added computational cost is acceptable
in general.
EXPERIMENTAL
SETUP
Dataset, Training,
Measurement

and

Performance
86
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Conduct image search experiments using the
widely adopted NUS-WIDE dataset . NUSWIDE contains 269,648 Flickr images, divided
into a training set (161,789 images) and a test set
(107,859 images). It is fully labeled with 81
semantic concept classes, covering many topics
from ob-jects (e.g., bird and car) to scenes (e.g.,
mountain and harbor). Each image in NUS-WIDE
may contain multiple semantic classes. Fig. 5 shows
several example images from this dataset. Notice
that NUS-WIDE is one of the largest publicly
available datasets with complete labels of a wide
range of classes. Other well-known and larger
datasets such as ImageNet and MIT TinyImages
are either not fully labeled4 or unlabeled, which are
therefore not suitable for quantitative performance
evaluation.
Local invariant features are extracted from all the
images based on Lowe’s DoG detector and SIFT
descriptor . Soft- weighted bag-of-visual-words
features are then computed using a visual
vocabulary generated by clustering a subset of SIFT
features . The concepts in NUS-WIDE are very
suitable for constructing the semantic database in
our approach. Therefore we use the training
images to learn a general set of hash func- tions by
applying labels from every class. On the same
training set, we also learn the class-specific hash
functions by exten- sively applying training labels
from each class. Class-specific bitwise weights are
learned for the general hash functions, as well as
for each set of the class-specific hash functions,
using the algorithm introduced in Section V. The
weight learning al- gorithm is very efficient;
training bitwise weights for a set of hash codes
only needs 5 minutes on a regular PC (Intel
Core2Duo 2.4 GHz CPU and 2GB RAM).
For performance measurement, we rank all
images in the NUS-WIDE test dataset according
to their (weighted) Hamming distances to each
query. An image will be treated as a correct hit if it
shares at least one common class label to the query.
Perfor- mance is then evaluated by
AP, an
extended version of av- erage precision where
prior probability, i.e., the proportion of relevant
images in the test set to the query, is taken into
account [44]. To aggregate performance of
multiple queries, mean AP ( MAP) is used.
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EvaluationPlan
Part 1: Characteristics of hash codes based
image search. At the beginning of the evaluation,
experimentally verify one weakness of hash codes
based image search, i.e., the coarse ranking
problem, which is also the main motivation of this
work.
Part 2: Query-adaptive ranking. This set of
experiments evaluates the proposed framework
for query-adaptive ranking of search results. Hash
codes from both SSH and DBN will be adopted.
Specifically, compare performance of the refined
ranking (by the weighted query-adaptive Hamming
distance) with original results by traditional
Hamming distance, using the two different types of
hash codes separately.
Part 3: Query-adaptive hash code selection.
The last exper-iment tests the extension of queryadaptive search to dynamic hash code selection.
Here only use SSH codes since training DBN
codes for 81 concept classes is extremely slow.
The purpose of this experiment is to learn how
much performance gain class-specific hash codes
could offer. To the best of knowledge, similar
empirical analysis has never been conducted in
previous studies.
RESULTS AND DISCUSSIONS
Characteristics of Hash Codes Based
Search
Let us first check the number of test images with
each Hamming distance value to a query. The 48-bit
hash codes from DBNn are used in this experiment.
Note that we will not specifically investigate the
effect of code-length in this paper, since several
previous works on hashing have already shown
that codes of 32–50 bits work well in practice . In
general, using more bits may lead to higher
precision, but at the price of low recall and longer
search time,averaged over 20000 randomly
selected queries. As shown in the figure, the
number of returned images at each Hamming
distance rapidly grows with the distance values
until
. This verifies one nature of Hamming
distance, as mentioned in the introduction, there
can be
different hash codes sharing 87the same
integer distance to a query in a
-dimensional
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Hamming space. Consequently, the number of
hash codes (and correspondingly the number of
images) at each specific distance increases
dramatically as grows until . For some queries,
there can be as many as
images sharing equal
distances. This motivates the need of our
proposed approach that provides ranking at a finer
granularity. Although does not permutere-rank
images with Hamming distance 0 to the queries,
this analysis reveals that this is not a critical issue
since most queries have none or just a few such
images .
Query-Adaptive Ranking
On to evaluate how much performance gain
can be achieved from the proposed queryadaptive Hamming distance, using 32-bit and 48bit hash codes from both SSH and DBN (the
general sets trained with labels from every
class). Randomly pick 8,000 queries (each
contains at least one semantic label) and compute
averaged per- formance over all the queries. As
shown in Fig. 7(a), (c), our approach significantly
outperforms traditional Hamming dis- tance. For
the DBN codes, it improves the 32-bit baseline
by 6.2% and the 48-bit baseline by 10.1% over
the entire rank lists. A little lower but very
consistent improvements (about5%) are obtained
with the SSH codes. The steady improvements
clearly validate the usefulness of learning queryadaptive bit- wise weights for hash codes based
image search.part of search results, using the same
set of queries. The aim of this evaluation is to
verify whether our approach is able to improve the
ranking of top images, i.e., those with relatively
smaller Hamming distances to the queries. As
expected, we ob- serve similar performance gain to
that over the entire list.
Looking at the two hashing methods, DBN codes
are better because more labeled training samples are
used (50 k for DBN vs. 5 k for SSH). Note that the
comparison of DBN and SSH is beyond the focus of
this work, as the latter is a semi-supervised
method, which prefers and is more suitable for
cases with lim- ited training samples. Direct
comparison of the two with equal training set size
can be found in .To see whether the improvement is
consistent over the eval- uated queries, we group the
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queries into 81 categories based on their associated
labels.
C. Query-Adaptive Hash Code Selection
Finally we evaluate query-adaptive hash code
selection, following the extended framework
described in Section V.C. We see obvious
performance improvement from this extension,
with overall gains 9.4% (32-bit) and 8.1% (48bit) over the results obtained by query-adaptive
ranking with general hash codes (15.0% and
13.7% respectively over the baseline traditional
ranking). Over the upper half of search result lists,
the improvement over query-adaptive ranking is
very significant: 31.2% and 32.8% for 32-bit and
48-bit codes respectively. These results confirm
the effectiveness of the class-specific hash codes
and our query-adaptive code selection framework.
In addition, we also find that the query-adaptive
weights imposed on the selected class-specific
hash codes do not contribute as much as that on
the general hash codes (around 2%, versus 5–
10% on the general codes). This is probably
because the hash code selection process already
takes query semantics into account by choosing a
more suitable set of hash codes for each query.
Although the bitwise weights can still improve
result ranking, from query-adaptive perspective
very limited additional information can be further
attained.While promising, it is worth noting that
the
query-adaptive
hash
code
selection
framework incurs additional computation and
memory cost. First, query images need to be
hashed twice and search needs to be performed
with more bits, which—as mentioned in Section
V.C—are generally acceptable since hashing
algorithms and bitwise operations are efficient.
Second and more importantly, in order not to
affect real-time search, we also need to pre-load
the class-specific codes of all database samples,
which would require 81 times of the memory
needed by the general codes. Although this is still
much less than that needed by original raw
features, the requirement is nontrivial when very
large database is in use. Therefore we conclude
that class-specific hash codes are useful for
improved performance, but this introduces a
trade-off between search performance and
memory usage that needs to be carefully
considered in real-world applications, 88
e.g., per
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application needs and hard- ware configuration.
CONCLUSION
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[7] J. L. Bentley, “Multidimensional binary search
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query-adaptive image search with hash codes. By
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harnessing a large set of pre- defined semantic [9] Y. Weiss, A. Torralba, and R. Fergus,
concept classes, our approach is able to predict “Spectral hashing,” in Adv.Neural Inf. Process.
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query-adaptive bitwise weights of hash codes in
J. Wang, S. Kumar, and S.-F. Chang,
real-time, with which search results can be rapidly [10]“Sequential
projection learning for hashing with
ranked by weighted Ham- ming distance at finercompact codes,” in Proc. Int. Conf. Machine
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grained hash code level. This capability largely
2010.
alleviates the effect of a coarse ranking problem
that is common in hashing-based image search.
Experimental results on a widely adopted Flickr
image dataset confirmed the effec- tiveness of our
proposal.
To answer the question of “how much
performance gain can class-specific hash codes
offer?”, we further extended our framework for
query-adaptive hash code selection. Our findings
indicate that the class-specific codes can further
improve search performance significantly. One
drawback, nevertheless, is that nontrivial extra
memory is required by the use of additional classspecific codes, and therefore we recommend
careful examination of the actual application needs
and hardware environment in order to decide
whether this extension could be adopted.
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ABSTRACT- Develop an effective spam zombie detection
system named SPOT. In the network SPOT can be used to
monitoring outgoing messages. Using internet some
attacker try to spread the spams or malware in order to
collect the information about the network. The detection
of the compromised machines in the network that are
involved in the spamming activities is known as spam
zombie detection system. The detection system can be
used to identify the misbehavior of the person using Spam
zombie detection system. We will create a framework to
identify the message from the various persons. This
system will record the information of the IP address using
SPOT Detection Algorithm. We also compare the
performance of SPOT with two other spam zombie
detection algorithms based on the count and percentage of
spam messages originated or forwarded by internal
machines. Using these above techniques we will avoid and
block the person who sends the spam’s message.
Index term— SPOT System, SPOT Detection Algorithm,
Count-threshold, Percentage-threshold.
I.

INTRODUCTION

Existence of the large number of compromised machines is
the major security challenge on the internet. Compromised
machines have been increasingly used to launch various
security attacks such as spamming and spreading malware,
DDoS, and identity theft [6]. Then identifying and cleaning
compromised machines in a network remain significant
challenges for system administrators of networks of all sizes.
Mainly focus on the detection of the compromised machines
in a network that are used for sending spam messages, which
are commonly referred to as spam zombies. A Spam zombie
is the detection of the compromised machines in the network
that are involved in the spamming activities [6]. Given that
spamming provides a critical economic incentive for the
controller of the compromised machines to recruit these
machines, it has been used to observe that many
compromised machines are involved in spamming
[9][10][12]. A number of recent research efforts have studied
the aggregate global characteristics of spamming botnets such
as the size of botnets and the spamming patterns of botnets,
based on the sampled spam messages received at a large
email service provider [12]. The main aim is to develop a tool
for system administrators to automatically detect the
compromised machines in their networks in an online
manner. Normally in the network the local generated
outgoing messages cannot provide the aggregate large-scale

spam view required by these approaches [5]. These
approaches cannot support the online detection requirement in
the environment. The nature of sequentially observing outing
messages gives rice to the sequential detection problem. We
will develop a spam zombie detection system, named SPOT.
The Spot can be used to monitoring outgoing messages.
SPOT is designed based on a statistical method called
Sequential Probability Ratio Test (SPOT).
SPRT is a powerful statistical method that can be used test
between two systems sequentially in our case machine is
compromised versus the machine is not compromised and
another case based on outing messages.
Both the false positive and false negative probabilities of
SPRT can be bounded by user-defined thresholds. SPOT
system can be used to select the desired thresholds to control
the false positive and false negative rates of the system.
We develop the SPOT detection system, the system
administrators can be used to automatically identifying the
compromised machines in their networks. Evaluate the
performance of the SPOT system based on a two-month email trace collected in a large US campus network.
Based on evaluation studies show that SPOT is an
effective and efficient system in automatically detecting
compromised machines in a network [11].
In addition, SPOT only needs a small number of
observations to detect a compromised machine. Majority of
spam zombies are detected with as little as three spam
messages. At the time of comparison, we also design and
study two other spam zombie detection algorithms based on
the number of spam messages and the percentage of spam
messages originated or forwarded by internal machines.
Also compare the performance of SPOT with the two
other detection algorithms to explain the advantages of the
SPOT system.
A. Analysis
SPOT Tool will be useful for the Administrators of a
Organization for detecting the Spamming Machines that is
Compromised Machines in their Organization. Spam Zombie
Detection System can easily find the Spammers who are all
involved in spamming activities without deviation.
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II. RELATED WORK
In the related work we discuss the detection of
compromised machines. The characterizing spamming botnet
by leveraging both spam payload and spam server traffic
properties. We developed a spam signature generation
framework called AutoRE to detect botnet-based spam emails
and botnet membership [12]. Our in-depth analysis of the
identified botnet revealed several interesting finding
regarding the degree of email obfuscation, properties of
botnet IP addresses, sending patterns, and their correlation
with network scanning traffic [1]. To group bots into botnets
we look for multiple bots participating in the same spam
email campaign. We have applied our technique against a
trace of spam email from Hotmail web mail services.
In this trace, we have successfully identified hundreds of
botnet. We present new finding about botnet sizes and
behavior while also confirming other researcher’s
observations derived by different methods. In addition, using
this information combined with a three-month Hotmail email
server log, we were able to establish that 97% of mail servers
setup on dynamic IP addresses sent out solely spam emails,
likely controlled by zombies [2]. Moreover, these mail
servers sent out a large amount of spam- counting towards
over 42% of all spam emails to Hotmail. These results
highlight the importance of being able to accurately identify
dynamic IP addresses for spam filtering, and we expect
similar benefits of it for phishing site identification and botnet
detection. To our knowledge, this is the first successful
attempt to automatically identify and understand IP dynamics.
We reveal one salient characteristic of proxy-based
spamming activities, namely packet symmetry, by analyzing
protocol semantics and timing causality [6]. Based on the
packet symmetry exhibited in spam laundering, we propose a
simple and effective technique, DBSpam, to on-line detect
and break spam laundering activities inside a customer
network [8].
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internet routing infrastructure, may prove to be extremely
effective for combating spam [9].
A. Problem Formation and Assumptions
In the network formulate the spam zombie detection
problem. We discuss the network model and assumptions can
be used to make in the detection problem. Fig.1 describes the
logical view of the network model. Assume that messages
originated from machine inside the network. The message
will pass the developed spam zombie detection system. This
assumption can be achieved in a few different scenarios.
In the network assume that the machine has been either
compromised or normal (that is, not compromised). The term
compromised machine is denoted as spam zombie. The
detection system assumes that the behavior of a compromised
machine is different from that the normal machine based on
the messages sending. Based on the higher probability the
compromised machines are generating a spam message
compare to the normal machine. Once a decision is reached,
the detection system reports the result, and further action can
be taken. We assume that a content-based spam filter is
developed at the detection system. The outgoing message can
be classified as either a spam or nonspam using the detection
system. None of existing spam filters can achieve perfect
spam detection accuracy. They all suffer from both false
positive and false negative errors. The false negative rate of
spam filter measures the percentage of spam messages that
are misclassified.
The false positive rate measures the percentage of
nonspam message that are misclassified. We assume that a
sending machine m as observed by the spam zombie detection
system is an end-user client machine. It is not a mail relay
server.
.

We provide the first comprehensive study on the received:
header field of spam emails to investigate, among others, to
what degree spammers can and do forge the trace information
of spam emails. Also report our findings and discuss the
implications of the findings on various spam control efforts,
including email sender authentications and spam filtering [3].
We find that most spam is being send from a few regions
of IP address space, and that spammers appear to be using
transient “bots” that send only a few pieces of email over very
short periods of time. Finally, a small, yet non-negligible,
amount of spam is received from IP addresses that correspond
to short-lived BGP routes, typically for hijacked prefixes.
These trends suggest that developing algorithms to identify
botnet membership, filtering email messages based on
network-level properties, and improving the security of the

Fig 1 Network Model
B. Sequential Probability Ratio Test
SPRT can be used to monitor the network performance.
The goal of the SPRT is to decide which hypothesis is correct
as soon as possible. SPOT is designed based on a powerful
statistical method called Sequential Probability Ratio Test.
SPRT has bounded false positive and false negative error
rates.
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The SPRT is the powerful statistical method that can be
used to test between two systems sequentially. In our case
machine is compromised versus the machine is not
compromised another case based on the outgoing messages.
Provide the necessary background on the Sequential
Probability Ratio Test for understanding the proposed spam
zombie detection system. SPRT is a statistical method for
testing a simple null hypothesis against a single alternative
hypothesis.
SPRT can be considered as a one-dimensional random
walk with two user-specified boundaries corresponding to the
two hypotheses. Based on simple and powerful statical tool,
SPRT has a number of compelling and desirable features that
lead to the widespread applications of the technique in many
areas. Before the SPRT terminates smaller error rate tends to
require a large number of observations. The user can balance
the performance and cost of an SPRT test. In second, has
been provide that SPRT minimizes the average number of the
required observations for reaching a decision for a given error
rate, among all Sequential and non sequential statistical tests.
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Step 7: // spam, 3
Step 8: Λn+ = ln θ1 / θ0
Step 9: else
Step 10: // nonspam
Step 11: Λn+ = ln (1-θ1) / (1-θ0)
Step 12: end if
Step 13: if (Λn ≥ B) then
Step 14: Machine m is normal. Test is reset for m.
Step 15: else if (Λn ≤ A) then
Step 16: Machine m is normal. Test is reset for m.
Step 17: Λn = 0
Step 18: Test continues with new observations
Step 19: else
Step 20: Test continues with an additional observation
Step 21: end if
From the viewpoint of network monitoring, it is more
important to identify the machine that has been compromised
than the machines that are normal. After a machine has been
identified as compromised, then these compromised machines
are added into the list of potentially compromised machines
that system administrators can go after to clean.

III. SPAM ZOMBIE DETECTION ALGORITHMS
In this section we develop three spam zombie detection
algorithm. First one is SPOT, which utilizes the Sequential
Probability Ratio Test. We discuss the impacts of SPRT
parameters on SPOT in the content of spam zombie detection.
The other two spam zombie detection algorithms are
developed based on the number of spam messages and the
percentage of spam messages sent from an internal machine.
A. Spot Detection Algorithm
SPOT is designed based on the powerful statistical tool
called SPRT. In the below, we describe the SPOT detection
algorithm. When an outgoing messages arrives at the SPOT
detection system. After the outgoing message reach to the
SPOT detection system the sending machine’s IP address is
recorded.
Based on the recorded IP address, then the message is
classified as either spam or nonspam by the content- based
spam filter. For each observed IP address, SPOT maintains
the logarithm value of the corresponding probability ratio Λn.
A and B the algorithm determines if the corresponding
machine is compromised, normal, or a decision cannot be
reached and additional observations are needed.
Algorithm 1:
Step 1: Outgoing message arrives at SPOT
Step 2: Get IP address of sending machine m
Step 3: //all following parameters specific to machine m
Step 4: Let n be the message index
Step 5: Let Xn = 1 if message is spam, Xn = 0 otherwise
Step 6: if (Xn = = 1) then

Also record the message-sending behavior of the machine.
Before the machine is cleaned and removed from the list, the
SPOT detection system does not need to further monitor the
message-sending behavior of the machine.
Currently the machine has been normal may get
compromised at a later time. We need to continuously
monitor machines that are determined to be normal by SPOT.
Once such a machine is identified by SPOT, the records of
the machine in SPOT are reset, in particular, the value of Λn
is set to zero, so that a new monitoring phase starts for the
machine.
B. Spam Count and Percentage-Based Detection
Algorithm
In this section, we present two different algorithms in
detecting spam zombies. First one is based on the number of
spam messages and another the percentage of spam messages
send from an internal machine. We refer to them as the countthreshold (CT) detection algorithm and the percentagethreshold (PT) detection algorithm.
In CT, the time is partitioned into fixed length T. A
threshold parameter Cs specifies the maximum number of
spam message that be originated from a normal machine in
any time. The system monitors the number of spam messages
n. That message can be originated from a machine. If n > Cs
then the algorithm declares that the machine has been
compromised.
Similarly, in PT detection algorithm, the time is
partitioned into fixed length T. In each internal machine in
each time PT monitors two e-mail properties. The first one is
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based on the percentage of spam messages send from a
machine. Then the second one is based on the total number of
messages. Let N and n denote the total messages and spam
messages originated from a machine m within a time. Then
PT declares machine m as being compromised if N ≥ Ca and
n/N > P.Ca is the minimum number of messages that a
machine must send. Then P is the user-defined maximum
spam percentage of a normal machine.
C. Dynamic IP Addresses
For simplicity ignored the potential impact of dynamic IP
addresses and assumed that an observed IP corresponds to a
unique machine. In the following, we discuss how well the
three algorithms fair with dynamic IP addresses. Formally
evaluate the impacts of dynamic IP addresses on detecting
spam zombies using a two-month e-mail trace collected on a
large US campus network. Extremely the SPOT can work in
the environment of dynamic IP addresses. We have noted
three or four observations are sufficient for SPRT to reach a
decision for the vast majority of cases. If a machine is
compromised, more than three or four spam messages will be
sent before the user shutdowns the machine and the
corresponding IP address gets reassigned to
a different
machine. Therefore, the dynamic IP addresses will not have
any significant impact on the SPOT.

the machine status. Use the same methods to confirm
detection or identify a missed IP address as we have done
with the SPOT detection algorithm. In the machine IP address
status has denote the machine IP addresses. In the count
threshold value status the value of the count threshold value
can be defined. Then in the machine status can be define, if
the machine is compromised or uncompromised, based on the
performance.
C. Performance of Percentage Threshold
Table 3 shows the performance of Percentage Threshold
which includes the machine IP address, count threshold,
percentage threshold and also the machine status. First note
that the methods to confirm detection or identify a missed IP
address are different from the ones used in SPOT, CT and PT.
From the table we can see that, CT and PT performance. In
the machine IP address status has denote the performance of
the machine IP address. In the count and the percentage
threshold define the threshold value in the table. In the
machine status has been defined, if the machine is
compromised or the machine is uncompromised.
TABLE 1
SPAM SENDING MACHINE DETAIL
From IP
127.0.0.1

Dynamic IP addresses can have a greater effect on the
other two detection algorithm Ct and PT. In first, both
required the continuous monitoring of the sending behavior
of a machine for at least a specified time.
IV. PERFORMANCE EVALUATION
In this section, we evaluate the performance of the three
detection algorithm based on performance of SPOT,
performance of count threshold and the performance of
percentage threshold.
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Total
3

Non Spam
3

127.0.0.1

1

1

0

124.0.2.1

20

2

18

124.0.2.2

15

12

3

124.0.2.1

8

7

1

TABLE 2
NORMAL SPAM’S COUNT FOR THRESHOLD
FROM IP

COUNT THRESHOLD VALUE

MACHINE STATUS

127.0.0.1

0

UNCOMPROMSED

127.0.0.1

2

COMPROMSED

124.0.2.1

0

UNCOMPROMSED

124.0.2.2

5

COMPROMSED

124.0.2.1

0

UNCOMPROMSED

A. Performance of SPOT
In this section, evaluate the performance of SPOT based
on the collected e-mails. The infected messages are only used
to confirm if a machine is compromised in order to study the
performance of SPOT. Infected messages are not used by
SPOT. SPOT relies on the spam messages instead of infected
messages to detect if a machine has been compromised to
produce the result. Infected messages are more likely to be
observed during the spam zombie detection system. To
improve the performance the infected messages can be easily
incorporated into the SPOT system. Table 1 shows the
performance of SPOT detection system.
B. Performance of Count Threshold
Table 2 shows the performance of count threshold which
include the machine IP addresses, count threshold value and

Spam
0

TABLE 3
NORMAL SPAM PERCENTAGE -40%
FROM IP
127.0.0.1

COUNT
THRESHOLD
0

PERCENTAHGE
THRESHOLD
0%

MACHINE STATUS

127.0.0.1

7

95%

COMPROMSED

124.0.2.1

0

0%

UNCOMPROMSED

124.0.2.2

3

100%

COMPROMSED

124.0.2.1

0

0%

UNCOMPROMSED

UNCOMPROMSED

V. EXPERIMENTAL AND RESULT
A mail system machines are involved in the mail
transactions. The machine which is entering into the network
will be monitored by the SPOT. It will monitor the spam
messages sent by the system. If the message exceeded the
level in the sense SPOT will do some process and decide that
system as Spam Zombie. This detection is based on the
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outgoing messages. SPOT is a lightweight compromised
machine detection system.
SPOT detection can be used to identify the compromised
machine quickly. It also minimizes the number of required
observations to detect a spam zombie. System administrators
can automatically detect the compromised machines in their
network in an online manner.
VI. CONCLUSION
In this paper, we developed an effective spam zombie
detection system named SPOT. In the network the SPOT can
be used to monitoring outgoing messages. SPOT was
designed based on a simple and powerful statistical method
named as Sequential Probability Ratio Test (SPRT). SPRT
can be used to detect the compromised machines that are
used to involve in the spamming activities. SPRT can be
used to minimize the number of required observations to
detect a spam zombie. SPOT is an effective and efficient
system in automatically detecting compromised machines in
a network. Also the SPOT outperforms two other detection
algorithm based on the number and percentage of spam
messages sent by an internal machine.
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Abstract

As the Internet services spread all over the
world,many kinds of security threats are increasing.
Therefore,existing Intrusion Detection Systems (IDS)
facing very serious issue for the Internet users for
their day to day online transactions, like Internet
banking, online shopping, foreign exchange and
trading stocks. Genetic Algorithm is used to identify
various attacks on different type of connections. This
algorithm takes into consideration of different
features in network connections such as protocol
type, duration, service, to generate a classification
rule set. Each rule set identifies a specific type of
attacks. A novel fuzzy class-association rule mining
method based on Genetic Network Programming
(GNP) is used for detecting such network intrusions.
By combining fuzzy set theory with GNP, the
proposed method can deal with KDDCup99 mixed
dataset that contains both discrete and continuous
attributes. This method focuses on building
distribution of normal and intrusion accesses based
on fuzzy GNP. In an application of intrusion
detection the training dataset contains both normal
connections and several kinds of intrusion
connections. GNP examines all the tuples of the
connections in the dataset to pick up the rules to be
stored in two independent rule pools; normal pool
and intrusion pool. Fitness function is defined, higher
fitness of a rule results in high Detection Rate (DR)
and low Positive False Rate (PFR), which means
probability of intrusion is high in the connection. By
using this data can be classified into normal class,
intrusion class.
Keywords:Genetic Network Programming, Class-

association-rule mining, Fuzzy membership function,
Intrusion detection, KDDCup99 dataset.
1. INTRODUCTION
Now a day’s many kinds of systems over the Internet
such as online shopping, Internet banking, trading
stocks and foreign exchange, and online auction have
been developed. However, due to the open society of
the Internet, the security of our computer systems and
data is always at risk. The extensive growth of
internet has prompted network intrusion detection to
become a critical
component of infrastructure protection mechanisms.
Network intrusion detection can be defined as
identifying a set of malicious actions that threaten the
integrity, confidentiality and availability of a network
resource. Intrusion detection is traditionally divided
into two categories, i.e., misuse detection and
anomaly detection. Misuse detection mainly searches
for specific patterns or
sequences of programs and user behaviors that match
well-known intrusion scenarios [1].
In 1987 Dorothy E. Denning proposed intrusion
detection as is an approach to counter the computer
and networking attacks and misuses [2]. It is highly
difficult to provid complete security to the system
though we have several protection techniques. In the
network accessing and exchanging the information
may be easy but providing the security for the
information is difficult. Intrusion detection
recognizes the unauthorized access to the network,
mischievous attacks on the computer systems. To
recognize the attacks and detect the intrusions the
intrusion detection technology is more useful.
Intruders can be classified into two types as External
Intruder or Internal Intruder. The unauthorized users
who enter the system and make changes to the system
and access the resource in the network without
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authorization, is an external intruder. The intruder in
the network without user accounts trying to attack the
system is an internal
intruder. Intrusion detection systems are classified
into two types Misuse detection and Anomaly
detection. Intrusion detection with known patterns is
called misuse detection. Identifying the abnormalities
from the normal network behaviors is called anomaly
detection. Hybrid detection systems combine both the
misuse and anomaly detection systems. The network
traffic and individual packets for mischievous traffic
is tested by a network based IDS. An intrusion
detection system is a device or software application
that monitors network and/or system
activities for malicious activities or policy violations
and produces reports.
While, anomaly detection develops
models of normalnetwork
behaviors, and new
intrusions are detected by evaluating significant
deviations from the normal behavior. KDD99Cup [3]
is widely used as training and testing datasets for the
evaluation of IDSs. Data mining generally refers to
the process of extracting useful rules from large
amount of data. The recent rapid development in data
mining contributes to developing wide variety of
algorithms suitable for network intrusion detection
problems. Intrusion detection can be thought of as a
classification problem: where each pattern classified
as normal or a particular kind of intrusion.

2. INTRUSION DETECTION OVERVIEW
The below sections give a short overview of
networking attacks and classifications
.
2.1 Networking Attacks
This section is an overview of the four major
categories of networking attacks. Every attack on a
network can comfortably be placed into one of these
groupings [5].
1)Denial of Service (DoS): A DoS attack is a type of
attack in which the hacker makes a computing or
memory resources too busy or too full to serve
legitimate networking requests and hence denying
users access to a machine e.g. apache, smurf,
neptune, ping of death, back, mail bomb, UDP storm
etc. are all DoS attacks.
2) Remote to User Attacks (R2L): A remote to user
attack is an attack in which a user sends packets to a
machine over the internet, which he/she does not
have access to in order to expose the machines
vulnerabilities and exploit privileges which a local
user would have on the computer e.g. x lock, guest,
xnsnoop, phf, sendmail dictionary etc.
3) User to Root Attacks (U2R): These attacks
areexploitations in which the hacker starts off on the
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system with a normal user account and attempts to
abuse vulnerabilities in the system in order to gain
super user privileges e.g. perl, xterm.
4) Probing: Probing is an attack in which the hacker
scans a machine or a networking device in order to
determine weaknesses or vulnerabilities that may
later be exploited so as to compromise the system.
This technique is commonly used in data mining e.g.
saint, port sweep, mscan, nmap etc.
2.2 Classification of Intrusion Detection
Intrusions Detection can be classified into two main
categories. They are as follow:
1) Host Based Intrusion Detection: HIDSs evaluate in
formation found on a single or multiple host
systems, including contents of operating systems,
system and application files.

2)Network Based Intrusion Detection: NIDSs
evaluate in formation captured from network
communications, analyzing the stream of packets
which travel across the network. As host-based
systems rely heavily on audit trails, they become
limited by these audit trails, which are not provided
by the manufacturers who design the intrusion
detection system itself. As a result, theses trails may
not necessarily support the needs of the intrusion
detection system. Network-based intrusion detection
systems offer a different approach. These systems
collect information
from the network itself, rather than from each
separate host. They operate essentially based on a
wiretapping concept; information is collected from
the network traffic stream, as data travels on the
network segment. The intrusion detection system
checks for attacks or irregular behavior by inspecting
the contents and header information of all the packets
moving across the network [6]. 3.
GNP-BASEDFUZZYCLASS
ASSOCIATION
RULE MINING
A class-association rule mining algorithm based on
GNP has been proposed [7]. GNP and its class
association rule mining are briefly explained as
follows.
3.1 Framework of Genetic Network Programming
GNP is one of the evolutionary optimization
techniques, which uses directed graph structures
instead of strings and trees. The phenotype and
genotype expressions of GNP are shown in Figure 1.
GNP is composed of three types of nodes: start node,
judgment node, and processing node. Judgment
nodes, J1 , J2 ,…, Jm (m is the total number of
judgment functions), serve as decision functions that
return judgment results so as to determine the next
node. Processing nodes, P1, P2. . . , Pn (n is the total
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number of processing functions), serve as
action/processing
functions. The practical roles of these nodes are
predefined and stored in the function library by
supervisors. Once GNP is booted up, the execution
starts from the start node, then the next node to be
executed is determined according to the connection
between nodes and a judgment result of the current
activated node. Figure 1 also describes the gene of a
node in a GNP individual. NTi represents the node
type such as 0 for start node, 1 for judgement node
and 2 for processing node. ID i serves as an
identification number of a judgement or processing
node, for example, NTi=1 and IDi=2 represents node
function J2. Ci1, Ci2…., Cij denote the node
numbers connected from node i. The total number of
nodes in an individual remains the same
during every generation [1]. Diagram
Three kinds of genetic operators, i.e., selection,
mutation, and crossover, are implemented in GNP.
1) Selection: Individuals are selected according to
their fitness.
2) Crossover: Two new offspring are generated from
two parents by exchanging the genetic information.
The selected nodes and their connections are
swapped each other by crossover rate Pc.
3) Mutation: One new individual is generated from
one original individual by the following operations.
Each node branch is selected with the probability
Pm1 and reconnected to another node. Each node
function is selected with the probability Pm2 and
changed to another one.
3.2 GNP-Based Class-Association Rule
A judgment node in GNP has a role in checking an
attribute value in a tuple [6]. Candidate classassociation rules are represented by the connection of
judgement nodes. An example of the representation is
shown in Figure 2.diagram

Processing node P1 serves as the beginning of classassociation rules. A1=1, A 2=1, and A3=1 denote the
judgment functions. If a tuple satisfies the condition
of the judgment function, Yes-side branch is selected
and the condition of the next judgment function is
examined in order to find longer rules. No-side is
connected to processing node P2 to start examining
other rules.
Therefore, the branch from the judgment node
representsthe antecedent part of class-association
rules, while the fixed consequent part can be
predefined. are examined by the node transition in
Figure 2.
(A1=1) ⇒ (C=1)
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(A1=1) ∧ (A2=1) ⇒ (C=1)
(A1=1) ∧ (A2=1) ∧ (A3=1) ⇒ (C=1)
(A1=1) ⇒ (C=0)
(A1=1) ∧ (A2=1) ) ⇒ (C=0)
(A1=1) ∧ (A2=1) ) ∧ (A3=1) ⇒ (C=0)
The procedure of examining tuples is as follows. The
first tuple in the database is read and the node
transition starts from processing node P1. Then, if
Yes-side branch is selected, the current node is
transferred to the next judgment node. If No-side
branch is selected, the current node is transferred to
processing node P2 to find other rules. The same
procedure is repeated until the node transition started
from the last processing node Pn is finished. After
examining the first tuple in the database, the second
tuple is read and the node transition starts from
processing node P1 again. Finally, all the tuples are
examined by repeating the above node transitions.
Note
that the number of judgment functions (J1, J2,…)
equals the number of attributes (A1, A2,…) in the
database.
3.3 Sub attributes Utilization
Network connection data have their own
characteristics, such as discrete and continuous
attributes, and these attribute values are important
information that cannot be lost. We introduce a sub
attribute-utilization mechanism concerning binary,
symbolic and continuous attributes to keep the
completeness of data information. Binary attributes
are divided into two sub attributes corresponding to
judgment functions. For example, binary attribute A1
(=land) was divided into A_11 (representing land=1)
and A_12 (representing land=0). The symbolic
attribute was divided into several sub attributes,
while the continuous attribute was also divided into
three sub attributes concerning the values represented
by linguistic terms (low, middle, and high) of fuzzy
membership functions predefined for each continuous
attribute. Figure 3 shows a division example of the
three attributes.diagram
In the conventional GNP-based class-association
rule mining, only discrete attributes with value 1 are
considered. In the proposed method, all the values
such as 0 and 1 for binary attributes and text values
for symbolic attributes are considered.
3.4 Rule Extraction by GNP with Fuzzy Membership
Functions
GNP examines the attributes of tuples at
judgment nodes and calculates the measurements of
association rules at processing nodes [7]. Judgment
nodes judge the values of the assigned sub attributes,
e.g., Land=1, Protocol=tcp, etc. The GNP-based
fuzzy class-association rule mining with sub attribute
utilization successfully combines discrete and
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continuous values in a single rule. An example of the
node transition in the proposed method is shown in
Figure 4. P1 is a processing node that serves as a
starting point of class association rules and connects
to a judgment node. The Yes-side of the judgment
node is connected to another judgment node, while
the No-side is connected to the next processing node.
Judgment nodes shown here have the functions that
examine the sub attributes including both discrete and
continuous attributes. In Figure 4, judgment node J1
examines the value of thebinary sub attribute land=1,
J2 examines the value of the symbol sub attribute
protocol=tcp, and J3 examines the fuzzy membership
value of the continuous sub attribute count=Low. In
the case of binary and discrete attributes (J1 and J2),
GNP selects Yes-side branch and goes to the next
judgment node if “land=1 is Yes” or “count=Low is
Yes,” otherwise, the current node is transferred to
processing node P2 to start examining other rules. In
the case of continuous attribute (J3), after calculating
the fuzzy membership value of the sub attribute, the
value is regarded as a probability of selecting Yesside branch. When No-side branch is selected, the
current node is transferred to processing node P2.
The total number of tuples moving to Yes-side at
each judgment node is memorized in the processing
node from which rule extraction starts. In Fig. 4, N is
the number of total tuples
in the database, and a, b, and c are the number of
tuples moving to Yes-side at each judgment node. In
an application of misuse detection, the training
database contains both normal connections and
several kinds of intrusion connections. Thus, GNP
examines all the tuples of the connections in the
database and counts the numbers a, b, c, a(1), b(1),
c(1), a(2), b(2), and c(2), where a, b, and c are the
numbers of tuples moving to Yes-side at the
judgment nodes, a(1), b(1), and c(1) are those with
class C=1 (normal) and a(2), b(2), and c(2) are those
with class
C =2 (intrusion).
Table 1
Result of Crisp Data Mining with K=0.5 Intrusion
Detection

From the above experiment, it is able to create a rule
thatcould successfully classify all 773 sample
network connections. Along with this, it also
classifies 181 normal connections and 13 as network
connection attacks among 194 normal connections.
For the same intrusion detection
connections 579 our Intrusion Detection System(IDS)
classifies 15 as normal connection and 564 as
intrusion connection. Figure 6 shows different
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parameter analysis for sample data.
5. CONCLUSION
The paper represents an efficient
Intrusion-Detection model based on Fuzzy ClassAssociation rule mining using Genetic Network
Programming from KDD99CUP data set. Discrete
and continuous attributes are consistently used to
extract many good rules for
classification. In future Deterministic Finite State
Automata (DFA) can be used on binary attributes to
detect intrusion of network connections.
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ABSTRACT- A Privacy-Preserving Location proof
Updating System (APPLAUS) in which colocated
Bluetooth enabled mobile devices mutually generate
location proofs and send updates to a location proof
server. Periodically changed pseudonyms are used by
the mobile devices to protect source location privacy
from each other, and from the untrusted location proof
server. We also develop user-centric location privacy
model in which individual users evaluate their location
privacy levels and decide whether and when to accept
the location proof requests. In order to defend against
colluding attacks, we also present betweenness rankingbased and correlation clustering-based approaches for
outlier detection. APPLAUS can be implemented with
existing network infrastructure, and can be easily
deployed in Bluetooth enabled mobile devices with little
computation or power cost. Extensive experimental
results show that APPLAUS can effectively provide
location proofs, significantly preserve the source
location privacy, and effectively detect colluding
attacks.
Index Terms—Location-based service, location proof server
location privacy, pseudonym, colluding attacks
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require users to provide past location proofs [6], such as auto
insurance in which auto insurance companies offer discounts
to drivers who can prove that they take safe routes during their
daily commutes, police investigations in which detectives are
interested in finding out if a person was at a murder scene at
some time, and location-based social networking in which a
user can ask for a location proof from the service requester
and accepts the request only if the sender is able to present a
valid location proof. The common theme across these location
sensitive applications is that they offer a reward or benefit to
users located in a certain geographical location at a certain time.
Thus, users have the incentive to cheat on their locations.

PRELIMINARIES
In this paper focus on mobile networks where mobile
devices such as cellular phones communicate with each other
through Bluetooth. In our implementation, mobile devices
periodically initiate location proof requests to all neighboring
devices through Bluetooth. After receiving a request, a mobile
node decides whether to exchange location proof, based on its
own location proof updating requirement and its own privacy
consideration.
Pseudonym

I. INTRODUCTION
Location-based services take advantage of user location
information and provide mobile users with various resources
and services. Nowadays, more and more location-based
applications and services require users to provide location
proofs at a particular time. For example, “Google Latitude”
and “Loopt” are two services that enable users to track their
friends’ locations in real time. These applications are locationsensitive since location proof plays a critical role in enabling
these applications.
There are many kinds of location-sensitive
applications. One category is location-based access control.
For example, a hospital may allow patient information access
only when doctors or nurses can prove that they are in a
particular room of the hospital [2].

As commonly used in many networks, we consider
an online Certification Authority (CA) run by independent
trusted third party which can preestablish credentials for the
mobile devices. Similar to many pseudonym approaches, to
protect location privacy, every mobile node i registers with
the CA by preloading a set of M public/private key pairs.
Threat Model
We assume that an adversary aims to track the
location of a mobile node. An adversary can have the same
credential as a mobile node and is equipped to eavesdrop
communications. We assume that the adversary is internal,
passive, and global. By internal, we mean that the adversary is
able to compromise or control individual mobile device and
then communicate with others to explore private information,
or individual devices may collude with each other to generate
false proofs.
Location Privacy Level

Another class of location-sensitive applications

In this paper, we use multiple pseudonyms to
100
preserve location privacy; i.e., mobile nodes periodically
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change
the pseudonym used to sign messages, thus reducing
their long term linkability. To avoid spatial correlation of their location privacy by changing pseudonyms in regions called
location, mobile nodes in proximity coordinate pseudonym mix zones.
changes by using silent mix zones [7], [8], or regions where
the adversary has no coverage [4]. Without loss of generality, III. MODELING AND ALGORITHM
we assume each node changes its pseudonyms from time to
time according to its privacy requirement. If this node changes THE LOCATION PROOF UPDATING SYSTEM
its pseudonym at least once during a time period (mix zone), a
In this section, we introduce the location proof
mix of its identity and location occurs, and the mix zone updating architecture, the protocol, and how mobile nodes
becomes a confusion point for the adversary.
schedule their location proof updating to achieve location
privacy in APPLAUS.

II. RELATED WORK
Architecture
Recently, several systems have been proposed to provide
end users the ability to prove that they were in a particular
place at a particular time. . The solution in relies on the fact
that nothing is faster than the speed of light in order to
compute an upper bound of a user’s distance. Capkun and
Hubax [5] propose challenge-response schemes, which use
multiple receivers to accurately estimate a wireless node
location using RF propagation characteristics. In [3], the
authors describe a secure localization service that can be used
to generate unforgeable geotags for mobile content such as
photos and video. However dedicated measuring hardware or
high-cost trusted computing module are required. Saroiu and
Wolman [6] propose a solution suitable for third-party
attestation, but it relies on a PKI and the wide deployment of
WiFi infrastructure. Different from these solutions,
APPLAUS uses a peer-to-peer approach and does not require
any change to the existing infra-structure. . However, this
service does not reveal the actual location information to the
service provider thus can only provide location proofs
between two users who have actually encountered. APPLAUS
can provide location proofs to third-party by uploading real
encounter location to the untrusted server while maintaining
location privacy. All the above techniques cloak a node’s
locations with its current neighbors by trusted central servers
which is vulnerable to DoS attacks or to be compromised.
Different from them, our approach does not require the
location proof server to be trustworthy. There are lots of
existing works on location privacy in wireless networks. In
[11], the authors propose to reduce the accuracy of location
information along spatial and/or temporal dimensions. This
basic concept has been improved by a series of works [10],
[12]. All the above techniques cloak a node’s locations with
its current neighbors by trusted central servers which is
vulnerable to DoS attacks or to be compromised. Different
from them, our approach does not require the location proof
server to be trustworthy. Xu and Cai [30] propose a feelingbased model which allows a user to express his privacy
requirement. One important concern here is that the spatial
and temporal correlation between successive locations of
mobile nodes must be carefully eliminated to prevent external
parties from compromising their location privacy. The
techniques in [1], [9] achieve

In APPLAUS, mobile nodes communicate with
neighboring nodes through Bluetooth, and communicate with
the untrusted server through the cellular network interface.
Based on different roles they play in the process of location
proof updating, they are categorized as Prover, Witness,
Location Proof Server, Certificate Authority or Verifier. The
architecture and message flow of APPLAUS is shown in Fig.
1.
.

Prover: the node who needs to collect location proofs
from its neighboring nodes. When a location proof is
needed at time t, the prover will broadcast a location
proof request to its neighboring nodes through
Bluetooth. If no positive response is received, the
prover will generate a dummy location proof and
submit it to the location proof server.

.

Witness: Once a neighboring node agrees to provide
location proof for the prover, this node becomes a
witness of the prover. The witness node will generate a
location proof and send it back to the prover.

.

Location proof server: As our goal is not only to
monitor real-time locations, but also to retrieve history
location proof information when needed, a location
proof server is necessary for storing the history location
proofs.

Fig 1: Location proof updating architecture and message flow.
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• Every mobile having Bluetooth system it’s to send
request to the arounding Bluetooth devices give
latitude in present location.
• After receiving latitude of Bluetooth system it will
send the latitude and longitude value to the server.
• Server not only monitor real time location and Also
retrieve history location proof information.
• In this data loading into the server and is transfer to
certificate verified location.
• Every mobile node registers with the CA and pre-loads
a set of public and private key pairs before entering
the network.
• Verifier to verify the latitude and longitude value and
produced witness of the user location.
• This system effectively find the colluding attacks.
Protocol
When a prover needs to collect location proofs at time t, it
executes the protocol to obtain location proofs from the
neighboring nodes within its Bluetooth communication range.
Each node uses its M pseudonyms PiM¼1 as its identity
throughout the communication. The prover broadcasts a
location proof request to its neighboring nodes through
Bluetooth according to its update scheduling. The request
should contain the prover’s current pseudonym P prov, and a
random number Rprov.
The witness decides whether to accept the location proof
request according to its witness scheduling. Once agreed, it
will generate a location proof for both prover and itself and
send the proof back to the prover. This location proof includes
the prover’s pseudonym Pprov, prover’s random number Rprov,
witness’s current time stamp T witt, witness’s pseu-donym Pwitt,
and their shared location L. This proof is signed and hashed
by the witness to make sure that no attacker or prover can
modify the location proof and the witness cannot deny this
proof. It is also encrypted by the server’s public key to
prevent from traffic monitoring or eavesdropping.
After receiving the location proof, the prover is responsible
for submitting this proof to the location proof server. The
message also includes prover’s pseudonym P prov and random
number Rprov, or its own location for verification purpose. An
authorized verifier can query the CA for location proofs of a
specific prover. This query contains a real identity and a time
interval. The CA first authenticates the verifier, and then
converts the real identity to its corresponding pseudonyms
during that time period and retrieves their location proofs
from the server. In order not to expose correlation between
pseudonyms to the location server, CA will always collect
enough queries from k different nodes before a set of queries
are sent out.

Kalasalingam Institute of Technology

Fig. 2. Example of individual pseudonym update versus entire
node update.

Definition 1 (Separation of privacy knowledge). The
knowledge of the privacy information is separately
distributed to the location proof server, the CA, and
the verifier. Thus, each party only has partial
knowledge.
The privacy property of our protocol is ensured by the
separation of privacy knowledge: the location proof server
only knows pseudonyms and locations, the CA only knows
the mapping between the real identity and its pseudonyms,
while the verifier only knows the real identity and its
authorized locations. Attackers are unable to learn a user’s
location information without integrating all the knowledge.
Therefore, compromising either party of the system does not
reveal privacy information.
Scheduling Location Proof Updates
As discussed before, the adversary may obtain
complete coverage and track nodes throughout the entire
network, by compromising the location proof server and
obtain all history location proofs. Therefore, we need to
appropriately design and arrange the location proof updating
schedules for both prover and witness so that no source
location information related to individual user is revealed
even if the server is compromised.
Algorithm 1. Location Proof Update Scheduling for the
prover
Input: updating parameter _;
generate M distinct parameter _1; _2; _ _ _ ; _M such
that _1 þ _2 þ _ _ _ þ _M ¼ _
for each pseudonym i do
while current timestamp t follows Poisson
distribution with _i do
send location proof request
if request is accepted then
submit location proof
else
generate and submit dummy proof
end if
end while
end for
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SINRij =
k_=i Pk · gkj + N
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interfaces.
We observe
the CPU
utilization reaches the highest level of 10 percent when a
location proof packet is generated, in which heavy
computations
such
as
authenti-cation
and
encryption/decryption are involved.

CONCLUSIONS
The difference between them indicates the privacy loss if this
location proof request is accepted. The location proof request
is only accepted when the privacy loss is less than a
predefined threshold. The drawback of the user-centric model
is that nodes may have misaligned incentives (i.e., different
privacy requirement), which can lead to failed attempts to
obtain enough location proofs. We use dummy proofs in
Algorithm 1 to deal with failed attempts. The detailed
scheduling protocol for witness is presented in Algorithm 2.
Algorithm 2. Scheduling Location Proof Updates at
Witnesses
Input: time t of incoming location proof request;
1: calculate location privacy loss _ assuming the
incoming request is accepted
2: if _ > _, _ is pre-defined location privacy loss threshold
then
3:
deny location proof request
4: else
5:
accept location proof request
6: end if

IV. PERFORMANCE EVALUATION

Fig 3:Power consumption for different Bluetooth status

It measure the CPU utilization of our client code using a
monitoring application, which allows one to monitor the CPU
usage of all the processes running on the phone. When the
application is in standby, the CPU utilization is about 0.5
percent, indicating that listening to incoming Bluetooth
inquiries requires very low computa-tion. The CPU utilization
goes to 3 and 5 percent, respectively, when communicating
with another device and with the server, due to using different

In this paper, we proposed a privacy-preserving location proof
updating system called APPLAUS, where colocated Bluetooth
enabled mobile devices mutually generate loca-tion proofs
and upload to the location proof server. We use statistically
changed pseudonyms for each device to protect source
location privacy from each other, and from the untrusted
location proof server. We also develop a user-centric location
privacy model in which individual users evaluate their
location privacy levels in real time and decide whether and
when to accept a location proof exchange request based on
their location privacy levels. To the best of our knowledge,
this is the first work to address the joint problem of location
proof and location privacy. To deal with colluding attacks, we
proposed betweenness ranking based and correlation
clustering-based approaches for outlier detection. Extensive
experimental and simulation results show that APPLAUS can
provide real-time location proofs effectively. Moreover, it
preserves source location privacy and it is collusion resistant.
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Abstract—The enormous amount of information stored in
unstructured texts cannot simply be used for further processing
by computers, which typically handle text simple sequences of
character strings. Therefore, speciﬁc (pre-) processing methods
and algorithms are required in order to extract useful patterns.
Text mining refers generally to the process of extracting
interesting information and knowledge from unstructured text.
In this article, we discuss text mining as a young and
interdisciplinary ﬁeld in the intersection of the related areas
information retrieval, machine learning, microblogging,
particle filtering, and especially data mining. This paper
reports the comparison and summary of various researches in a
Social Network.
Keywords: Text Mining, Machine Learning, Microblogging, Data
Mining, Social Network.

I. INTRODUCTION
The amount of data kept in computer files and data bases
is growing at a phenomenal rate. At the same time users of
these data are expecting more sophisticated information
from them. A marketing manager is no longer satisfied with
the simple listing of marketing contacts but wants detailed
information about customers’ past purchases as well as
prediction of future purchases. Simple structured / query
language queries are not adequate to support increased
demands for information. Data mining steps is to solve these
needs. Data mining is defined as finding hidden information
in a database alternatively it has been called exploratory data
analysis, data driven discovery, and deductive learning .In
the data mining communities, there are three types of
mining: data mining, web mining, and text mining. The
mining data may vary from structured to unstructured. Data
mining mainly deals with structured data organized in a
database while text mining mainly handles unstructured
data/text. Web mining lies in between and copes with semi
structured data and/or unstructured data. The definition of
Text Data can be simple: It is equivalent to text analytics,
refers
to
the
process
of
deriving
highquality information from text. In this paper we describe text
mining as a truly interdisciplinary method drawing on
information retrieval, machine learning, and especially data
mining..
1

http://www.techcrunch.com/2009/08/03/twitter-reaches44.5-million-people-worldwide-in-june-comscore/
2
According to a report from Nielsen.com.

We are focusing on reporting systems of an earthquake in a
real time nature in a social network called twitter. Target
event is detected and classified by using keywords in tweets
that we are going to use.
II. TEXT MINING
Text mining (TM) seeks to extract useful information
from a collection of documents. The tasks of text mining
includes,
Information Retrieval: Retrieval of documents in response
to a “query document”(as a special case, the query document
can consist of a few keywords)
Document Classification: It defines Classification of
documents into predefined categories (classes).
Organizing documents: Unsupervised process through
which documents are classified into groups called clusters.
Information Extraction: Information Extraction involves
identification of certain entities in the text, their extraction
and representation in a pre-specified format.
III. TWITTER
Twitter, a popular micro-blogging service, has received
much attention recently. It is an online social network used
by millions of people around the world to stay connected to
their friends, family members and co-workers through their
computers and mobile phones. Twitter asks one question,
”What are you doing?” Answers must be fewer than140
characters. A status update message, called a tweet, is often
used as a message to friends and colleagues. A user can
follow other users; and her followers can read her tweets.
which renders the links of the network as directed. Twitter
users have increased rapidly. They are currently estimated as
44.5 million worldwide1. Monthly growth of users has been
1382% year-on-year, which makes Twitter one of the
fastest-growing sites in the world2. Twitter is categorized as
a micro-blogging service. Micro-blogging [1] is a form of
blogging that allows users to send brief text updates or
micro-media such as photographs or audio clips. It analyze
the network structure of the twitter. By mapping each user’s
latitude and longitude to a continent location we can extract
the origin and destination location for every edge.
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An important common characteristic among micro-blogging
services is its real-time nature. We detect such event
occurrence in real-time by monitoring tweets?” [7]. It
proposes an event notification system that monitors tweets
and delivers notification promptly.
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as a particularly challenging [10] task on Twitter. Due to
their terse nature, tweets often lack enough contexts to
identify the types of the entities they contain. most words
found in tweets are not part of an entity, we need a larger
annotated dataset to effectively learn a model of named
entities.

A. Application of Twitter
B. Particle filtering by Bayesian tracking
"Why Twitter?" is definitely the most popular follow-up
question. There are many great uses for Twitter, but even
once you understand that Twitter has grown beyond a
micro-blogging service to become a social messaging
platform, it can still leave you wondering why you might
want to use it.
Several of the benefits of Twitter and why they can
help your businesses succeed.
 Personal
 Market Research
 Free Press Release
 Customer Satisfaction
Developing Your Business on Twitter
IV. LITERATURE SURVEY
To detect a target event from Twitter, we search from
Twitter and find useful tweets. Some tweets are not truly
descriptions of the target event, but they are not real-time
reports of the events. Therefore, it is necessary to clarify that
a tweet is truly referring to an actual contemporaneous
earthquake occurrence, which is denoted as a positive class.
A. Event detection by Semantic Analysis
It is analyzed[8] that particular properties of learning with
text data and identifies why SVM’s are useful for this tasks.
They are fully automatic, eliminating the need for manual
automatic tuning. The first step is to transform the
documents which typically of strings of characters into a
representation suitable for learning algorithm and the
classification task.Information retrieval research suggests
that the word stem works very well..
SVM works well for text categorization because of High
dimensional input space, few irrelevant features, Document
vectors are sparse, Most text categorization problems are
linearly separable. Location estimation[22] is important in
ubiquitous computing because location is an important part
of a user’s context.
It is generally understood as the task of identifying
mentions of rigid designators[9] from text belonging to
named-entity types such as persons, organizations and
locations Proposed solutions to NER fall into three
categories: 1) The rule-based 2) the machine learning and 3)
hybrid methods. NER task can be naturally divided into two
subtasks, i.e., boundary detection and type classification.
Related work can be roughly divided into three categories:
NER on tweets, NER on non-tweets
Given a tweet as input, our task is to identify both the
boundary and the class of each mention of entities of
predefined types. Named entity classification was identified

A more advanced algorithm with re-sampling difference
equations are used to model the evolution of the system with
time, and measurements are assumed to be available at
discrete times. For dynamic state estimation [11], the
discrete-time approach is widespread and convenient. The
state-space approach to time-series modeling focuses
attention on the state vector of a system. The state vector
contains all relevant information required to describe the
system under investigation. For example, in tracking
problems, this information could be related to the kinematic
characteristics of the target.
The sequential importance sampling (SIS) algorithm is a
Monte Carlo (MC) method that forms the basis for most
sequential MC filters developed over the past decades. The
key idea is to represent the required posterior density
function by a set of random samples with associated weights
and to compute estimates based on these samples and
weights.
C. Information Diffusion
People share their experiences and opinions about
products and services in their blogs and knowledge-sharing
sites. The regarding knowledge-sharing sites, relations
among customers are analyzed in various ways. Information
about customer experiences flows through social relations
[12]. Users share their experiences with their friends and
colleagues. They might exchange that information with their
friends online. We must describe the evolution model of
trust and rating.
Researchers, identified influentials on Twitter, we have
ranked users by the number of followers and by PageRank
[3] and found two rankings to be similar. If we rank by the
number of retweets, then the ranking differs from the
previous two rankings, indicating a gap in influence inferred
from the number of followers and that from the popularity of
one’s tweets. Ranking by retweets exposes the influence of
other media in a novel perspective. We have trending topics
and reported on the temporal behavior of trending topics and
user participation. We then classify the trending topics based
on the active period and the tweets and show that the
majority (over 85%) of topics are headline or persistent news
in nature
Strong earthquakes are often preceded by a period of
accelerating seismic activity expressed by intermediate
magnitude earthquakes [13], namely ‘preshocks’. It has been
shown that a proper measure of the process, described, is the
Benioff strain. It represents a reliable measure of the
preshock seismicity at time t. The main purpose of the
present paper is to identify elliptical critical regions
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associated with strong (M>6.0) earthquakes in particular and
surrounding area.
D. Relation between each other in social networks
The linked structures of social networks do not reveal
actual interactions among people. Scarcity of attention and
the daily rhythms of life and work makes people default to
interacting with those few that matter and that reciprocate
their attention. The study of social interactions [2] within
Twitter reveals that the driver of usage is a sparse and
hidden network of connections underlying the declared" set
of friends and followers. In order to find out how relevant a
list of \friends" is to members of the network; we collected
and analyzed a large data set from the Twitter social
network.
The Microblogging covers either general suggestions on
how to use Twitter [6] in the classroom or analyses
properties of the network and conversations without a focus
on learning.
E. Emerging topics on twitter
We recognize the primary role of Twitter and a novel
topic detection technique was proposed that permits to
retrieve in real-time the most emergent topics expressed by
the community [14]. First, we extract the contents (set of
terms) of the tweets and model the term life cycle according
to a novel aging theory intended to mine the emerging ones.
A term can be defined as emerging if it frequently occurs in
the specified time interval and it was relatively rare in the
past. In this system, as information producers, people post
tweets for a variety of purposes, including daily chatter,
conversations, sharing information/URLs and reporting
news, defining a continuous real-time status stream about
every argument. we recognize this primary information role
of Twitter and provide a new method to extract the emerging
topics by analyzing in real-time the emerging terms
expressed by the community. The real-time social content
can also be seen as a sensor that captures what is happening
in the world
The Retweeting [4] has become a convention inside
Twitter, participants retweet using different styles and for
diverse reasons. retweeting, has yet to be analyzed.
Structurally, retweeting is the Twitter-equivalent of email
forwarding where users post messages originally posted by
others. This convention has no uniform grammar.
Retweeting is also an important practice to analyze because
of the larger issues it raises concerning authorship,
attribution, and communicative fidelity.
The Twitter is indeed used extensively for political
deliberation [5].We find that the mere number of messages
mentioning a party reflects the election result. Moreover,
joint mentions of two parties are in line with real world
political ties and coalitions. An analysis of the tweets’
political sentiment demonstrates close correspondence to the
parties' and politicians’ political positions indicating that the
content of Twitter messages plausibly reflects the offline
political landscape. First, we examine whether Twitter is a
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vehicle for online political deliberation by looking at how
people use microblogging to exchange information about
political issues. Second, we evaluate whether Twitter
messages reflect the current offline political sentiment in a
meaningful way. Third, we analyze whether the activity on
Twitter can be used to predict the popularity of parties or
coalitions in the real world.
A connect measures of public opinion measured from
polls with sentiment measured from text [15]. We analyze
several surveys on consumer confidence and political
opinion over the 2008 to 2009 period, and find they correlate
to sentiment word frequencies in contemporaneous Twitter
messages. We find that a relatively simple sentiment
detector based on Twitter data replicates consumer
confidence and presidential job approval polls.
A semantic and distributed approach of micro-blogging
[17] describes the features, methods and architecture of a
distributed Semantic Web microblogging system, as well as
the implementation of an initial prototype of this concept
that provides ways to leverage microblogging with the
Linked Data Web guidelines.
F. e-Learning
The reason which was furthermore mentioned are fast and
easy community building in e-learning. The world will turn
more and more mobile. Knowledge workers will act in a
global world without static borders. They interact more and
more in virtual teams [16], distributed all over the world.
Mobile learning can also be defined as learning with books
because they are mobile too, but today mobile learning often
means learning with digital mobile devices like PDAs or cell
phones.
G. Search Engine Queries
The measure of spatial dispersion, indicating whether it
has highly local interest or broader regional or national
appeal. interest in a topic can be tight diffusely over a
broader region [18]; it can have one geographic “center” or
several; it can move over time. To characterize queries
according to this continuum of possible geographic traits, we
need a model and a source of data rich enough to be able to
discover subtle distinctions in ‘spatial properties’
concentrated at a particular location or spread. This model is
probabilistic.
More research work is conducted on weblogs, which
considers blogs not only as a new information source, but
also as an appropriate tested for many novel research
problems and algorithms. Weblogs were considered as
online diaries published and maintained [19] by individual
users, ordered chronologically with time stamps, and usually
associated with a profile of their authors. Compared with
traditional media such as online news sources (e.g., CNN
online) and public websites maintained by companies or
organizations (e.g., Yahoo!), weblogs have several unique
characteristics: 1) the content of weblogs is highly personal
and rapidly evolving. 2) Weblogs are usually associated with
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the personal information of their authors, such as age,
geographic location.
H. Flickrs
Methods were investigated for placing photos uploaded to
Flickr on the World map [20]. Due to the massive
production of affordable GPS-enabled.
Cameras and mobile phones, location metadata such as
latitude and longitude are automatically associated with the
content generated by users. Users have the opportunity to
spatially organize and browse their personal media, and
photo sharing services are leading the growing enthusiasm
for personal location-awareness
Semantics of tags was extracted and, unstructured textlabels assigned to resources on the Web, based on each tag’s
usage patterns [21]. Tags usually manifest in the form of a
freely-chosen, short list of keyword associated by a user
with a resource such as a photo, web page, or blog entry.
Some researchers search query’s dominant location
(QDL) and propose a solution to correctly detect it. QDL is
geographical location(s) associated with a query in collective
human knowledge [23], i.e., one or few prominent locations
agreed by majority of people who know the answer to the
query. Challenges in detecting queries’ dominant locations
lie in that QDL is a subjective and collective measure. It is
the location existing in the collective human knowledge. The
location name contained in the query string may or may not
mean a geographical location.
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3. They have both spatial and temporal
regions (so that real-time location estimation is possible).
Such events include social events such as large parties,
sports events, exhibitions, accidents, and political
campaigns. They also include natural events such as storms,
heavy rains, tornadoes, typhoons/hurricanes/cyclones and
earthquakes. We designate an event we would like to detect
using Twitter as a target event. In this section, we explain
how to detect a target event using Twitter. First, we crawl
tweets including keywords related to a target event. From
them, we extract tweets that certainly refer to a target event
using devices that have been trained with machine learning.
Second, we detect a target event and estimate the location
from those tweets by treating Twitter users as “social
sensors.”
B. Temporal Model
Each tweet has its own post time. When a target event
occurs, how do the sensors detect the event? We describe the
temporal model of event detection.
First, we examine the actual data that presents the
respective quantities of tweets for a target event: an
earthquake. It is apparent that spikes occur in the number of
tweets. Each corresponds to an event occurrence.
Specifically regarding an earthquake, more than 10
earthquakes occurred during the period. The distribution is
apparently an exponential distribution
C .Spatial Model

V. PROPOSED SCHEME
We present an investigation of the real-time nature of
Twitter that is designed to ascertain whether we can extract
valid information from it. We propose an event notification
system that monitors tweets and delivers notification
promptly using knowledge from the investigation. In this
research, we take three steps: first, we crawl numerous
tweets related to target events; second, we propose
probabilistic models to extract events from those tweets and
estimate locations of events; finally, we developed an
earthquake reporting system that extracts earthquakes from
Twitter and sends a message to registered users.

Each tweet is associated with a location. We describe a
method that can estimate the location of an event from
sensor readings.
A Particle filter is used here for estimating the target
location. The Sequential Importance Sampling (SIS)
algorithm is a Monte Carlo method that forms the basis for
particle filters. The SIS algorithm consists of recursive
propagation of the weights and support points as each
measurement is received sequentially. Techniques has been
made for the fast process. Therefore, we must decrease the
time complexity of methods used for location estimation.
V.CONCLUSION

A. Semantic Analysis of Tweets
We are detecting an event here. As described in this
paper, we target event detection. An event is an arbitrary
classification of a space-time region. An event might have
actively participating agents, passive factors, products, and a
location in space/time. We target events such as earthquakes,
typhoons, and traffic jams, which are readily apparent upon
examination of tweets. These events have several properties.
1. They are of large scale (many users
experience the event).
2. They particularly influence the daily life of
many people (for that reason, people are induced to tweet
about it)

This paper has provided a more current evaluation and
update of text mining research available. In this article, we
tried to give a brief introduction to the broad ﬁeld of text
mining .Therefore, we motivated this ﬁeld of research, gave
a more formal deﬁnition of the terms used herein and
presented a brief overview of currently available text mining
methods, their properties and their application to speciﬁc
problems. Even though, it was impossible to describe all
algorithms and applications in detail within the (size)limits
of an article, we think that the ideas discussed and the
provided references should give the interested reader a rough
overview of this ﬁeld and several starting points for further
studies.
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ABSTRACT
Remote sensor system is gathering of vast amounts of wire-less sensor hubs to gather data from their sensing
ter-down pour. Remote sensor hubs are electric cell controlled mechanisms energy saving is dependably critical to the
lifetime of remote sensor net-work. As of late numerous calculations are accessible to track energy saving issues in remote
sensor system to expand life time of system the calculations are top-down methodology and lowest part up approach yet
there are issues with this systems. The master postured procedure is a deferral cognizant strategy for remote sensor
network utilizing customary rest and wake periods. The target of proposed system structure is to minimize delay and to
increase lifetime of remote sensor system. The proposed system formation procedure is rest and wake period with topdown approach
links. The sensing nodes known as ’’motes‟ are represented
Keywords:
by black spheres and are responsible for observing the
Top-Down approach, Bottom-Up approach, Sleep and
surrounding environment whereas the cube represents a
Wake Periods.
control node known as ”sink‟ which serves as the base
station.
INTRODUCTION
RELATED WORK
Solid versatility, far reaching sensing scope, and
In remote sensor system most extreme vigor is used in
high fault tolerance are a percentage of the one of a kind
wire-less communication. The vigor used is specifically
points of interest of wire-less sensor systems. Remote
proportional to relating separation. The long separation
sensor systems comprise of large amounts of remote sensor
correspondence of node with base station is bad thought.
hubs, which are minimal, light-weighted, and electric cell
One approach to lessen energy is by utilizing grouping
controlled units that could be utilized as a part of virtually
calculation. The Clustering algorithm works as follows
nature. In light of these extraordinary characteristics, sensor
1)Organization of hubs into group. 2)With the bunch one
hubs are typically conveyed close to the focuses of
node chose as group head and other are bunch part. 3)The
investment in order to do short proximity sensing.The
cluster head gather information from bunch part, join
information gathered will undergoing-system techniques
together packet by utilizing data/decision combination
and after that come back to the client who is usually located
strategy. Submit intertwined information to remote base
in a remote site. More often than not, remote sensor nodes
station.
are found in compelling situations, where are excessively
Here bunch head just take an interest in long transmission
unfriendly for maintenance. Sensor hubs must monitor their
therefour energy of other hub is reduced.Research has been
rare vigor by all means and stay animated with a specific
directed on reducing vigor by forming cluster with proper
end goal to keep up the obliged sensing scope of the
system structure. Heinzelman et al. Proposed a bunching
environment.[1]generally bunching is utilized to spare the
calculation called LEACH Low-Energy adaptive Clustering
vigor of the hub. A network with grouping is accumulation
Hierarchy [1]. The LEACH convention is a hierarchical
of numerous bunches. Inside each cluster there is bunch
convention in which most hubs transmit to cluster heads.
head(CH) and group member(CM). The cluster head is
The operation of the LEACH convention comprises of two
dependable to gather information from group member
phases:
directly or in multihop way. By utilizing this the amount of
1)The Setup stage. In setup stage the bunch heads are
node involved in transmission is reduced there four obliged
selected. The group head aggregate, layer, forward
vigor is also least.Wireless sensor network (WSN) is an
information bundle to the base station. Every hub verifies if
emerging technology that has resulted in a variety of
it will become a group head, in this round, by utilizing a
applications. Many applications such as health care,
stochastic algorithm at each one round. Assuming that a
medical diagnostics, disaster management, military
hub turns into a group head for one time, it can't get to be
surveillance and emergency response have been deploying
bunch set out again toward q rounds, where q is the craved
such networks as their main monitoring framework.
rate of group heads. From that point, the probability of a
Basically, a wireless sensor network consists of a number
hub to wind up a cluster head in each one round is1/q. This
of tiny sensor nodes connected together through wireless
turn of bunch heads prompts an adjusted energy
links. Some more powerful nodes may operate as control
consumption to all the hubs and thus to a more extended
nodes called base stations. Often, the sensing nodes are
lifetime of the system.The Steady State Phase. In the
referred to as ’’motes‟ while base stations are sometimes
Steady State phase, the information is sent to the base
called “sinks‟. Each sensor node can sense data such as
station. The length of time of the steady state stage is
temperature, humidity, pressure from its surroundings,
longer than the span of the setup phase in request to
conduct simple computations on the collected data and send
minimize overhead. Also, each one hub that is not a cluster
it to other neighboring nodes through the communication
head chooses the closest bunch head and joins that cluster.
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After that the group head makes a timetable for every hub
in its bunch to transmit its information. The principle
playing point of Leach is that it outflanks accepted
correspondence conventions, in terms of vigor dispersal,
simplicity of design, and system lifetime/quality of the
system. Giving such a low energy, wireless circulated
convention will help prepare in a WSN. How ever, LEACH
utilization single-jump steering where every node can
transmit specifically to the bunch head and the sink.
Therefore, it is not prescribed for systems that are conveyed
in large regions. Moreover, the dynamic bunching may
comes about to extra overhead, e.g. head changes,
promotions and so forth., which may lessen the addition in
vigor consumption. [2]Low-Energy Adaptive Clustering
Hierarchy Centralized (LEACH-C): The LEACH-C uses
the base station for cluster formation, not at all like
LEACH where hubs self-design them-selves into clusters.
Initially in the LEACH-C, the Base Station(BS) gets data in
regards to the area and energy level of every hub in the
system. After that, utilizing this information, the BS
discovers a decided beforehand number of bunch heads and
designs the system into clusters. The group groupings are
decided to minimize the vigor needed for non-group head
nodes to transmit their information to their separate bunch
heads. The changes of this calculation contrasted with
LEACH are the accompanying: 1)The BS uses its
worldwide learning of the network to transform groups that
require less vigor for data transmission. Dissimilar to
LEACH where the amount of cluster heads differs from
round to adjust because of the absence of global
coordination around hubs, in LEACH-C the amount of
cluster heads in each one round equivalents a decided
beforehand optimal value.[2]Threshold delicate Energy
Efficient sensor Network protocol(TEEN): The TEEN is a
progressive convention intended for the conditions like
sudden changes in the sensed traits such as temperature.
The responsiveness is critical for time-critical applications,
in which the system is worked in a reactive mode. The
sensor system building design in TEEN is based on a
progressive assembling where closer hubs structure
bunches and this process goes on the second level until the
sink is reached. In this plan the bunch head telecasts to its
parts the hard Threshold (HT) and the Soft Threshold (ST).
The HT is a threshold esteem for the sensed characteristic.
It is irrefutably the value of the quality past which, the hub
sensing this worth must switch on its transmitter and report
to its bunch head. The ST is a little change in the quality of
the sensed ascribe which triggers the hub to switch on its
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transmitter and transmit. The nodes sense their
surroundings constantly. The first run through a parameter
from the quality set achieves its hard limit esteem, the node
switches on its transmitter and sends the sensed
information. The sensed value is archived in an inner
variable in the hub, called the sensed quality (SV). The
fundamental point of interest of TEEN is that it works well
in the conditions like sudden changes in the sensed
attributes, for example, temperature. Then again, in vast
area networks and when the amount of layers in the chain
of importance is small, TEEN has a tendency to expend a
great deal of vigor, due to long distance transmissions.
Additionally, when the amount of layers increases, the
transmissions get to be shorter and overhead in the setup
stage and also the operation of the system exist.[2]Lindsey
and Raghavendra proposed an alternate bunching algorithm
called PEGASIS Power-Efficient Gathering in Sensor
information Systems. The PEGASIS convention is chain
based protocol and change in LEACH convention. In
PEGASIS each hub correspond just with a close-by
neighbour to send and get bundle. It alternates transmitting
to the base station, thus reducing the measure of vigor used
for every round. By utilizing voracious calculation we can
structure a chain considering starting hub haphazardly or
base station. By minimizing the number of bunch heads,
the vigor expended in long distance transmission is further
minimized. In general, the PEGASIS protocol displays
twice or more execution in comparison with the LEACH
convention However, the PEGASIS protocol causes the
excess information transmission since one of the nodes on
the chain has been chosen. Not at all like LEACH, the
transmitting distance for the greater part of the hubs is
diminished in PEGASIS. Experimental effects indicate that
PEGASIS furnishes change by factor 2 contrasted with
LEACH convention for 50m x 50m network and change by
element 3 for 100m x 100m system. The PEGASIS
convention, be that as it may, has a basic issue that is the
redundant transmission of the information. The reason for
this issue is that there is no attention of the base stations
area about the vigor of hubs when one of hubs is chosen as
the head node.[2]Tan and Korpeoglu created PEDAP,
which is dependent upon the idea of a base crossing tree
(MST). Additionally minimizing the measure of long
separation transmission, the communication distances
around sensor hubs are minimized[1]. Fonseca etal.
Proposed the gathering tree convention (CTP). The CTP is
a kind of inclination based tracking convention which
utilizes expected transmissions (ETX) as its steering angle.
ETX is the number of needed transmissions of a bundle
vital for it to be received without lapse. Ways with low
ETX are required to have high throughput. Hubs in a
system utilizing CTP will always pick a way with the most
minimal ETX. By and large, the ETX of a path is
corresponding to the comparing way length. Therefore,
CTP can significantly decrease the correspondence
separations around sensor nodes[1]. Another critical
methodology is Top-Down approach. In top-Down
approach all hubs take an interest in transmission by using
this deferral might be minimized. The generally approach is
going to execute at base station. Base station is dependable
for all the exercises. The an alternate methodology is
Bottom-Up approach. In Bottom-Up methodology join the
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(4)
Here C1is steady. The Ej-TCR-TX(dj) could be further
expressed as

(5)
where Ej-TCR-EC is the vigor used by TCR's electronic
circuitry, while Ej-TCR-PA is the vigor devoured by power
amplifier of TCR both are consistent therefour (4) might be
expressed as
group of the same size to gather. It is adaptable than TopDown methodology. In Bottom-Up approach the base
station is chosen from around hubs depending on energy of
node.
DATA FUSION METHOD
Wireless Sensor system hold extensive number of remote
sensor nodes to gather data from different hubs. Remote
sensor nodes are electric cell fueled gadgets vigor sparing
is dependably important to the lifetime of remote sensor
system. Here we are going to arrange the remote hubs in
such way that the deferral is minimum and vigor of hub is
devoured less by utilizing different algorithm to sort out the
nodes. The calculation we are going to use Top-Down
methodology utilizing general rest and wake periods nodes.
The calculation we are going to use Top-Down
methodology utilizing general rest and wake periods.
1.1)Mathematical Model
Remote sensor hub could be made of utilizing three major
units, namely the microcontroller unit(MCU), the
transceiver unit(TCR), and the sensor board(SB). Each of
which expend a certain measure of vigor while working.
The vigor consumed by remote sensor hub i might be given
as
(1)
where Ej-MCU denotes vigor devoured by microcontrol
unit, Ej-TCR denotes vigor devoured by transreceiver and
Ej-SB denotes vigor by sensor board. The Ej-TCR can be
further classified as
(2)
here Ej-TCR-RX represents vigor devoured by
transreceiver in appropriating mode, while Ej-TCR-TX(dj)
speaks to energy consumed by the transreceiver to transmit
for separation of dj. The Total vigor devoured by a system
of N hubs is given by

(3)
Normally Ej-MCU, Ej-TCR, Ej-TCR –RX are consistent.
But Ej-TCR-TX(dj) is capacity of dj which is relies on
upon network structure. Therefour (3) might be adjusted as

(6)
Here C1and C2are steady Here (6) shows that aggregate
energy utilized of system could be minimized by
diminishing separation. To organize hub with least remove
the proposed calculation is top-Down methodology with
periodic rest and wake periods.
3.2 Top-Down Approach with periodic slumber and wake
periods
In this approach, the base station is accepted to
have the coordinates of all sensor hubs in the system. The
algorithm is set to execute at base station. At the last base
station will inform to all hubs make an information
association from the appropriate network structure. To
build the system for N = 20andn = 21is straightforward. For
systems with N = 2pnodes, p=2,3,.. the algorithm is
indicated below
1) The calculation begins with recognizing the entire
system as a completely joined system. In this paper, the
term connected refers to the presence of an information
connect between two wireless sensor hubs which is utilized
to transmit information bundles in the data collection
forms. Two remote sensor hubs are characterized as
disconnected from one another if there does not exist any
direct data interface between them. For a network of N =
2pnodes where p=2,3,.. every hub will begin with degree
equivalent to N − 1. The hubs will structure the set Gs=
1set k = N/2.
2) Select k hubs from set Hs= 1 to structure set Hs+ 1, such
that d2i,jis maximized. Here di,j represent geological
distance between hubs i and j. Whatever is left of the hubs
from Hs= 1 will from set Hs+1. The calculation will then
evacuate all connections among hubs inside Gs+ 1. Set
cycles s=s+1 and b=b/2.
3) Repeat step 2 until k < 2 set r.
4) Nodes with degree N-r structure set L. Hubs with degree
greater than N-r structure set U such that set L and set U
are of the same number of hubs. Every hub in set L is just
associated with a single hub in set U. Set r=r*2
5) Repeat step 4 until r=n
1.RESULT AND DISCUSSION
Top-Down methodology have some burden's as takes after
All nodes are taking part in the transmission by utilizing
this postponement can be minimized yet arrange lifetime
can't enhanced to improve this we can utilize rest and wake
period with top-down approach by utilizing this base hub
set to partake in the data transfer so lifetime of system is
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progressed. Steps in Sleep And Wake Period With TopDown Approach:
1) Initially All hubs are not partake in transmission. Only
few hubs are wake-up initially.
2) After some time rest hub gets to be initiate and take
participate in the transmission.
3) When the new hubs are added the way to impart to base
station is figured once again.
4) Likewise the working rest and wake period with topdown approach take place.
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Process., (IPDPS 2001), San Francisco, CA, Apr. 2001, pp.
20092015.
[10] A. Manjeshwar and D. P. Agrawal, APTEEN: A
hybrid protocol for efficient routing and comprehensive
information retrieval in wireless sensor networks, in Proc.
16th Int. Symp. Parallel Distrib. Process., (IPDPS 2002),
Fort Lauderdale, FL, Apr. 2002, pp. 195202. .

CONCLUSION
In this paper, a deferral mindful information
gathering system structure and formation calculation are
proposed. The proposed system formation calculation is
top-down methodology with slumber and wake periods.
The execution of proposed system calculation is com-pared
with top-down methodology. The proposed system
structure minimized postpone in correspondence and
increase lifetime of network. The proposed system structure
can profoundly diminish the data collection time while
keeping the aggregate correspondence distance and the
system lifetime at least values.
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computer. In a broader context, it implies
Abstract-This paper proposes a fast method
for car-license plate detection (CLPD) and
presents three main contributions. The first
contribution is that we propose a fast
vertical edge detection algorithm (VEDA)
based on the contrast between the grayscale
values, which enhances the speed of the
CLPD method. After binarizing the input
image using adaptive thresholding (AT), an
unwanted-line

elimination

algorithm

(ULEA) is proposed to enhance the image,
and then, the VEDA is applied. The second
contribution is that our proposed CLPD
method

processes

very-low-resolution

images taken by a web camera. After the
vertical edges have been detected by the

digital processing of any two dimensional
data. A digital image is an array of real or
complex numbers represented by a finite
number of bits. An image given in the form
of a transparency, slide, photograph or an Xray is first digitized and stored as a matrix of
binary digits in computer memory. This
digitized image can then be processed and/or
displayed on a high-resolution television
monitor. For display, the image is stored in a
rapid-access

buffer

memory,

which

refreshes the monitor at a rate of 25 frames
per second to produce a visually continuous
display.

II.

IMAGE

PROCESSING

FUNDAMENTAL

VEDA, the desired plate details based on
color information are highlighted. Then, the

1

candidate region based on statistical and

processing of the image in digital form.

logical operations will be extracted. Finally,

Modern cameras may directly take the

an LP is detected

image in digital form but generally images

Digital

image

processing

refers

are originated in optical form. They are
captured by video cameras and digitalized.

I. INTRODUCTION

The

The term digital image refers to processing

sampling, quantization. Then these images

digitalization

process

includes

of a two dimensional picture by a digital
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necessarily all of them.

which in the context of computer imaging

III.

PRO

are images with only the two colors, black,
and

POSED SYSTEM
This paper has three contributions: The
VEDA is proposed and used for detecting
vertical edges. In this paper, the color input
image is converted to a grayscale image, and
then, adaptive thresholding (AT) is applied
on the image to constitute the binarized
image. After that, the ULEA is applied to
remove noise and to enhance the binarized
image. Next, the vertical edges are extracted
by using the VEDA. The next process is to
detect the LP; the plate details are
highlighted based on the pixel value with the
help of the VEDA output. Then, some

white (also

called bilevel or binary

images). Grayscale images have many
shades of gray in between. Grayscale images
are also called monochromatic, denoting the
presence of only one (mono) color (chrome).
Grayscale images are often the result of
measuring the intensity of light at each pixel
in a single band of the electromagnetic
spectrum (e.g. infrared, visible

light,

ultraviolet, etc.), and in such cases they are
monochromatic

proper

when

only

a

given frequency is captured. But also they
can be synthesized from a full color image;
see the section about converting to grayscale

statistical and logical operations are used to
detect candidate regions and to search for

V.BINARIZATION

the true candidate region. Finally, the true
plate region is detected in the original

A binary

image is

a digital

image that has only two possible values for

image.

each pixel. Typically the two colors used for
a binary image are black and white though

IV. GRAYSCALE

any two colors can be used. The color used

In photography and computing,

for the object(s) in the image is the

a grayscale or greyscale digital image is an

foreground color while the rest of the image

image in which the value of each pixel is a

is the background color. In the document

single sample,

scanning industry this is often referred to as

that

is,

it

carries

only intensity information. Images of this

bi-tonal.

sort, also known as black-and-white, are

Binary images are also called bi-

composed exclusively of shades of gray,

level or two-level. This means that each

varying from black at the weakest intensity

pixel is stored as a single bit (0 or 1). The

to white at the strongest.

names black-and-
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also designate any images that have only

black. A 2 × 4 mask is proposed for this

one sample per pixel, such as grayscale

process. The center pixel of the mask is

images.

located at points (0, 1) and (1, 1). By
moving the mask from left to right, the

VI. UNWANTED LINE ELIMINATION

black–white

regions

will

be

found.

Therefore, the last two black pixels will only
ALGORITHM

be kept. Similarly, the first black pixel in the

A 3 × 3 mask is used throughout all

case of white–black regions will be kept.

image pixels. Only black pixel values in the
thresholded image are tested. Once, the
current pixel value located at the mask

VIII. SNAPSHOTS
1.1.1

INPUT IMAGE

1.1.2

GRAYSCALE IMAGE

center is black, the eight-neighbor pixel
values are tested. If two corresponding
values are white together, then the current
pixel is converted to a white value asa
foreground pixel value. The output after the
ULEA

is

performed,

whereby

many

unwanted lines are removed from the image.
This kind of image is nearly ready for a
better segmentation process.

VII. VEDA (Vertical Edge Detection
Algorithm)
The advantage of the VEDA is to
distinguish

the

plate

detail

region,

particularly the beginning and the end of
each character. Therefore, the plate details
will be easily detected, and the character
recognition process will be done faster.
After thresholding and ULEA processes, the
image will only have black and white
regions, and the VEDA is processing these
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depending on image resolution. The VEDA
contributes to make the whole proposed
CLPD method faster. We have proposed a
CLPD method in which data set was
captured by using a web camera. We
employed those images taken from various
scenes and under different conditions.
VEDA-based CLPD is better in terms of the
computation time and the detection rate.

1.1.4. ULEA IMAGE
X FUTURE ENHANCEMENT
As a future work, the VEDA
based and Sobel based CPLD can be
compared in terms of the computation time
or processing time, detection rate, accuracy,
algorithm complexity. Further we can use
canny edge detector for the edge detection.

1.1.5.VEDA
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Abstract ---- Information brokering system helps to answer the

answering model[9], where peers are fully independent[10]

client

and are managed by a smaller amount of autonomy but lacks

queries

from

the

requested

data

servers.

some

organizations like healthcare and law enforcement want to

system wide synchronization.

conserve their own data at the time of data sharing between the
organizations.

Because

an

antagonist

can

discover

the

characteristics of the location from the query substance. And
there is a chance that the broker functionality may be

In such a scenario, sharing a complete data with other
providers is not possible. To address this problem, federated

outsourced. We introduce Location Preserving Information

database technology have been proposed. This is not scalable

Brokering(LPIB) to preserve the location effectively without

while storing and maintaining of data. In k_anonymization,

violating users data privacy. It identifies the antagonist enter

Locality Sensitive Hashing (LSH)[2] reduces the dispensation

into the system and mystifying them using fake substance.

instance in querying progression but same abuser may assign

Index Terms---Access Control Enforcement, Content
Based

Query

Routing,

Information

Brokering,

Query

to multiple cloaks. It leads to malicious actions. With nearuniform randomness the anonymization has to be maintained.
It develop a suite for scalable and efficient cloaking. Since

Fragmentation.

the system capability may be demoralized to conceal the user

I. INTRODUCTION

identity. Mixzones[5] are to be introduced to enhance user
privacy. It uses middleware mechanism to prevent tracking of

Along with the detonation of information collected

long-term user movements. If applications are to be untrusted

by the organization, the organization have to preserve their

the pseudonyms are to be inward and it may collapse the

own data privacy. Without proper management of data

system concert. The false positioning of data(Dummies) are to

collected by the organization the client's privacy may be

be created to preserve the privacy of user location. If dummies

severely breached[1]. Many efforts have been residential to

are created randomly it can be easily identified.

conserve the data but the privacy is still a challenging one.
Traditional privacy protection mechanism simply removing

Take healthcare system as an example, it assist

client's personal information or using anonymization[3]

access to and retrieval of data across combined healthcare

technique fails to deal with privacy protection of data. It leads

providers. The participating organization cannot share

to a key management overhead. It is rigid to fabricate and not

complete data with this provider, since its data is legally

reliant on cryptography as the basis of data privacy. Most of

confidential or publicly proprietary. Location information

the existing system focusing on data veracity and secrecy,

contain much more information than query content. At the

does not focusing on privacy effectively. It adopt either query-

time of data sharing between the providers the adversary can
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find the identity of the requestor from the query location. It

possession of having personal information regarding them and

may collapse a system security. In our previous study,

they are expecting privacy from the providers. Data providers

Information Brokering System(IBS) preserve sensitive and

own the data of data provider and contribute to the data

autonomous data by creating data-centric overlay that consists

requestors that they necessitate. Data requestors can get the

of data sources and a set of brokers. Information providers are

response from the data providers for their queries.

connected to set of brokers. The client foremost presumptuous
the query to the broker and it may routed according to the

Locality attack. An antagonist can presume the

metadata until it reaches the exact server. While IBS approach

identity of a requester from the query location. At the time of

consider on integrity and confidentiality but fails to achieve

routing there may be a chance for the adversary to get the

privacy. Because there is a chance that the broker

location information. If they get the location information there

functionality may be outsource to multiple person they are not

is a chance that the data owner's private information may have

involved in the organization.

to be distorted. This may perhaps conspire largely the system
concert.

In this article, we present a novel approach for

Example: Anne sends an ER to Newyork hospital.

Location Preserving Information Brokering(LPIB) to solve

Doctor queries for her medical testimony through the

the problem for privacy conservation. It is a superimpose

brokering system. Since Anne has a symptom of leukemia, the

infrastructure

query

consisting

of

three

types

of

brokering

having

two

predicates:[name="Anne"]

components. They are brokers, coordinators and focal clout.

and[symptom="leukemia"]. If a adversary can guess the

The brokers works as a misnomer that searches information

location of a requestor, it act as a inventive user and get the

for client and retort to their appeal. Coordinators are

information. Using this information it may crumple the intact

associated

system.

with tree configuration as of the brokers. The

brokers split the queries into segments and assign to multiple
coordinators. This exertion collaboratively to enforce secure

B. Solution Overview

routing. Focal clout decides whether it is valid or invalid user

To

address

the

need

for

location

privacy

pierce into the system. To achieve the location preservation,

vulnerabilities, we introduce Location Preserving Information

the proposed LPIB make sure that the nosy coordinators does

Brokering(LPIB). First the queries are sent to the broker,

not infer any information from the data disclosed to it.

according to the metadata the queries are routed in

Experimental results shows that LPIB provides location

anticipation of reaching the right server. At this time the

preservation with no significant overhead and exceedingly

queries are encrypted and splitted as fragments and these are

superior scalability.

assigned to various coordinators concerned in the brokering
system. When the user pierce into the system to get the

The rest of the paper is organized by the threats in

information from the broker, focal clout checks whether it is

location preserving scenario in section II, and declare related

legitimate or non-legitimate user enter into the system. If a

work in Section III. In Section IV, we present a novel schemes

legitimate user enter into the system the coordinators decrypt

for location preservation. We analyse and evaluate the

the query and forward it to the end user. Otherwise it forward

performance of location preservation and security in Section

the user to the fake location. Thus LPIB provides finest

V, and conclude our work in Section VI.

privacy by mystifying the antagonist with the help of fake
substance.

II. THE PROBLEM
III. BACKGROUND
A. The System and Hazard Model
In a location preserving brokering, there are three

A. Related Work

types of stakeholders. They are data owners, data providers

Privacy Preserving Location Query Protocol(PLQP)

and data requestors. The privacy of a location may be inferred

allows diverse levels of location query in a encrypted form.

from the data where it come from. Data owners be in

This is efficient to apply in a mobile platform but the lowest
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level corresponds to nothing and highest level corresponds to

added, and the “WHERE” condition is added to the required

exact

table within the sub-query. Queries are generically defined

location[3].

Order

Preserving

Symmetric

Encryption(OPSE) properly utilizing cryptographic archaic
but this shore up only boolean search exclusive of capturing

EC

any relevance to the data[2]. It is desirable to store data in a
encrypted form in servers for security purpose. In this
scenario, the opponent cannot learn anything about the

Brokers

plaintext. This is provably secure, efficient and practical but it
only support O(n) stream cipher and block cipher operations.

Authorized

Private

Keyword

Search

coordinator

client

client

coordinator

client

coordinator

provides

efficient multi-dimensional keyword search. Anonymous
selection algorithm that selects a query requestor with nearuniform randomness, to secure anonymity. This ensures high
degree of QOS and privacy and there is a chance of misusing

Brokers

of agents. Mixzones[5] are to be used to enhance user privacy
and to enhance user identity. For that it use middleware

client

mechanism. If applications are untrusted they may collude.

coordinator
EC

False positioning of data(Dummies)[4] are to be created so
that data provider cannot distinguish true positioning of data.
If dummies are created randomly it can easily identified.

Focal
Clout

IV. LOCATION PRESERVING INFORMATION
BROKERING SCHEME

This scheme is to preserve the location effectively by

Invalid User

the means of LPIB. Fig 4.1 shows the overview of LPIB. This
include brokers, coordinators and focal clout. The queries that

Route to
false IP

are splitted that are encrypted and consign to several

Valid User
DC

coordinators concerned in the brokering system. The decisions

End User

that are engaged by the focal clout whether it is valid or
invalid user enter into the system to decrypt the query and
presumptuous it to the end user. To preserve the location from

EC--- Encryption Centre
DC--- Decryption Centre

the invalid user, it is the way to confusing them using fake
objects.

Fig 4.1 Overview of LPIB scheme

A.Query Generation
The Client is the end user who sends query to the

with metadata. The metadata identifies specific queries and

Server. The Client may send data to the Server send query to

specific parameters associated with a given query. When a

retrieve data from the Server. A process for generating SQL

query instance is desired, parameter values are dynamically

queries to retrieve requested information from a database.. If

acquired and used to populate portions of the metadata

on the other hand the required table does not exist in the

associated with a desired query. It is the phase that the

current query, a sub-query that navigates associations from the

queries find their desired value and get responded for the

tables involved in the current query to the required on is

request.
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B. Query Fragmentation And Cloaking
Data

servers

and

requestors
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C. Safe Routing
from

different

Coordinators are responsible for content-based

organizations connect to the system through local brokers. A

query routing and access control enforcement. With privacypreserving considerations, we cannot let a coordinator hold
any rule in the complete form. Instead, a novel automaton

Plain
Text
Text
Splitted
Cipher

Wi

segmentation scheme is proposed to divide (metadata) rules
into segments and assign each segment to a coordinator.

+

cipher
Text

Coordinators operate collaboratively to enforce secure query
routing. Fig 4.2 shows the splitting operation. A query

E(S1.......Sn

E(Si)

segment encryption scheme is further proposed to prevent
coordinators from seeing sensitive predicates. This scheme

Fig 4.2 Splitting Operation

divides a query into segments, and encrypts each segment in a
way that to each coordinator en route only the segments that

local broker functions as the “entrance” to the system. It

are needed for secure routing are revealed.

authenticates the requestor and hides his identity from other
PPIB components. The brokers, acting as mix anonymizer, are

D. Focal Clout

mainly responsible for user authentication and query

Focal clout handles key management and metadata

forwarding. It would also permute query sequence to defend

maintenance. With the highest level of trust, it holds a global

against local traffic analysis. Brokers are interconnected

view about the key management. Except the query session

through coordinators.

keys created by the user, other keys are generated and
maintained by the FC. The data servers are treated as a unique

Algorithm 1: Query Fragmentation

party and share a pair of public and private keys. while each of
the coordinator has its own pairs of level key and

Input: Transition State S

commutative level key. Along with the fragmentation and

Output: Fragment Address:address

deployment process, the FC creates key pairs of coordinators

1: For each symbol k in S.StateTTabe do

at each level and assigns the private keys with the fragments.

2: address=deployFragment

The level keys need to be revoked in a batch once a certificate

(S.StateTTable(k).nextState)

expires or when a coordinator at the same level quits the

3:D=CreareDummyAcceptState()

system.

4: D.nextState<--- address
5: S.StateTTable(k).nextState<---D

V.PERFORMANCE ANALYSIS

6: end for
7: F=CreateFragment()
8: F.addFragment(S)

A. processing Time
At the time of query forwarding, the time it takes for

9: C=getCoordinator()

encryption and assign to each coordinator are noticed. Fig 5.1

10:C.assignFragment(F)

shows the processing time. If original user enter into the

11:return C.address

system it decrypts the query and forward it to the enduser.
This time also uniquely noticed and the processing time are to

It is an attempt to hide the network name from being

be evaluated.

broadcast publicly. Many routers come with this option as a
standard feature in the setup menu accessed via a web
browser. Although network cloaking may stop some
inexperienced user from gaining access to AP.

B. File Size
The file that the broker must contain have to be noticed.
Thus we have to evaluate how much time it has to be
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information provider and the requestor. Client is the owner of
the file having their personal information.

[1]Xiang-Yang,taeho
preserving

C. No of splits per file
The file containing information that are to be splitted
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Abstract— Efficient access to ever growing image collection
becomes Keystone in image retrieval. This hybrid image retrieval
system is to improve the process of finding the desired image by
query as a text or image. The probablistic approach based
Markov chain used to find the relation between the image by
their keywords and the features of the image. At first the images
are retrieved based on the keywords. (i.e)For text query, the
Markov chain is constructed based on the keyword relation it
quantify the logical connection between keywords. In this project
hybrid image retrieval is proposed. To improve the image
retrieval process. So for image query, the Markov chain is
constructed by the feature extraction value of the image. This
feature extraction, consider the image colour histogram and
texture value of the image. So the image retrieval process is
improved by considering both of the visual and textual features
of the image on the Markov chain.
Keywords— Text-Based Image Retrieval, Content-Based Image
Retrieval, Color Moments, Markov chain, Hierarchical clustering.

I. INTRODUCTION
Image retrieval techniques are divided into two text-based
and content-based categories. In text-based algorithms, some
special words like keywords are used. Keywords and
annotations should be assigned to each image, when each
image is stored in a database. The annotation operation is time
consuming and tedious. In addition, it is subjective.
Furthermore, the annotations are sometimes incomplete and it
is possible that some image features may not be mentioned in
annotations . To overcome on mentioned limitation, ContentBased Image Retrieval (CBIR) techniques have been
proposed. In a CBIR system, images are automatically
indexed by their visual contents through extracted low-level
features, such as shape, texture, color, size However,
extracting all visual features of an image is a difficult task and
there is a problem namely semantic gap in the semantic gap,
presenting high-level visual concepts using low-level visual

concept is very hard. In order to alleviate these limitations,
some researchers use both techniques together using different
features. This combination improves the performance
compared to each technique separately .a ground truth
standard image dataset. The rate of the accuracy of the
proposed system has been improved in comparison to textbased and content-based methods. This paper is organized as
follows. the next session focuses on the related works in the
field. In section 3, content-based image retrieval systems have
been explained. In section 4, the combination technique has
been explained. Section5 presents the implementation and
experimental results and finally, in section 6, the conclusions
have been presented.
II. RELATED WORK
In the some systems, a content-based approach is combined
with a text-based approach. As an example Blobworld system,
automatically segments each image into regions, which
correspond to objects or parts of objects in an image. In this
system, users can view the results of the segmentation of both
the query image and the returned results highlighting how the
segmented features have influenced the retrieval results [2].
QBIC system supports queries based on example images. The
visual features used in the system include color, texture, and
shape. In this system, color was represented using a k-bin
color histogram and the texture was described by an improved
tamura texture the visual features [3]. In the Visual SEEK, a
system uses two content-based and text-based queries. The
system uses color and texture visual features. The color
feature is represented by color set, texture based on wavelet
transform, and spatial relationship between image regions. A
binary tree was used to index the feature vectors [4]. Chabot
uses a relational database management system called postgres,
which supports search through a combination of text and color
[5] and Photobook, computes features vectors for the image
characteristics, which are then compared to compute a
distance measure utilizing one of the systems matching
algorithms, including euclidean, mahalanobis, divergence,
vector space angle, histogram, Fourier peak, wavelet tree
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distances and user-defined matching algorithms via dynamic
code loading [6].
In [7], a system has presented a combination of text-based
and content-based algorithms. For text retrieval, the Apache
Lucene engine has been used and for content-based retrieval,
images have been segmented to different areas and regions
and histogram has calculated for each section.
III. THE PROPOSED SYSTEM
Annotation-Based Image Retrieval (ABIR) systems are an
attempt to incorporate more efficient semantic content into
both text-based queries and image captions.[1]Markov chain
is a probabilistic approach for annotation based image
retrieval. In this approach Markov chain is constructed based
on keyword of the image, for quantify the logical connection
between the keywords. It fully explore the correlation between
the label of image. Hybrid image retrieval system is proposed
to improve the image retrieval process. Because the image
retrieval is based on CBIR only means it is fail to meet a users
need due to the semantic gap.So in hybrid system the Markov
chain is constructed for visual as well as textual
features.Visual feature is based on the image colour, texture
and edge of the image. Textual feature based on image
keywords.
IV .Hybrid image retrieval system using markov chain:
Image retrieval
In hybrid image retrieval systems query based image
retrieval (QBIR) as well as content based image retrieval both
are performed. In QBIR users search for images by issuing
queries, each query being an ordered set of keywords. then
search engine are semantically refined, responds with a list of
images. The user can download or ignore the returned images
and issue a new query instead. In this process of image
retrieval the system perform simply the keyword matching.so
it does not perform the better image retrieval because it will
retrieve images randomly.In CBIR, users Search for images
by giving query as a image based on colour,texture,edge of the
query image the system will retrieve the image .
b) Construction of Aggregate Markov chain for textual
features
Keyword probability distribution:
The user implicitly relates retrieved images to query by
assuming markovian chain transitions. If user relates I(i) to
query q(i) where keyword k2 follows k1 and this occurs m
times then the one step transition probability is being updated
P(k1,k2) is being updated using recurrent formula.

Kalasalingam Institute of Technology

advanced.Markov chain for each image will be denoted by
∏(i).
Keyword clustering
User puts certain keywords together in a query implicitly
the keywords relative to each other regardless of the images
that may or may not be picked by this user. To solve this
zero-frequency problem by clustering the keyword space into
similar keywords.For this purpose, the Aggregate Markovian
Chain is constructed in this step. Aggregate markov chain is
constructed by using all the queries asked by all users and the
selected images keywords.The purpose of the AMC is to
model keyword relevance. Markov kernel will used to cluster
the keyword .Kernel of the markov chain is query keywords.
c) Construction of Aggregate Markov chain for visual features
Feaure extraction of image (colour,texture,edge)
Color histogram
The main method of representing color information of
images in CBIR systems is through color histograms [8]. A
color histogram is a type of bar graph, where each bar
represents a particular color of the color space being used.
Statistically, a color histogram is a way to approximate the
joint probability of the values of the three color channels. The
most common form of the histogram is obtained by splitting
the range of the data into equally sized bins. Then for each
bin, the number the colors of the pixels in an image that fall
into each bin are counted and normalized to total points,
which gives us the probability of a pixel falling into that bin.
One of the main drawbacks of the color histogram is that it
does not take into consideration the spatial information of
pixels. Thus very different images can be considered similar
because they have similar color distributions. An
improvement of the color histogram method includes the
cumulated color histogram [11], proposed by Stricker and
Orengo. Their results demonstrated the advantages of the
proposed approach over the conventional color histogram
approach. However the approach has the disadvantage that in
case of more than one dimensional histograms, there is no
clear way to order bins.
Color moments
Color moments are one of the best color describers. Most of
the color distribution information is captured by the three loworder Moments. Suppose an image has N and M pixels. The
first-order moment (μ) calculates the mean color, the secondorder Moment ( ) calculates the standard deviation, and the
third-order moment calculates the skewness ( ) of color. These
three moments are extracted using the following mathematical
formulation [14, 22].

This procedure construct a markov chain where each keyword
to a state .each time a keyword appears means it’s state
counter is advanced, if another keyword follows in the same
query means their interstate link counter is also
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Where fij is the value of pixel in the ith row and jth column of
the image.
Texture feature
Texture is an important property in image retrieval and is a
regional descriptor in the retrieval process. The texture
descriptor provides measures, such as smoothness, coarseness
and regularity [13, 17, 18]. Texture description algorithms are
divided into some categories, such as structural and statistical.
Statistical methods, including Fourier power spectra, cooccurrence matrices, tamura features, word decomposition,
Markov random field, fractal model, and filter-based
techniques, such as Gabor and wavelet transform, characterize
texture by the statistical distribution of the image intensity
[16, 20, 21, 22]
Gabor filters
Gabor filters consists of a group of wavelets each of which
capturing energy at a specific resolution and orientation.
Therefore, Gabor filters are able to capture the local energy of
the entire signal or image. The Gabor filter has been widely
used to extract image features, especially texture features [18].
Daugman discovered that Gabor filters provide optimal
Heisenberg joint resolution in visual space and spatial
frequency. For this reason, Gabor filters have been
successfully employed in many applications including image
coding, texture segmentation, retina identification, document
analysis, target detection, fractal dimension measurement, line
characterization, edge detection, image representation, and
others.
Wavelet Transform
Another multi-resolution approach, wavelet transforms,
have been used most widely in many aspects of image
processing. A wide range of wavelet-based tools and ideas
have been proposed and studied for noise removal from
images, image compression, image reconstruction, and image
retrieval. The multi-resolution wavelet transform has been
employed to retrieve images in [19]. The wavelet features do
not achieve high level of retrieval accuracy. Therefore,
various methods have been developed to achieve higher level
of retrieval accuracy using wavelet transform. Wavelet
features computed from discrete wavelet coefficients.

d) Hierarchical clustering:
The hierarchical clustering6 is performed as follows:
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1. The n images in the database are placed in n distinct
clusters. These clusters are indexed by {C1, C2,..., Cn}. For
the kth cluster, the set Ek contains all the images contained in
that cluster and Nk denote the number of images in the
cluster.Ek={k} and Nk =1 for k=1,2,...,n.
2. Two clusters Ck and Cl are picked such that the similarity
measure Sk,l is the largest. (The similarity measure between
two clusters is defined in the following subsection). These two
clusters are merged into a new cluster Cn+1. This reduces
thetotal number of unmerged clusters by one. En+1 is updated
to En+1={EkUEl} and Nn+1 is updated to Nn+1=Nk+Nl.
Out of the two children of Cn+1, one is referred to as the right
child RCn+1=k and the other as the left child LCn+1=l. The
similaritymeasures between the new cluster Cn+1 and all the
other unmerged clusters are computed as discussed below.
3. Steps 2 and 3 are repeated until the number of clusters has
reduced a required number or the largest similarity measure
between clusters has dropped to some lower threshold.mean
value of colour,texture is used to construct the Markov chain
for visual features.
E .Optimization of Aggregate Markov chain
For text query the AMC (Aggregate Markov Chain) will be
used to cluster the keyword space and define explicit
relevance links between the keywords by means of this
clustering.This clustering task is linked to the convergence
characteristics of the AMC chain by evaluating the series

where PG is the AMC kernel. A suitable termination condition
stops the series at the desired n where the slow convergence
has taken over, but not before the rapid convergence has
finished. The value of the determinant of is used as a
termination condition since the clusters in the rows of will
drop its rank and the determinant will become close to
zero.For image query the optimization based on the
hierarchical clustering .This is used to find the termination of
the Markov chain.
F .Finding MSI distance
Let x and y two images represented by their
respective steady state probability row vectors
, be the covariance matrix of the zero-mean transpose
expected fractional occupancies matrix of theAggregate
Markov Chain (AMC), calculated at the desired n. Then the
MSI distance between images x and y is defined as

where the dimensionality of and has been extended to that of
by filling in with zeros the respective coordinates.
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IV. EXPERIMENTAL RESULTS

In this section we present the results of our experiment.
Hybrid image retrieval system is proposed to improve the
image retrieval process. The relevant images are retrieved
using markov chain approach. By constructing the markov
chain model images are retrieved with deeper dependencies of
user satisfaction . To improve the image retrieval process by
considering visual features as well as textual features of the
image on the markov chain . Finally, to observe the
performance the image retrieval it better reflect the user
preferences and satisfaction.

System

Markovchain
for
textual
features
Hybrid image
retrievalsystem
using markov
chain

Ground
Truth
Images

Precision vs
Recall
0.83

90%
0.88
90%

CONCLUSION
Hybrid image retrieval system is to improve the image
retrieval process by Markov chain approach.In this approach
the markov chain is constructed for visual features as well as
textual features .By combining both features of the image ,it
improve the image retrieval process..Because the image
retrieval is based on CBIR only means it is fail to meet a users
need due to the semantic gap .So in hybrid system the
Markov chain is constructed for visual as well as textual
features. Visual feature is based on the image colour, texture
and edge of the image. Textual feature based on image
keywords.This image retrieval is better reflect user
preferences and satisfaction. It achieve better precision Vs
recall compared to the existing system.
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Abstract-Wireless medium are very vulnerable to intentional

classification for launching selective jamming attacks, under

interference attacks, typically referred to as jamming. This

an internal threat model. Such attacks are relatively easy to

intentional interference with wireless transmissions can be

actualize by exploiting knowledge of network protocols and

used as a launch pad for mounting Denial-of-Service attacks

cryptographic primitives extracted from compromised nodes.

on wireless networks. Jamming attacks can be divided into

This project is about uninterrupted availability of

two types,external threat model and internal threat model.

the wireless medium

External threat model is vastly studied in literature.

interconnect participating nodes. Wireless networks are

Adversaries

highly

with

internal

knowledge

of

protocol

vulnerable

is availed to wireless networks to

to

multiple

security

threats. While

specifications and network secrets have been considered in

eavesdropping and message injection can be prevented using

this work. This type of adversaries can launch low-effort

cryptographic methods, jamming attacks are much harder to

jamming attacks that are difficult to detect and counter. The

counter. In the proposed system, internal threat model is

selective jamming attacks can be launched by performing real-

consider. Under Jamming attacks, the adversary interferes

time packet classification at the physical layer. The problem

with the reception of messages by transmitting a continuous

of selective jamming attacks in wireless networks is

jamming signal, or several short jamming pulses.

considered. In these attacks, the adversary is active only for a
short period of time, selectively targeting messages of high
importance. To mitigate these attacks, three schemes that
prevent

real-time

packet

classification

by

combining

cryptographic primitives with physical-layer attributes are
proposed.

They

are

A

Strong

Hiding

Commitment

Three schemes have been developed that prevent
classification of transmitted packets in real time. These
schemes rely on the joint consideration of cryptographic
mechanisms with PHY-layer attributes.
II.

EXISTING SYSTEM:

Scheme,Hiding Based On Cryptographic Puzzles,An AONTJamming attacks have been considered under an

based Hiding Scheme. The security of our methods and
evaluate their computational and communication overhead.

external threat model, in which the jammer is not part of the
network. Under this model, jamming strategies include the

Keywords—Selective Jamming, Denial-of-Service, Wireless
Networks, Packet Classification.

continuous or random transmission of highpower interference
signals.
Anti-jamming techniques rely extensively on spread-

I.

INTRODUCTION

spectrum (SS) communications, or some form of jamming

The objective of our project is to mitigate the attacks

evasion (e.g., slow frequency hopping, or spatial retreats). SS

in real time packet classification using cryptographic puzzle

techniques provide bit-level protection by spreading bits

scheme. To check the feasibility of realtime packet

according to a secret pseudo-noise (PN) code, known only to
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the communicating parties. These methods can only protect

the adversary is introduced, the data packets from the node

wireless transmissions under the external threat model.

cannot be reached at receiver.

Always-on strategy has the continuous presence of unusually

Real Time Packet Classification:

high interference levels makes this type of attacks easy to
detect

At the Physical layer, a packet m is encoded,
interleaved, and modulated before it is transmitted over the
wireless channel. At the receiver, the signal is demodulated,

DRAWBACKS:




deinterleaved and decoded to recover the original packet m.

Jamming attacks under internal threat model is not

Nodes A and B communicate via a wireless link. Within the

considered.

communication range of both A and B there is a jamming

Always-on strategy has disadvantages such as, first
the adversary has to expend a significant amount of
energy to jam frequency bands of interest.

node J. When A transmits a packet m to B, node J classifies m
by receiving only the first few bytes of m. J then corrupts m
beyond recovery by interfering with its reception at B.

A Strong Hiding Commitment Scheme:
A strong hiding commitment scheme, which is based

III.

PROPOSED SYSTEM:

on symmetric cryptography. First, S (Sender) constructs
commit( message ) the commitment function is an off-the-

In proposed system, the problem of jamming under
an internal threat model has been considered. Adversary who
is aware of network secrets and the implementation details of
network protocols at any layer in the network stack has been
designed. The adversary exploits the internal knowledge for
launching selective jamming attacks in which specific
messages of ―high importance‖ are targeted. A jammer can
target route-request/route-reply messages at the routing layer
to prevent route discovery, or target TCP acknowledgments in

shelf symmetric encryption algorithm is a publicly known
permutation, and k

is a randomly selected key of some

desired key length s The committed value m is the packet that
S wants to communicate to R. To transmit m, the sender
computes the corresponding commitment/decommitment pair
(C, d), and broadcasts C. The hiding property ensures that m is
not revealed during the transmission of C. To reveal m, the
sender releases the decommitment value d, in which case m is
obtained by all receivers, including J.

a TCP session to severely degrade the throughput of an endto-end flow.

Modules:


Adversary Design



Real Time Packet Classification



A Strong Hiding Commitment Scheme



Cryptographic Puzzle Hiding Scheme



Hiding Based On All-Or-Nothing Transformations

Sender

SHCS

Message

Generate
random
key

Encrypted
Content

Adversary Design:
Adversary is in control of the communication
medium and can jam messages at any part of the network of

Decrypted
Message

Receiver

his choosing. The adversary can operate in full-duplex mode,
thus being able to receive and transmit simultaneously. When

key
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Figure 1: Strong Hiding Commitment Scheme

m2,m3….},which serve as an input to an The set of pseudo-

Cryptographic Puzzle Scheme:

messages m = {m1, m2,m3,…..} is transmitted over the

A sender S have a packet m for transmission. The

wireless medium.

sender selects a random key k , of a desired length. S
Message

generates a puzzle (key, time), where puzzle() denotes the
puzzle generator function, and tp denotes the time required for

Message
blocks

Sender

the solution of the puzzle. Parameter is measured in units of

AONT

Generat
e key

time, and it is directly dependent on the assumed
computational capability of the adversary, denoted by N and
measured in computational operations per second.After

Encrypted
Content

generating the puzzle P, the sender broadcasts (C, P). At the
receiver side, any receiver R solves the received puzzle to
recover key and then computes the packet. Server to solve the
Decrypted
Message

puzzle in time tp and solved puzzle should be correct get the
data packet at server.

key

Message
Sender

Receiver

CPHS

Generate
puzzle &
time line

Figure 3: All or Nothing Transformations

IV.
Encrypted
Content
Discarded

IMPLEMENTATION
The

system

design

is

targeted

towards

the

implementation of the project. This project is implemented
using JAVA.

else
In this application, to implement Sender and

Decrypted
Message

Receiver

In time puzzle

puzzl
e

Figure 2: Cryptographic Puzzle Scheme

Receiver model. Java Swing for designing GUI is used. To
develop a application, which could be deployed in network,
where sender can send data to receiver and receiver receives
the data in secure manner. To study preventive Jamming
attacks under three special cases such as All Or Noting

All or Nothing Transformation Scheme:
The packets are pre-processed by an AONT before
transmission but remain unencrypted. The jammer cannot

Transformations, Cryptographic Puzzles, Strong Hiding
Commitment Schemes. In this work, one receiver, one
intermediate node, which is assumed to be the attacker under
two cases block and unblock.

perform packet classification until all pseudo-messages
corresponding to the original packet have been received and

When a sender wants to send a data to receiver,

the inverse transformation has been applied. Packet m is

sender hides the data and sends in secure manner. There are

partitioned to a set of x input blocks m = {m1,

four techniques used to for hiding the data, which are Strong
hiding Commitment Scheme, Cryptography puzzle based
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hiding scheme, All or nothing based scheme & Normal Node.
An attacker module is designed to show the impact of data
jamming. The message hiding technique is followed to send
data by avoiding jamming attack.

V.

RESULT:
The result of this project is that the User Interface

will be viewed when the user runs the java application. In the
result, observed that packets are sent from sender to receiver

Kalasalingam Institute of Technology

attacks
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Liu,
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by preventing the attacks.
The

proposed

system

overcomes

the

key

disadvantage of the existing system. It uses internal threat
model in the wireless network.

VI.

CONCLUSION:
In this paper, the Selective jamming attacks in

wireless networks have been studied. Then showed that the
jammer can classify transmitted packets in real time by
decoding the first few symbols of an ongoing transmission.
Then evaluated the impact of selective jamming attacks on
network protocols such as TCP and routing. Three schemes
have been proposed that transform a selective jammer to a
random one by preventing real-time packet classification. The
schemes

combine

cryptographic

primitives

such

as

commitment schemes, cryptographic puzzles, and all-ornothing transformations (AONTs) with physical layer
characteristics.

VI.
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ABSTRACT
In Mobile environment client submits queries to

tasks of data mining are classification, prediction, estimation
and clustering.

server and waits for server answer. Server process the clients

Location aware applications deliver online content

query and cache the valid regions to reduce the number of

to users based on their physical location. Various

queries submitted by the client. In the previous approaches

technologies employ GPS, cell phone infrastructure, or

the client wait for long time for the server to compute the

wireless access points to identify where electronic devices

valid region. To reduce server load this paper provides an

such as mobile phones or laptops are, and users can choose

agent, the intermediate between client and server. This

to share that information with location-aware applications.

Proxy creates EVR and answers the queries without

Those applications can then provide users with resources

communicating server. Proxy maintains object cache and

such as a “you are here” marker on a city map, reviews for

provide answers to both window and nearest neighbor

restaurants in the area, a nap alarm that’s triggered by your

queries. This paper proposed the algorithms to create EVR

specific stop on a commuter train, or notices about nearby

fast and efficiently than previous proposed methods.

bottlenecks in traffic. Applications might also report a user’s

Indexed terms: Mobile environment, valid region, Proxy,

location to friends in a social network, prompting those

object cache and estimated valid region.

nearby to meet for coffee or dinner. While such applications
create a highly targeted marketing opportunity for retailers,

1.INTRODUCTION
Data mining has attracted a great deal of attention
in the information industry and in society as a whole in
recent years. Wide availability of huge amounts of data and
the imminent need for turning such data into useful
information an knowledge. Data mining can be viewed as a
result of the natural evolution of information technology.
Data mining is defined as finding hidden information in a
database alternatively it has been called exploratory data
analysis, data driven discovery and deductive learning. The

they also provide increased social connectivity and enhanced
environmental awareness, offering users a location-based
filter for online information.
Location-aware services is an important application in
mobile environment. Spatial queries is one of the most
important LASs. Spatial queries can be divided into several
categories including Nearest Neighbor (NN) queries and
window queries. An

NN query is to find the nearest data

object with respect to the location at which the query is
issued (referred to as the query location of the NN query).
For example, a user may launch an NN query like “show the
nearest coffee shop with respect to my current location ”. On
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the other hand, a window query is to find all the objects

are connected by a wired network. A mobile client maintains

within a specific window frame. An example window query

a cache to store the query results and the corresponding

is “show all restaurants in my car navigation window”.

EVRs. When a mobile client has a spatial query, the mobile

In Mobile environment clients submit queries to server

device first examines whether the current location is in the

and wait for server response. Two approaches are used to

EVR of the stored result. If so, the stored result remains

answer the queries:

valid and the mobile device directly shows it to the client.

i)Server based approach

Otherwise, the mobile device submits the query, which is

ii)Proxy based approach

received and then forwarded by the base station, to the

In Server based approach client sends query to the
server directly. Server processes the query submitted by the

proxy. For the received query, the proxy will return the
query result as well as the corresponding EVR to the client.

client and produces the query result to the client. This
method is suitable if the number of queries submitted by the
client is high. When the number of queries increases then
query processing time of the server is also increased i.e. the
burden of the server increases. Then the client have to wait
for longer time to get query result.
In Proxy Based approach, a proxy, an intermediate
device is located between client and server. Here Client
sends the query to server via proxy. Proxy stores the result
of the queries which are answered by the server previously.
When the client submits continuous queries then proxy
provides answer to the queries without consulting server. So
the server load is reduced by this method. Object cache is
maintained by the proxy to store the information about result
object.

3. PROXY DESIGN

2. SYSTEM ARCHITECTURE
The proposed system architecture for NN and

A proxy builds EVRs of NN queries and EWVs of
window queries based on NN query history and available

window query processing shown in figure . The system

data objects, respectively. The proxy maintains an object

architecture consists of three parts: 1) the LBS server, 2)

cache and two index structures: an EVR-tree for NN queries

proxies, and 3) the mobile clients. The LBS server is

and a grid index for window queries, as illustrated in Fig. 3.

responsible for managing static data objects and answering

The two index structures share the data objects in the object

the spatial queries submitted by the proxies.

cache. The EVR-tree is an R-tree (or its variants) composed

The LBS server is assumed not to provide VRs.

of EVRs where each EVR is wrapped in a minimum

Each of the deployed proxies supervises one service area and

bounding box (MBR). An EVR consists of the region

provides EVRs of NN queries and EWVs (vector form of

vertices with respect to a data object and a pointer to the

EVRs) of window queries for mobile clients in the service

corresponding object entry in the object cache. When an NN

area. Each base station serves as an intermediate relay for

query point q is located in an EVR of the EVR-tree, the

queries and query results between mobile clients and the

proxy retrieves the corresponding object from the object

associated proxy. Base stations, proxies, and the LBS server

cache to answer the query.
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On the other hand, the service area is divided into

the corresponding object entry in the object cache. When an

m x n grid cells managed by the grid index. Grid cells are

NN query point is located in an EVR of the EVR-tree, the

classified into two categories: fully cached cells and

proxy retrieves the corresponding object from the object

uncached cells. All grid cells are initialized to uncached. The

cache to answer the query.

proxy marks a cell as fully cached when all the objects

On the other hand, the service area is divided into

within the cell are received. The corresponding grid index

m x n grid cells managed by the grid index. Grid cells are

entry of a fully cached cell caches the object pointers to the

classified into two categories: fully cached cells and

associated object entries in the object cache. The purpose of

uncached cells. All grid cells are initialized to uncached. The

fully cached and uncached cells is to realize the stored object

proxy marks a cell as fully cached when all the objects

distribution, enabling the proxy to create EWVs of window

within the cell are received. The corresponding grid index

queries effectively. When receiving a window query, the

entry of a fully cached cell caches the object pointers to the

proxy obtains the result and creates the corresponding EWV

associated object entries in the object cache. The purpose of

by retrieving stored objects in the surrounding fully cached

fully cached and uncached cells is to realize the stored object

cells. Although the EVR-tree and the grid index are designed

distribution, enabling the proxy to create EWVs of window

for NN and window queries respectively, these two index

queries effectively.

structures mutually support each other.

4.2. EVR CREATION FOR NN QUERIES
In mobile environment more clients submits their
queries to the server for processing. Then server provides
valid region for the client queries to reduce the number of
queries submitted by the clients. Here proxy creates
estimated valid regions (EVRs), which are the subregions of
the corresponding VRs, for the clients. With the proxy
architecture, the clients still can enjoy the benefits of EVRs
even if the LBS server does not provide VRs. EVR is
created by using EVR_creation algorithm.

4.3. EVR EXTENSION
The proxy provides answer to the NN spatial queries
based on the created EVR. When client submits the query to
proxy via base station the proxy checks whether the data

4. QUERY PROCESSING
4.1. EVR TREE and GRID INDEX

object presents in the current EVR of the EVR tree in object
cache. If the object is not in the current EVR then proxy
sends the query to the LBS server.

The proxy maintains an object cache and two index

The LBS server then process the query and provides the

structures: an EVR-tree for NN queries and a grid index for

appropriate answer tho the proxy. After receiving the result

window queries. The two index structures share the data

from the server, proxy calculates the distance of the object

objects in the object cache. The EVR-tree is an R-tree

from the current EVR. Based on the calculated value proxy

composed of EVRs where each EVR is wrapped in a

determines how much the window size should be extended.

minimum bounding box (MBR). An EVR consists of the

Then proxy extends the EVR based on the EVR_extension

region vertices with respect to a data object and a pointer to

135

NCECT'14

Department of CSE

Kalasalingam Institute of Technology

algorithm. The results of the queries are then updated in the

algorithm is used for EMV extension. These algorithms

object cache maintained by the proxy.

provide mutual support between NN and window query . So

4.4. EWV CREATION

the performance of objects at high moving speed is

Estimated

Window

Vector

(EWV)

is

the

enhanced. Proxy produces query answers quickly.

representation of EVR in the window form, which achieves
larger EVRs. In the previous approaches EVR is created in
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ABSTRACT-Given the sensitivity of the potential
applications of wireless sensor networks, security
emerges as a challenging issue in these networks.
Because of the resource limitations, symmetric key
establishment is one favorite paradigm for securing
WSN. One of the main concerns when designing a
key management scheme for WSN is the network
scalability. In this paper, new highly scalable key
establishment scheme was proposed for WSN. For
that purpose, we make use, for the first time, of the
unital design theory. The basic mapping from unitals
to pair wise key establishment allows to achieve an
extremely high network scalability while degrading,
however, the key sharing probability. An enhanced
unital-based pre-distribution approach was proposed
which provides high network scalability and good
key sharing probability. The obtained results show
that our approach enhances considerably the
network scalability while providing good overall
performances. Our solutions reduce significantly the
storage overhead at equal network size compared to
existing solutions.
Index Terms—Wireless sensor networks, security, key
management, network scalability, resource optimization.
I.

INTRODUCTION

Nowadays, wireless sensor networks (WSN) are
increasingly used in numerous fields such as military,
medical and industrial sectors; they are more and more
involved in several sensitive applications which require
sophisticated security services [1]. Due to the resource
limitations, existing security solutions for conventional
networks could not be used in WSN. So, the security
issues became then one of the main challenges for the
resource constrained environment of WSN.
The establishment of secure links between nodes is then
a challenging problem in WSN. The public key based
solutions, which provide efficient key management
services in conventional are unsuitable for WSN
because of resource limitations. Some public key
schemes have been implemented on real sensors
[2][3][4], however most researchers believe that these
techniques are still too heavyweight over actual sensors’

R.Jasmine Sugitha
Assistant Professor
Infant Jesus College of Engineering
Thoothukudi
Email:sugi.smile56@gmail.com
technology because they induce an important
communication and computation overhead [5].
Symmetric key establishment is then one of the most
suitable paradigms for securing exchanges in WSN.
In this Paper we are interested in particular in the
scalability of symmetric key pre-distribution schemes.
Existing research works either allow supporting a low
number a nodes or degrading the other network
performances including resiliency, connectivity and
storage overhead when the number of nodes is
important. In contrast to these solutions, our goal is to
enhance the scalability of WSN key management
schemes without degrading significantly the other
network performances. To achieve this goal, we propose
to use, for the first time, the unital design to construct
and pre-distribute key rings. First, we explain the unital
design and we propose a basic mapping from unitals to
key pre-distribution for WSN.
Analytic calculations that the resulting basic scheme
allows to achieve extremely high network scalability
while degrading, however, the key sharing probability.
For this, we propose an enhanced unital-based
construction in order to maintain a good key sharing
probability while enhancing the network scalability. We
carried out analytic calculations and simulations to
compare the efficiency of the enhanced proposed
approach against basic schemes with respect to
important performance criteria: storage overhead,
network scalability, session key sharing probability and
average secure path length. The obtained results show
that at equal key ring size, our approach enhances
considerably the network scalability while providing
good overall performances. Moreover, we show that
given a network size, our solutions reduce significantly
the key ring size and then the storage overhead
compared to existing solutions.
The remainder of this paper is organized as follows
We define in section 2 the metrics used to evaluate and
compare key pre-distribution schemes and we
summarize the used symbols. Section 3 presents some
related works. We give in section 4 a background on
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unital design while we present, in section 5, the basic
mapping to key pre distribution and analyze the
performances of the resulting scheme. In section 6, we
present the enhanced unital-based construction. In
section 7, we evaluate the performances of the enhanced
scheme and compare it to the existing ones with respect
to various performance criteria; we provide and discuss
theoretical and simulation results. Finally, section 8 ends
up this paper with some conclusions and future works.

II. RELATED WORKS
Key management problem in WSN has been
extensively studied in the literature and several solutions
have been proposed. Many classifications of existing
symmetric key management schemes can be found in
[6][7][8]. Eschenauer and Gligor proposed in [9] the
basic Random Key Pre-distribution scheme denoted by
RKP. In this scheme, each node is pre-loaded with a key
ring of k keys randomly selected from a large pool S of
keys. After the deployment step, each node exchanges
with each of its neighbors the list of key identifiers that
it maintains in order to identify the common keys. If two
neighbors share at least one key, they establish a secure
link and compute their session secret key which is one
of the common keys. Otherwise, if neighboring nodes do
not have common keys, they should determine secure
paths which are composed of successive secure links.
This basic approach is CPU and energy efficient but it
requires a large memory space to store the key ring.
Moreover, if the network nodes are progressively
corrupted, the attacker may discover a large part or the
whole global key pool. Hence, a great number of links
will be compromised.
Chan et al. proposed in [10] the Q-composite
scheme which enhances the resilience of RKP. In this
solution, two neighboring nodes can establish a secure
link only if they share at least Q keys. The pair wise
session key is calculated as the hash of all shared keys
concatenated to each other. This approach enhances the
resilience against node capture attacks because the
attacker needs more overlap keys to break a secure link.
However, this approach degrades the probability of
session key sharing neighboring nodes must have at
least Q common keys to establish a secure link.
Chan et al. proposed also in [10] a perfect secure
pair wise key pre-distribution scheme where they assign
to each possible link between two nodes i and j a distinct
key ki,j. Prior to deployment, each node is pre-loaded
with p*n keys, where n is the network size and p is the
desired secure coverage probability. Hence, the
probability that the key ki,j belongs to the key set of the
node i is p. Since we use distinct keys to secure each
pair wise link, the resiliency against node capture is

Kalasalingam Institute of Technology

perfect and any node. that is captured reveals no
information about links that are not directly connected to
it. The main drawback of this scheme is the non
scalability because the number of the stored keys
depends linearly on the network size. In addition, this
solution does not allow the node post-deployment
because existing nodes do not have the new nodes’ keys.
Du et al. proposed in an enhanced random scheme
assuming the node deployment knowledge. Nodes are
organized in regional groups to which is assigned
different key pools and each node selects its k keys from
the corresponding key pool. The key pools are
constructed in such a way that neighboring ones share
more keys while pools far away from each other share
fewer keys. This approach allows to enhance the
probability of sharing common keys because the key
pools become smaller. Moreover, the network resiliency
is improved since if some nodes of a given region are
captured, the attacker could discover only a part of the
corresponding group key pool. However, the application
of this scheme is restrictive since the deployment
knowledge of a WSN is not always possible.
Liu and Ning proposed a new pool based polynomial
pre-distribution scheme for WSN. This approach can be
considered as an extension of the basic RKP scheme
where nodes are pre-loaded with bivariate polynomials
instead of keys. A global pool of symmetric bivariate
polynomials is generated off-line and each node is
preloaded with a subset of polynomials. If two
neighboring nodes share a common polynomial, they
establish a direct secure by computing the polynomial
value at the neighbor identifier; else, they try to find a
multi-hop secure path. This approach allows computing
distinct secret keys, so the resilience against node
capture is enhanced. However, it requires more memory
to store the polynomials and induces more
computational overhead. Yu and Guan [14] used the
Blom’s scheme to key pre-distribution in group-based
WSN.
Liu et al. proposed in SBK, a self-configuring key
establishment scheme for WSN. SBK distinguishes two
kinds of nodes: service nodes and worker ones. After the
deployment, sensor nodes differentiate their role thanks
to a pre-loaded bootsrap program. Service nodes
generate a key space using a polynomial-based or the
matrix-based model. Then, they distribute the
corresponding keying shares to at most worker nodes.
Authors propose for that to use a computationally
asymmetric channel based on Rabins public key
cryptosystem while shifting the large amount of
computation overhead to the service nodes. This induces
a high load on service nodes which are sacrificed. SBK
assumes that all nodes are deployed at the same time
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and that they are coarsely time synchronized to to start design in order to predistribute keys. We show that the
the bootstrapping procedure simultaneously. it assumes basic use of unital design enhances considerably the
also that the network is secured and no active attacks scalability of key pre-distribution while decreasing the
can be launched during the bootstrapping procedure. probability of sharing common keys. we propose a
SBK gives good performances including scalability, solution which ensures high network scalability while
resilience and connectivity between worker nodes as far maintaining a good probability of sharing common keys.
as the assumptions are verified.Deterministic key pre.
distribution schemes ensure that each node is able to
establish a pair-wise key with all its neighbors.
III. A BASIC MAPPING FROM UNITALS TO
LEAP makes use of a common transitory key which
is preloaded into all nodes prior to deployment of the
WSN. The transitory key is used to generate pairwise
session keys and is cleared from the memory of nodes
by the end of a short time interval after their
deployment. LEAP is based on the assumption that a
sensor node, after its deployment, is secure during a
time Tmin and cannot be compromised during this period
of time. LEAP is then secure as far as this assumption is
verified.
In new key management scheme for grid group
WSN. Intra-region secure communications are
guaranteed thanks to a SBIBD key pre-distribution
while inter-region communications are ensured by
special nodes called agents. Furthermore, authors
propose to enhance the Camtepe scheme in order to
avoid key identifier exchanges. For that, they index all
nodes and keys and propose a mapping between node
indexes and key indexes.
The main strength of the proposed scheme is the
establishment of unique secret pairwise keys between
connected nodes. However, this does not ensure a
perfect network resilience. Indeed, the attacker may
construct a part of the global set of keys and then
compute pairwise secret keys used to secure external
links where the compromised node are not involved.
Moreover, the proposed scheme provides a low session
key sharing probability which does not exceed 0.25 in
the best case as we prove later. Another drawback of
this solution is the network scalability which reaches
only 2q2 = O(k2) where k is the key ring size.
We focus in this work on the scalability of key
management schemes for WSN. Basic schemes giving a
perfect network resilience [10] achieve a network
scalability of O(k) where k is the key ring size. Design
based schemes as the SBIBD and the trade based ones
allow to achieve a network scalability of O(k2). So,
large scale networks cannot be supported because the
key ring size may be increased which is not suitable due
to memory constraints in WSN. In this work we propose
new solutions achieving a network scalability of O(k4)
when providing good overall performances. For this
purpose, we make use, for the first time, of the unital

KEY PRE-DISTRIBUTION FOR
WIRELESS SENSOR NETWORK
At the best of our knowledge, we are the first who
propose the use of unital design for pre-distribution in
WSN. This scheme may also be generalized to all
resource constrained wireless networks where key predistribution should be useful. In this section, develop a
naive and scalable key pre-distribution scheme based on
unital design. We propose a basic mapping in which we
associate to each point of the unital a distinct key, to the
global set of points the key pool and to each block a
node key ring. We can then generate from a global key
pool of |S| = m3 + 1 keys, n = b = m2 (m3 + 1)/(m+ 1)
key rings of k = m + 1 keys each one.
TABLE I
MAPPING FROM UNITAL DESIGN TO KEY
DISTRIBUTION
UNITAL DESIGN
KEY DISTRIBUTION
X: Point Set
S : Key Pool
Blocks
Key Rings(<KRi>)
Size of the Object Set
Size of the Key Pool
X : V=m3+1
S: S = m3+1
Number Of Generated Number Of Generated
Blocks :
Key rings :
b=m2(m2-m+1)
n=m2(m2-m+1)
After the deployment step, each two neighboring
nodes exchange their key identifiers in order to
determine eventual common key. Using this basic
approach, each two nodes share at most one common
key. Indeed, referring to the unital properties, each pair
of keys is contained together in exactly one block which
implies that two blocks cannot share more than one
point. Hence, if two neighboring nodes share one
common key, the latter is used as a pairwise key to
secure the link; otherwise, nodes should determine
secure paths which are composed of successive secure
links.

A. Storage Overhead
When using the proposed naive unital based version
matching a unital of order m, each node is pre-loaded
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with one key ring corresponding to one block from the
design. Hence, each node is pre-loaded with (m+1)
disjoint keys. The memory required to store keys is then
l × (m + 1) where l is the key size.

B. Network Scalability
From construction, the total number of possible key
rings when using the naive unital based scheme is n =
m2×(m2−m+1), this is then the maximum number of
supported nodes.

C. Session Key Sharing Probability
When using the basic unital mapping, we know that
each key is used in exactly m2 key rings among the m2 ×
(m2 − m + 1) possible key rings. Let us consider two
nodes u and v randomly selected. The node u is
preloaded with a key ring KRu of m+1 different keys.
Each of them is contained in m2 − 1 other key rings.
Knowing that each two keys occur together in exactly
one block, we find that the blocks containing two
different keys of KRu are completely disjoint. Hence,
each node shares exactly one key with (m + 1) × (m2 −
1) nodes among the m2(m2 − m + 1) − 1 other possible
nodes, Then, the probability Pc of sharing a common
key is of them is contained in m2 − 1 other key rings.
Knowing that each two keys occur together in exactly
one block, we find that the blocks containing two
different keys of KRu are completely disjoint. Hence,
each node shares exactly one key with (m + 1) × (m2 −
1) nodes among the m2(m2 − m + 1) − 1 other possible
nodes, Then, the probability Pc of sharing a common
key is :
Pc = (m+1)2
m3+m+1

D. Summary and Discussion
The evaluation of this naive solution shows clearly
that the basic mapping from unitals to key predistribution improves greatly the network scalability
which reaches O(k4) compared to other schemes like
SBIBD and trade ones having a scalability of O(k2)
where k is the key ring size. Moreover, given a network
size n this naive scheme allows to reduce the key ring
size up to . However, this naïve solution degrades the
key sharing probability which tends to O(1/k). In order
to improve the key sharing probability of the naive
unital based scheme while maintaining a good
scalability improvement, we propose in the next section
an enhanced construction for key management schemes
based on unital design.
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IV. A NEW SCALABLE UNITAL-BASED KEY
PRE-DISTRIBUTION SCHEME FOR WSN
In this section, we present a new enhanced unitalbased key pre-distribution scheme for WSN. In order to
enhance the key sharing probability while maintaining
high network scalability, we propose to build blocks
using unital design and to pre-load each node with a
number of blocks picked in a selective way. Before the
deployment step, we propose to generate blocks of a m
order unital design, each block matches a key set. We
propose then to pre-load each node with t completely
disjoint blocks, t is then a protocol parameter that we
will discuss later. The aim of our construction is to
enhance the key sharing probability between
neighboring nodes and then decrease the average secure
path length as we show later. We propose in algorithm 1
a random block
distribution allowing to pre-load t disjoint blocks in each
sensor node.
Step 1: Generate B = <Bq>, Key Sets
corresponding to Blocks of a Unital
Design of order m
Step 2: for each Nodei do
Step 3: KRi = {}
Step 4: while (KRi t(m+1)) do
Step 5: pick Bq from B
Step 6: if (KRi Bq ) = ⱷ then
Step 7: KRi = KRi Bq
Step 8: B = B-Bq
Step 9: end
Algorithm 1: A random approach of unital block
pre- distribution in the enhanced unital-based
scheme
After the deployment step, each two neighbors exchange
their key identifiers in order to determine common
keys. Contrary to the basic approach, each two nodes
may share more than one key when using the proposed
construction. Indeed, each node is pre-loaded with t
disjoint blocks which mean that each two nodes share up
to t2 keys. If two nodes share one or more keys, we
propose to compute the pair wise secret key as the hash
of all their common keys concatenated to each other.
The used hash function may be SHA-1 [24] for instance.
This approach allows enhancing the network resiliency
since the attacker needs more overlap keys to break a
secure link. Otherwise, when neighbors do not share any
key, they should find a secure path composed of
successive secure links. The major advantage of this
enhanced version is the improvement of the key sharing
probability. As we will show later, this approach allows
to achieve a high secure connectivity coverage since
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each node is pre-loaded with t disjoint blocks.
Moreover, this approach increases resiliency through the
composite pairwise secret keys witch reinforce secure
links. In addition, we show that we maintain high
network scalability compared to existing solutions
although it remains lower than that of the naive version.
V. CONCLUSION
In this paper, a new highly scalable key predistribution scheme for WSN. We make use, for the first
time, of the unital design theory. We showed that a basic
mapping from unitals to key pre-distribution allows to
achieve an extremely high network scalability while
degrading the key sharing probability. We proposed then
an enhanced unital-based construction which gives birth
to a new key management scheme providing high
network scalability and good key sharing probability.
We conducted analytic calculation and intensive
simulations to compare our solutions to existing ones
which showed that our approach enhances significantly
the network scalability when providing good overall
performances. As future work, we plan to deepen the
analysis of our parameter choice in order to suggest
values given the best tradeoff. In addition, we attend to
analyze more network performances of our solution like
the network resilience against node capture attacks.
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Abstract— MANET is the Mobile Ad-Hoc network in
which the mobile nodes are self configured, self
administered and self organizing. The characteristic of the
MANETS are multi-hop routing, limited power, dynamic
topology, distributed operations and light weight
terminals. Routing is the process of providing path
between the source and destination for the packet delivery,
there are 3 types of routing available they are proactive,
reactive and hybrid routing. The Optimal stopping rule
algorithm is implemented in DSDV protocol provides a
particular timeslot for packet transfer to takes place. We
propose cross layer design in AODV protocol. In a cross
layer design the control over two layers or more layers can
yield a significant performance improvement. In this each
node maintain a routing table and which includes the
routing information and energy of nodes. Based upon the
energy information of nodes the packet transfer takes
place between nodes. The energy information provided is
used by MAC layer and Network layer. This cross layer
technique using AODV protocol is implemented and
evaluated and compared with simple AODV protocol
using NS2 simulator. Result has been revealed that the
performance behavior of using cross layer design in
AODV protocol has been significantly improved.

So mobile ad-hoc network (MANET) is a self-configuring
network of mobile router (and associated host) connected by
wireless link – the union of which form a random topology.
The routers are free to move randomly and organize
themselves at random
Such network may operate in a standalone fashion, or
may be connected and quick deployment make suitable for
emergency situation like natural or human induced disasters,
military conflicts, emergency medical situation.[4]
The rest of paper is organized as follows. In section 2 and
section 3 provides a brief description about routing protocols
and cross layer design. In section 4 the existing work is
described in area of energy efficient routing is described.
Section 5 provides a brief description of AODV protocol.
Section 6 and 7 provides a detailed description of energy
estimation and implementation of cross layer design.

Index Terms—DSDV protocol, Optimal stopping
algorithm, AODV routing protocol and Cross layer.

A. Proactive protocols
In proactive routing protocol, each node maintain routing
information to every other node (or nodes located in specific
part) in the network. Different table usually maintain routing
information. These tables maintained are periodically updated
and/or if the network topology changes. The protocols in
proactive are differentiated in way with routing information is
maintained. Furthermore, each routing protocol may maintain
different number of tables. The advantage is that routes will
always be available on request.

rule

I. INTRODUCTION
Mobile adhoc network (MANET) is a network in which
the nodes are self-configuring, self-organizing and selfadministered. The nodes forming a temporary/short lived
network without any fixed infrastructure where all nodes are
free to move about arbitrary. Nodes must behave as a routers,
take part of discovery and maintenance of routes to other nodes
in the network. [2] Wireless links in MANETS are highly error
prone and can go down frequently due to mobility of nodes.
Stable routing is a very critical in dynamic environment in
mobile Ad-hoc Network [3].

II. ROUTING PROTOCOL IN MANET
A routing protocol is used to transmit a packet to a
destination via number of nodes and numerous routing
protocols have been proposed for such kind of ad-hoc network.
These protocols find a route for packet delivery and to the
correct destination. The routing protocols can be broadly
classified into three types as:

B. Reactive protocols
On-demand routing protocols were designed to reduce the
overheads in proactive protocols by maintaining information
for active routes only. The routes are determined and
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maintained for nodes that require sending data to a particular
destination. Route discovery usually occurs by forwarding a
route request packets through the network. When a node with a
route to destination (or the destination itself) is reached a route
reply is sent back to the source node using through bidirectional links. Therefore, the route discovery overhead will
grow by 0(N+M).
C. Hybrid protocols
In hybrid protocols are a new type of protocol, which are
both proactive and reactive in nature. These protocols provide
scalability by allowing nodes with close proximity to work
together to form some sort of backbone to reduce route
discovery overheads. This is achieved mostly by proactively
maintaining routes to nearby nodes and determining routes to
far away nodes using a route discovery strategy. Most
hybrids projected are zone based mostly, which suggests that
the network is divided or seen as variety of zones
by every node.
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functionalities associated to the original layers but to allow
coordination, integration and joint optimization of protocols
crossing different layers.
The cross layer is the information sharing between layers in
order to obtain highest possible adaptively. The operation
between the multiple layers to combine the resources and
create a network that is highly adaptive .this cross layer allows
the upper layer to adapt the strategy to varying link and
network condition. Each layer characterized with same
parameter they are passed to adjacent layer to help them to
determine the best operation modes that best suits channel,
network and application.

Fig. 2. Cross layer design
Fig. 1. Ad-Hoc Routing protocols

III. CROSS LAYER DEIGN
Wireless networks represent technologies with growing
interest and exceptions within the world of communications.
This projected new challenges within the style of
communication protocol, which are required to adapt to new
feature of the networking environment like shared channels,
limited bandwidth, high error rates, increased latency, and
mobility.
Traditionally, protocol architectures follow strict layering
principles, which provide an attractive tool for designing
interoperable system for fast deployment and efficient
implementation of OSI model was developed to support
standardization of network architecture using the layers model.
A protocol at a given layer is implemented by a (software,
firmware, or hardware) entity, which communicates with other
entities (on other networked systems) implementing the same
protocol using protocol data unit. Due to lack of coordination
among layers limited the performance of such architectures in
front of the peculiar challenges posed by wireless nature of the
transmission links. To overcome such limitations, cross layer
design was proposed. The core idea is to maintain

IV. RELATED WORK
Shirali et.al. [7] propose a schemes to sleep based
topology called cluster based energy conservation algorithm in
this algorithm each nodes broadcast a discovery message with
node ID and estimated lifetime. After a while the node that has
longest lifetime among its neighbors, declares itself as a
cluster-head. Each node that is not a cluster head and has
received cluster-head messages from more than one clusterhead, declares itself as a gateway node. The node except the
cluster-head go to sleep mode to save more energy and this
techniques can be implemented over non stationary nodes.
M.Grossglauser et.al. [8] there are n nodes if a source is in
need of providing a packets transfer to destination node, single
hop routing may not be possible with nodes, if the nodes
cannot directly communicate with destination node then
communication is provided via intermediate nodes. The
mobility of nodes is increased with relay nodes this usage of
relay nodes pose the major drawback of providing an not
efficient end to end data transfer. P. Bellavista et.al. [9]
proposed Mobeyes techniques used in VANET for urban
environment. The node sense the event i.e. capturing image,
process sensed data i.e. capturing license plate and route
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messages to other vehicles. The mobile collector node harvests
the data and the mobile monitor node sense the data in
vehicles. This technique poses drawback of increase of nodes
with the increase in harvesting information. Flooding takes
place with the nodes. Piyusha Gupta et.al. [10] for ‘n’
identical randomly located nodes, each capable of transmitting
at W bits per second and from a wireless network. Every node
all over the domain to share whatever portion of the channel its
utilizing with nodes in its local neighborhood that is reason for
constriction in capacity. Splitting channel and accessing via
spatial directivity in antenna. The drawback posed is nodes
must be less, due to mobility of node link failure and delays
will be more. P. R. Kumar et.al. [11] for ad hoc network and
hybrid network nodes are close to each other, the common
power level adopted, with n nodes, the saptio temporal
scheduling of transmission and their ranges. The nodes perform
power control for transmission the appropriate choice of power
level for communication is chossed. This scales better with
multihop hybrid wireless network. This poses a major
drawback while providing single hop packet transfer. G. B.
Giannakis et.al. [12] Scheduling plays an important role in
providing quality of service support to multimedia
communications in various kinds of wireless sensor networks.
The AMC and priority scheduler algorithm is proposed,
Adaptive modulator coding provides a maximum transmission
rate by adjusting transmission modes and priority scheduler
assign a channel based upon channel quality, connection with
highest priority is scheduled each time. The channel having
low priority will not be scheduled. Dharma et.al. [13]
propose a Directional routing protocol provides a cross layer
interaction between the MAC layer and routing. The main
feature of DRP includes an efficient route discovering,
establishing and maintaining directional routing and
neighborhood table. This DRP is implemented over the top of
existing MAC layer. Directional routing table is updated with
the routes travelled by packets and Directional neighborhood
table is implemented in MAC layer updated using packets. The
drawback posed by DRP is the reception of more redundant
packets and routing is not energy efficient.
V. SELECTION OF PROTOCOL: AODV
The table driven routing protocols have the advantage of
having an available route always ready to the destination. But it
comes with cost of consuming a big part of overhead. Thus an
appropriate routing protocol for MANET s should imply a
reasonable overhead. On the other hand, the reactive routing
protocols reduce the overhead traffic by creating a route only
when it is required. When a route is no longer used in reactive
protocol, it is simply expunged from the routing table.
Considering the aforesaid fact Ad Hoc On-Demand
Distance Vector (AODV) routing protocol is selected for
improving performance.
Ad Hoc On-Demand Distance Vector (AODV) Routing
Protocol uses an on-demand approach for finding routes. As a
result, a route is established only when it is required by a
source node for transmitting data packets. The destination
sequence number is used to identify the most recent path. The
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source node and the intermediate node store the next hop
information to each flow for data packet transmission. In
AODV, each routing table entry contains the following
information:
 Destination
 Next hop
 Number of hops
 Destination sequence number
 Active neighbors for this route
 Expiration time for the route table entry
Expiration time, also called lifetime, is reset each time the
route has been used. The new expiration time is the sum of the
current time and a parameter called active route timeout.
These AODV protocol terminologies are active routes i.e.
the route toward the destination that has the routing table entry
is marked as valid, destinations the address to which the packet
is forwarded, forwarding node i.e. the node sends the data
packets destined for another node, forward route is the route
setup to send the data packets, originating node is a node that
initiates a route discovery message, reverse route is a route
setup to forward RREP packets and sequence number is the
monotonically increasing number maintained by each node to
determine freshness of the information contained from the
originating node.
The AODV protocol message formats are
 Route request message
 Route reply message
 Route error message
A. Route request message
A node disseminates a RREQ when it determines that it
needs a route to destination and does not have one available.
Before forwarding RREQ, the originating node buffers the
RREQ ID and the Originator IP address. The destination
sequence number field in route request message is last known
destination sequence number for this destination and is copied
from the destination sequence number field in the routing table.
The originator sequence number in the RREQ message is
node’s own sequence number. RREQ ID field is incremented
by one from the last RREQ ID used by current node. The
originating node should not generate more than RREQ_RATE
LIMIT RREQ messages per second. After forwarding a RREQ,
a node waits for RREP. If the route is not received within
NET-TRAVESAL-TIME milliseconds, the node may try again
to discover a route by forwarding another RREQ. When the
node receives the RREQ, it creates or updates a route to the
previous hop. Hop count of RREQ ID incremented. The
originator sequence number from RREQ is updated while
forwarding.
B. Route reply message
A node generates RREP if it is a destination. When
generating a RREP message, a node copies the destination IP
address and the originator sequence number form the RREQ
message into the corresponding fields in RREP message. The
RREP is forwarded back toward the node which originated the
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RREQ message, hop count field is incremented by one at each
hop. If the node generating RREP is an intermediate node then
it copies its own sequence number for the destination into the
destination sequence number field in RREP message. The
neighbour node updates the forward route entry by placing the
last hop node into the precursor list for the forward route entry.
The life time field of RREP is calculated by subtracting the
current time from the expiration time in its route table entry.
C. Route error message
The Route Error message is initiated in three situation if it
detect link break for the next hop of an active route in its
routing table, if it gets a data packet destined to a node for
which it does not have an active route and if it receives a
RERR from a neighbor for one or more active routes. The
node first generates the list of unreachable destination
consisting of unreachable neighbor as the next hop. Some of
unreachable destination in the list could be used by neighbor
nodes, and it may necessary to send a new RERR. The
neighbor node(s) that should receive the RERR are all those
that belong to a precursor list of at least one of unreachable
destination(s) in the newly created RERR. Just before
transmitting RERR, certain updates are made on routing table.
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The energy of node is estimated with the use of
transmission power and reception power, some amount of time
is consumed for the transmission or the reception of packet.




dEng = P_tx * txtime

The energy consumed for sending the packet is the product
of energy to be consumed for each transmission and the time
estimated for transmitting the packets.




dEng = P_rcv * rcvtime

The energy consumed for reception of the packet is the
product of energy to be consumed for each reception and the
time estimated for receiving the packets.




energy = energy - dEng

The remaining energy of the nodes is the reduction of
energy for the transmission or the reception of packet form the
initial energy. The initial energy of the node is the amount of
energy that is available before particular transmission or
reception of packets.
VII. IMPLEMENTATION OF CROSS LAYER DESIGN

VI. ENERGY ESTIMATION
The recent research in energy efficient routing protocols for
ad hoc network. We classify the power efficient routing
protocols into four categories based on their path selection
schemes. The first set of protocols use the energy cost for
transmission as the cost for transmission as the cost metric and
aim to save energy consumption per packet. However, such
protocols do not take the nodes energy capacity into account.
Thus energy is not fair among nodes in network. The second
set protocols use the remaining energy capacity as the cost
metric, which means that the fairness of energy consumption
becomes the main focus. But, these protocols cannot guarantee
the energy consumption is minimized. The third set of protocol
are similar to second set, but use estimated lifetime instead of
node energy capacity as the route selection criteria.
One of the key challenges in deployment of mobile adhoc
networks is how to prolong the lifetime of networks. The
lifetime of adhoc network is limited by the battery energy in
wireless devices. Energy depletion of nodes can interrupt
communication and even worse, cause network portioning.
Thus energy efficiency is critical for the design of network
protocols.
In order to both minimize the energy consumption per
packet and maximize the network lifetime, several protocol are
proposed in recent research.[15] A cross layer design for
AODV protocol is proposed for providing energy efficient
routing over nodes. This scheme has two steps, first the
discovery of all possible routes during the route discovery
phase and for each node remaining energy is found with cross
layer implementation.

The remaining energy of the node has been estimated with
the transmission and the reception of each packet. The energy
information must be forwarded to neighbor node to provide the
energy based routing. The AODV protocol uses the RREQ
packet for the route discovery process, energy information
about the nodes are embedded with RREQ and forwarded to
the neighbor nodes. Each node in the network maintain a
routing table this table is usually used for providing routing
information to forward the data packets. In the proposed
scheme the routing table used will also include the additional
information i.e. remaining energy of node(s).
Cross layer design can be realized between multiple layers
or between just two layers. The cross layer design can be based
in any combination of two protocol layers. Interestingly
merging multiple protocol layers is not just a theoretical
concept but has been seriously considered in real time practice.
For example the upcoming routing protocol is being developed
as on of the critical module in the MAC layer. Such as merge
between routing and MAC layer provides a great potential to
carry out optimization between MAC and routing within the
same protocol layer.
A routing protocol of multihop wireless network
determines path for any packet from its source to destination.
In its simplest form, a routing protocol can just consider
connectivity between nodes, i.e., as long as route can be
maintained, a routing path is set up. However to enhance
performance, other routing metrics and mechanism must be
taken into account. For example, a routing protocol may need
to consider minimum hop count, lowest traffic load, etc.
however, such type of layered design approaches are still
suboptimal in performance. The reason is that the behavior of
MAC protocol taken into account. Thus, no matter how the
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routing protocol is optimized. If underlying MAC does not
provide satisfying performance, then the overall performance
perceived by the protocol can be poor.
A MAC protocol aims to provide medium access
opportunity to nodes sharing the same medium, given any
condition of traffic load, interference, noise, and topology of
network. However, traffic load, interference, and so on are
closely related to a routing protocol. Thus performance of a
MAC protocol can be significantly impacted by routing
protocol.

Fig. 3. Cross Layer Design for MAC and Network Layer

In order to achieve the best network performance, routing
and MAC must be jointly optimized. The Routing/MAC cross
layer can be done in a simple loosely coupled scheme. The
routing table maintains the energy information of the neighbor
nodes. The MAC compares the remaining energy of neighbor
nodes maintained with a threshold value. The less energy node
address is forwarded to the network layer, the network layer
removes the less energy node form the route toward
destination.
VIII. PERFORMANCE EVALUATION
In this section our simulation effort presented to evaluate
and compare the performance of the protocols that we
described previously in section
A. Simulation scenario
We implemented our programs based on the NS2.
Recently NS2 has been the predominant simulator in wireless
communication researches. In order to evaluate the
performance of the protocols as the networks size scale up,
each experiment was carried out on the square simulation
fields of three different scales of mobile nodes. 20 nodes were
chosen to represent ad hoc network. Nodes were generated at
random time as if few nodes were entering into the topology.
Nodes were moving at constant random speed. Radio
propagation model was used was two Ray Ground. Antenna
model used was Omni Antenna. Movement was linear and
node speed was constant for a simulation.
B. Node Characteristics
1.
2.
3.
4.
5.

Link layer Type : Logical link type(LL)
MAC type : 802_11
Queue type :Drop-Tail
Network interface type : Wireless
Channel type : Wireless
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C. Performance Metrics :
The following performance are evaluated :
1.

Packet delivery ratio : The ratio of the data packets
delivered to the destinations to those generated by
CBR sources. The ratio between the number of
packets originated by the “application layer” CBR
sources and number of packets received by the CBR
sink at final destination.

2.

Average end to end delay : This includes all possible
delays caused by buffering during route discovery
latency, queuing at interface queue, delays during
retransmission at MAC, and propagation and transfer
times.

3.

Throughput : This denote the number of packets from
source that a destination receives in time slot.
IX. CONCLUSION

In this research paper, an effort was made to provide Cross
layer design for AODV protocol provides a energy efficient
routing among nodes in networks. This proposed scheme poses
major advantage of using only the node having higher energy
in the route towards destination. The delay will be reduced,
throughput is increased and packet delivery ratio is increased.
Finally simulation result shows that cross layer implementation
over AODV protocol is more efficient.
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Abstract— Radio link fluctuations is a difficult task in
packet transmission in mobile ad hoc networks. To
overcome this we are proposing a new protocol called
novel channel adaptive routing protocol which reduces
channel fading. The proposed channel used to select
stable links for route discovery by using average non
fading duration technique and
handoff
strategy
maintains reliable connections. This protocol provides a
dual-attack for avoiding unnecessary route discoveries,
predicting path failure leading to handoff and then
bringing paths back into play when they are again
available, rather than simply discarding them at the first
sign of a fade.
Keywords- Mobile ad hoc networks, Average nonfading duration, Routing protocols, Channel adaptive
routing.

1 INTRODUCTION
An ad hoc network is a mobile, multi-hop
wireless network with no stationary infrastructure. The
autonomous and self-configuring nature of ad hoc
networks provide several advantages such as fast and
easy deployment, little or no reliance on a pre-existing
infrastructure and cost-effectiveness. Until recently, adhoc networks found application mainly in the military
and emergency management. A significant amount of
current research has been directed to designing efficient
dynamic routing protocols for ad hoc networks. The
challenge here is to reduce routing overheads in spite of
the changing topology. This is a critical issue as both
link bandwidth and battery power are premium
resources. Several new protocols focused on the issue of
overhead reduction without compromising on
application-visible performance metrics.
A mobile ad-hoc network or MANET is a
collection of mobile nodes sharing a wireless channel
without any centralized control or established
communication backbone. They have no fixed routers

with all nodes capable of movement and arbitrarily
dynamic. These nodes can act as both end systems and
routers at the same time. When acting as routers, they
discover and maintain routes to other nodes in the
network. The topology of the ad-hoc network depends
on the transmission power of the nodes and the location
of the mobile nodes, which may change from time to
time levels. One of the main problems in ad-hoc
networking is the efficient delivery of data packets to the
mobile nodes where the topology is not pre-determined
nor does the network have centralized control. Hence,
due to the frequently changing topology, routing in adhoc networks can be viewed as a challenge. In cellular
telecommunications, the term handover or handoff refers
to the process of transferring an ongoing call or data
session from one channel connected to the core network
to another. In any mobile phone conversation your call is
passed from one cell to another in order to keep the
signal strong. This process of handing the call from one
cell to another is called a handoff (or handover in some
countries). It is how this transfer takes place that defines
the difference between soft and hard.
Routing protocols for ad hoc networks can be
classified broadly as either proactive, reactive, or hybrid
(combining both behaviors).In table-driven or proactive
routing protocols, consistent and up-to-date routing
information of the network topology of all nodes is
maintained at each node with respect to the time. The
major drawback of these approaches is that the
maintenance of unused paths may occupy an important
part of the available bandwidth if the topology changes
frequently. In on-demand or reactive routing protocols,
the routes are created on requirement basis. To find a
path from source to destination, it invokes the route
discovery mechanisms. Reactive routing protocols have
some inherent limitations. First, since routes are only
maintained while in use, it is usually required to
perform a route discovery before packets can be
exchanged between communication peers. This leads to
a delay for the first packet to be transmitted. Second,
even though route maintenance for reactive algorithms
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is restricted to the routes currently in use, it may still
generate an important amount of network traffic when
the topology of the network changes frequently. Finally,
packets to the destination are likely to be lost if the route
to the destination changes.
Many MANET routing protocols exploit
multihop paths to route packets. The probability of
successful packet transmission on a path is dependent on
the reliability of the wireless channel on each hop. Adhoc On-demand Vector Routing (AODV) is a reactive
protocol that discovers routes on an as needed basis
using a route discovery mechanism. It uses traditional
routing tables with one entry per destination..Ad-hoc
On-demand Multipath Distance Vector Routing
(AOMDV) protocol is an extension to the AODV
protocol for computing multiple loop-free and linkdisjoint paths. The mobile node which is move from one
base station to another at that time only the signal fading
happened. We call this protocol Channel-Aware
AOMDV (CA-AOMDV). Note that this protocol is
intended to improve on AOMDV in conditions where
the channel can be reasonably allowed for. CA-AOMDV
protocol used to avoid signal fading. This protocol use
specific, timely, channel quality information allowing us
to work with the ebb-and-flow of path avail-ability. This
approach allows reuse of paths which become
unavailable for a time, rather than simply regarding them
as useless, upon failure, and discarding them. We utilize
the channel average non fading duration (ANFD) as a
measure of link stability, combined with the traditional
hop-count measure for path selection. The average
fading duration (AFD) is utilized to determine when to
bring a path back into play, allowing for the varying
nature of path usability instead of discarding at initial
failure.

2. BACKGROUND
Existing routing protocols in ad-hoc networks
utilize the single route that is built for source and
destination node pair. Due to node mobility, node
failures and the dynamic characteristics of the radio
channel, links in a route may become temporarily
unavailable, making the route invalid. The overhead of
finding alternative routes mounts along with additional
packet delivery delay. This problem can be solved by
use of multiple paths between source and destination
node pairs, where one route can be used as the primary
route and the rest as backup.

2.1 AODV
Ad-hoc On-demand Distance Vector Routing
(AODV) is a reactive routing protocol, meaning that it
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establishes a route to a destination only on demand. In
AODV, the network is silent until a connection is
needed. At that point the network node that needs a
connection broadcasts a request for connection. Other
AODV nodes forward this message, and record the node
that they heard it from, creating an explosion of
temporary routes back to the needy node. When a node
receives such a message and already has a route to the
desired node, it sends a message backwards through a
temporary route to the requesting node. The needy node
then begins using the route that has the least number of
hops through other nodes. Unused entries in the routing
tables are recycled after a time. When a link fails, a
routing error is passed back to a transmitting node, and
the process repeats. Much of the complexity of
the protocol is to lower the number of messages to
conserve the capacity of the network. For example, each
request for a route has a sequence number. Nodes use
this sequence number so that they do not repeat route
requests that they have already passed on. Another such
feature is that the route requests have a "time to live"
number that limits how many times they can be
retransmitted. Another such feature is that if a route
request fails, another route request may not be sent until
twice as much time has passed as the timeout of the
previous route request.
The main advantage of this protocol is having
routes established on demand and that destination
sequence numbers are applied for find the latest route to
the destination. The connection setup delay is lower.
One disadvantage of this protocol is that intermediate
nodes can lead to inconsistent routes if the source
sequence number is very old and the intermediate nodes
have a higher but not the latest destination sequence
number, thereby having stale entries. Also, multiple
Route Reply packets in response to a single Route
Request packet can lead to heavy control overhead.
Another disadvantage of AODV is unnecessary
bandwidth consumption due to periodic beaconing.

2.2 AOMDV
Ad-hoc On-demand Multipath Distance Vector
Routing (AOMDV) protocol is an extension to the
AODV protocol for computing multiple loop-free and
link disjoint paths. The routing entries for each
destination contain a list of the next-hops along with the
corresponding hop counts. All the next hops have the
same sequence number. This helps in keeping track of a
route. For each destination, a node maintains the
advertised hop count, which is defined as the maximum
hop count for all the paths, which is used for sending
route advertisements of the destination. Each duplicate
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route advertisement received by a node defines an
alternate path to the destination. When a route
advertisement is received for a destination with a greater
sequence number, the next-hop list and the advertised
hop count are reinitialized. AOMDV can be used to find
node-disjoint or link-disjoint routes. To find nodedisjoint routes, each node does not immediately reject
duplicate RREQs. Each RREQs arriving via a different
neighbor of the source defines a node-disjoint path. This
is because nodes cannot be broadcast duplicate RREQs,
so any two RREQs arriving at an intermediate node via a
different neighbor of the source could not have traversed
the same node. In an attempt to get multiple link-disjoint
routes, the destination replies to duplicate RREQs, the
destination only replies to RREQs arriving via unique
neighbors. After the first hop, the RREPs follow the
reverse paths, which are node disjoint and thus linkdisjoint. The trajectories of each RREP may intersect at
an intermediate node, but each takes a different reverse
path to the source to ensure link disjointness.
The advantage of using AOMDV is that it
allows intermediate nodes to reply to RREQs, while still
selecting disjoint paths. But, AOMDV has more
message overheads during route discovery due to
increased flooding and since it is a multipath routing
protocol, the destination replies to the multiple RREQs
those results are in longer overhead.

3. CHANNEL AWARE AOMDV
We introduce an enhanced, channel-aware
version of the AOMDV routing protocol. The key aspect
of this enhancement, which is not addressed in other
work, is that we use specific, timely, channel quality
information allowing us to work with the ebb-and-flow
of path availability. This approach allows reuse of paths
which become unavailable for a time, rather than simply
regarding them as useless, upon failure, and discarding
them.

A. Channel Average Non Fading Duration
We utilize the channel average non fading
duration (ANFD) as a measure of link stability,
combined with the traditional hop-count measure for
path selection. The protocol then uses the same
information to predict signal fading and incorporates
path handover to avoid unnecessary overhead from a
new path discovery process.

B. Average Fading Duration
The average fading duration (AFD) is utilized to
determine when to bring a path back into play, allowing
for the varying nature of path usability instead of
discarding at initial failure. This protocol provides a dual
attack for avoiding unnecessary route discoveries,
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predicting path failure leading to handoff and then
bringing paths back into play when they are again
available, rather than simply discarding them at the first
sign of a fade.

3.1 Route Discovery
As in AODV, when a traffic source needs a
route to a destination, the source initiates a route
discovery process by generating a RREQ. Since the
RREQ is flooded network-wide, a node may receive
several copies of the same RREQ. In AODV, only the
first copy of the RREQ is used to form reverse paths; the
duplicate copies that arrive later are simply discarded.
Note that some of these duplicate copies can be gainfully
used to form alternate reverse paths. Thus, all duplicate
copies are examined in CA-AOMDV for potential
alternate reverse paths, but reverse paths are formed only
using those copies that preserve loop-freedom and
disjointness among the resulting set of paths to the
source. When an intermediate node obtains a reverse
path via a RREQ copy, it checks whether there are one
or more valid forward paths to the destination. If so, the
node generates a RREP and sends it back to the source
along the reverse path; the RREP includes a forward
path that was not used in any previous RREPs for this
route discovery. In this case, the intermediate node does
not propagate the RREQ further. Otherwise, the node rebroadcasts the RREQ copy if it has not previously
forwarded any other copy of this RREQ and this copy
resulted in the formation/updation of a reverse path.
When the destination receives RREQ copies, it also
forms reverse paths in the same way as intermediate
nodes. However, it adopts a somewhat ‘looser’ policy
for generating a RREP. Specifically, the destination
generates a RREP in response to every RREQ copy that
arrives via a loop-free path to the source even though it
forms reverse paths using only RREQ copies that arrive
via loop-free and disjoint alternate paths to the source.
The reason behind the looser RREP generation policy at
the destination is as follows. The RREQ flooding
mechanism, where each node locally broadcasts a RREQ
once, suppresses some RREQ copies at intermediate
nodes and duplicates other RREQ copies. When an
intermediate node receives a RREP, it follows route
update rules form a loop free and disjoint forward path
to the destination, if possible; else, the RREP is dropped.
Supposing that the intermediate node forms the forward
path and has one or more valid reverse paths to the
source, it checks if any of those reverse paths was not
previously used to send a RREP for this route discovery.
If so, it chooses one of those unused reverse paths to
forward the current RREP; otherwise, the RREP is
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simply dropped. Note that our choice of forwarding the
RREP along a unique reverse path, as opposed to
duplicating it along all available reverse paths, does not
hurt CA-AOMDV route discovery latency. This is
because the latency of a route discovery is determined by
the amount of time source has to wait before it obtains
the first route, and RREPs in CA-AOMDV (as with
AODV) use fairly reliable ARQ-based unicast MAC
layer transmissions. On the contrary, duplicating the
RREP will cause a route cutoff problem similar to that
mentioned above, reducing the number of disjoint paths
found at the source.

3.2 Route Maintenance
Route maintenance in CA-AOMDV is a simple
extension to AODV route maintenance. Like AODV,
CA-AOMDV also uses RERR packets. A node generates
or forward a RERR for a destination when the last path
to the destination breaks. CA-AOMDV also includes an
optimization to salvage packets forwarded over failed
links by re-forwarding them over alternate paths. This is
similar to the packet salvaging mechanism in DSR. The
timeout mechanism similarly extends from a single path
to multiple paths although the problem of setting proper
timeout values is more difficult for CA-AOMDV
compared to AODV. With multiple paths, the possibility
of paths becoming stale is more likely. But using very
small timeout values to avoid stale paths can limit the
benefit of using multiple paths. In our experiments, we
use a moderate setting of timeout values and additionally
use HELLO messages to proactively remove stale
routes. Thus, the timeouts in the current version of CAAOMDV primarily serve as a soft-state mechanism to
deal with unforeseen events such as routing table
corruption and to a lesser extent for promptly purging
stale routes. In another work, we have devised an
adaptive timeout selection mechanism for purging stale
cached routes in DSR, which can be applied to CAAOMDV with appropriate modifications. As an
alternative, timeout selection can be based on analytical
characterization.
Fading
detection

Wireless
access

Handoff controller

System
monitor
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Fig-1: Block diagram of Proposed Technique.
The Fig-1 shows the block diagram of proposed
technique which contains ,Fading Detection helps to
determine the signal strength of each node & to
determine successful handover. Hand off Controller
determines the hand off requirement to the nearest
possible node. Smart Decision helps to handle making
decisions to transfer data to nearby agent. Wireless
access helps in defining access to nodes during hand off.
System Monitor Helps in monitoring the whole network
which indulges in channel aware routing & handover.
Device Monitor Helps in evaluating the values
successful data transfer.
Mobile Host
is the
MANET(Mobile ADHOC Node). Network Selection
Implies choosing from home to foreign agent.
4. SIMULATED RESULTS

4.1 Packet Delivery Ratio
Data packet delivery ratio can be calculated as
the ratio between the number of data packets that are
sent by the source and the number of data packets that
are received by the sink. To evaluate network traffic load
performance, we fixed maximum speed at 1 m/s, varying
source packet rate from 5 to 40 packets/s. All other
parameters were as in the previous section. Fig. 2 shows
variation of packet delivery ratio (PDR) with increasing
packet rate, while Fig. 3 shows variation of average endto-end delay with increasing packet rate. Both protocols
have decreased PDR with increasing packet rate. For low
traffic loads, increased packet rate prolongs the average
end-to-end delay. After a certain point, the packet delays
decrease with increasing packet rate

Smart decision

Device monitor

Fig-2:Packet Delivery Ratio comparison between CAAOMDV and AOMDV
Mobile

host

Network
selection

4.2 End to End Delay
CA- End-to-end delay refers to the time taken for
a packet to be transmitted across a network from source
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to destination. The decrease of average end-to-end delay
in Fig. 3 occurs because, at higher packet rate, more
packets are dropped due to congestion. For both PDR
and average end to- end delay, AOMDV outperforms
AOMDV. For a packet rate of 20 packets/second, there
is a 34.1 percent improvement of packet delivery ratio
and 18.7 percent improvement of the average end-to-end
delay.

Fig-3:Average

End to End Delay Comparison between CAAOMDV and AOMDV.

5. CONCLUSION
A channel-based routing metric is proposed which
utilizes the average non fading duration, combined with
hop-count, to select stable links. A channel-adaptive
routing protocol, CA-AOMDV, extending AOMDV,
based on the proposed routing metric, is introduced.
During path maintenance, predicted signal strength and
channel average fading duration are combined with
handoff to combat channel
fading and improve channel utilization. A new
theoretical expression for the lifetime of the multiple
reusable path system used in CA-AOMDV is derived.
Theoretical expressions for routing control overhead and
packet delivery ratio also provide detailed insights into
the differences between the two protocols. Simulation
results show that CA-AOMDV outperforms AOMDV in
practical transmission environments.
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Abstract-- Network action is the major contribution of scientific
investigations. The brutal force on vampire attack decreases the
energy from the nodes and does not allow communication
between the nodes. It deprives the entire network by reducing
the energy of a particular node, the node loses the capacity to
live. Prior we focus on rejection of communication. Vampire
attacks belief in many belongings of switching and routing
protocols. There are many protocols to prevent many attacks but
the vampire is devastate and hard to discern. We inspect the
techniques to recognize this attack and to reconfigure the
connection using wireless sensor ad hoc network.
Index Terms: Ad hoc networks, Rejection of communication,
wireless sensor networks
I.INTRODUCTION

A

d hoc specifies the network that is no generalised and
used for a specific task or purpose. It is mainly used in
military purposes produced for peculiar situations and used in
many organisation, universities, committees etc. Ad hoc does
not depend on previous infrastructure. It also denotes a group
of network where all the nodes are having equal strength.
IEEE 802.11 wireless network also specifies the ad hoc
networks. The network admonishes the conditions on
environment, functions in the organisations. Wireless sensor
network played an extremely important role in daily life of
humans. Deficiency of capability may lead to environment
misfortune, lacking of energies. The capability of network is
very important and it should satisfy various properties. Owing
to wireless ad hoc network it is susceptible to Denial of
service (DOS) attacks.
Many systematic plans are adopted to prevent the
network from many attacks. In this paper we explore about
vampire attack and initially consider a network that contains
nearly 100 nodes. Fix a base station at the place that is equally
distant from the sides or outer boundaries. Authorize the
nodes to communicate with a base station. When each node
communicates with base station, it cannot response to every
node because of overload. The nodes can be of three types’
dead nodes, active nodes or alive nodes, normal nodes. The
job activity of active nodes is it consumes huge amount of
energy and act as an active part in the network. The normal
nodes have a normal behaviour and the purpose of these nodes
is to transmit a data from one node to other node. Dead nodes

that are present in the network have no avail and the presence
of dead node detach the communication. It reduces the energy
of the node and disconnects the transmission. We propose a
cluster head and cluster head communicates with cluster group
members and the base station. It acts as intermediately
between cluster group members and the base station. The
cluster head is elected randomly using a threshold equation.
Threshold varies between different values and threshold will
be greater than or equal to the value at every time. Threshold
value will be the exact value and it accepts only the very
closest or nearest value to that particular value. The nodes are
calculated using heterogeneous energy levels. The nodes
having the closely related values can be assembled in cluster
group members. It can be clustered into small groups.
II. RELATED WORKS
Rate limiting and the elimination of insider
adversaries as capable solutions are maintained, the
competition inside the networks are avoided [5]. By analysing
the vulnerabilities we can design a new protocol using DOS
susceptibility. It is resilient to individual node failure, since
the time is not specified it can be destroyed at any time. Ad
hoc network support static infrastructure and it offers
monitoring of home health care. Increasing the efficiency and
effectiveness of MAC and routing protocol problems are
cause on behalf of bandwidth and memory. Sleep deprivation
torture is power exhaustion also it never leaves the node from
entering into low power sleep cycle; it reduces the battery
power faster. End-to-end encryption is impractical [1].
Research problems may include the privacy and security
issues. Injected messages are prevented by proper
authentication. Initiate the small number of connection for
legitimate clients and minimal load and it does not send large
amount of data over the life time. While forwarding the
packets authentication of client before server commits any
resources is necessary, it creates a new opportunities for DOS
attacks because authentication protocol usually require the
client to store previous session state. Initially the client should
commit its resources and the server must verify the client
before allocate the resources. [7]. Focusing on the transport
layer rather than routing protocols and owing to the poor
design implementation vulnerability may occur. The system
performance can be avoided an approach of sledge hammer is
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discussed. It transmits a high rate of packet towards the
attacked node. On other hand it is a composition of diagnostic
modelling, gathering of replication and experiments on the
internet. While transmission it throttle the TCP flows to ideal
rate [8]. Maintenance of logical separation between links
connecting end-user and mesh user and we consider two
properties, loose source routing where any forwarding node
can reroute the packet if it knows the shorter path to the
destination but it is not efficient. Another property is no
backtracking property, it hold if and only if the packet is
moving very closer to the destination with every hop round
[3]. Quality of service (QOS) degradation and Reduction of
Quality (ROQ) attacks are not permitted. It covers active
attacks and covers all possible failures and it is challenging to
satisfy in high speed routers [4]. It does not have much
capacity to send data, only minimum packet should be
allowed or it causes to be overload. Server should verify the
client and then make the full authority of authentication [10].
Intrusion Tolerant Routing in Wireless Sensor Network
(INSENS) does not depend on detecting intrusions although it
minimizes the communication, computation and storage.
Design and implementation is very tedious process [9].
Researches based on Denial Of Sleep (DOS) concentrates
only on MAC layer while it focus mainly on data
confidentiality, integrity and heavily ignoring the availability
[6]. Rushing attack results in denial of service when used
against network routing protocols. Development and analysis
of new secure route is employed and another limitation is the
secure protocols cannot find a valid path, so there is a lack of
privacy and security in sensor network [2].
III. EXISTING SYSTEM
Secure efficient distance vector routing of mobile
wireless ad hoc networks (SEAD) is existing secure routing
protocols [11]. Initially, we have a deep research on
susceptible on existing protocols. We provide confidential
measures to avert, vampire attacks are orthogonal to those
used to protect routing infrastructure. Existing work of
carousal attack, since the opponent composes the packet in
loops it sends the packet in circles so by chance it takes a
maximum time to send a packet to destination sometimes it
may lose the information but no immediate cognition is
provided. The next attack also aimed at source routing, the
opponent creates ersatz lengthy routes possibly traversing
every hop of node in the network. The stretch attack
maximizes the packet length, causes the packet to be
processed by the number of nodes and independent of hop
count. Throughout the forwarding phase, every decision is
completed autonomously by each node. When delivery a
packet, a node determines the subsequently hop by judgment
of the most significant bit of its deal with that differs from the
message originator’s address. If there is time consumption
then we may assume that the output data will not exactly be a
right data. To avoid such type of consumption we are placing
cluster head among the nodes.
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S is the source node and D is the destination where the source
node dmay send the packet to destination through the path 6
and 5.DWhile passing the information if the source node takes
the path of S-6-5-D then there will be no loss of packet. If
there is an attack then it make the packet to circulate in the
network it may leads to a loss of information or the packet
will never reach the destination at a particular time.
We assume the messages have their own path at
which they are generated from source to destination. The
attacks are maximized by combining the competitor node in
the network or by sending many packets. The first
preservation mechanism is loose source routing, where the
forwarding node can reroute the packet if it knows the shorter
path to destination, but it is not efficient in global network. So
we move on to no backtracking property, here the node hold
the packet if the packet moves strictly closer to the destination
otherwise it will not handle the packet and it reduces the
discussed vampire attack in harmful flooded detection.
Researches based on Denial of Sleep (DOS) concentrates only
on MAC layer while it focus mainly on data confidentiality,
integrity and heavily ignoring the availability. Rushing attack
results in denial of service when used against network routing
protocols. Development and analysis of new secure route is
employed and another limitation is the secure protocols cannot
find a valid path, so there is a lack of privacy and security in
sensor network. It explores resource depletion attacks at the
routing protocol deposit, which everlastingly render
inoperative networks by hastily draining nodes’ battery power.
Earlier we discuss about forward packet algorithm in order to
prevent the network from vampire attack and we cannot
completely overcome this attack but recommend some
intuition to surmount this attack. We find that all examined
protocols are susceptible to Vampire attacks, which are
overwhelming, complicated to classify, and are easy to carry
out using as few as one malicious insider sending only
protocol compliant messages. “Snooze deficiency makes
suffer” the projected attack prevents nodes from arriving a
low-power siesta rotation, and thus reduces their batteries
more rapidly.
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A.Topology discovery

Leach Algorithm

Topology discovery is based on time limited duration
in which each node in the network will declare their own
presence by broadcasting its certificate identity or by public
key and it is signed by its trusted authority. Cluster combine
preferentially with the fewest adjoining group, which may be
a solitary node. We may consider of groups performing as
personality nodes, with judgement made using protected
cooperative computation. Nodes will demand to stick together
with the smallest group in their surrounding area, with
competition broken down by cluster IDs, which are computed
communally by the complete group as a deterministic purpose
of entity member IDs. During packet forwarding phase, all
judgement are made autonomously by every node.
When unloading a packet, a node figure out the
subsequent hop by judging the most momentous bit of its
address that diverges from the message originator’s address
Thus, every forwarding event shortens the logical distance to
the destination, since node addresses should be strictly closer
to the destination.

To increase the life time of the network we use
hierarchal routing protocol for wireless sensor networks.
LEACH is the first network protocol to use hierarchal routing.
It is based on topology control and also in wireless sensor
network; LEACH allows the nodes to communicate with each
other nodes. It is based on hierarchal network; it introduces a
individual functionalities, adaptive grouping protocol that
equally supplies energy to each node. The high density
wireless sensor nodes are grouped into clusters and to prevent
exorbitant power consumption, he cluster head is elected
randomly. All the nodes are supposed to be uniform and
energy circumstantial force. It reduces data aggregation
energy used for data transmission. The purpose of data
aggregation is to reduce the number of transmission. Benefit
of confined coordination and the managing capacity of
clustering and the nodes has the capability to determine which
nodes in the network can become a cluster head at each node.
The judgment of the node by selecting a random of # between
0 and 1

IV.PROPOSED SYSTEM
Our major contributions are to detect the vampire
attack in the node and remove the node from the network. So
the connections will be detached, the communication between
the nodes will be stopped. To avoid this we elect a cluster
head where the cluster group members communicate with
cluster head and the base station. The attack can be avoided
and we can achieve better efficiency. Energy calculation of
every node is taken and if there is an attack we can remove the
attack using LEACH (Low Energy Adaptive Clustering
Hierarchy) and reconfigure the overall connection in the
network. Node placement describes how the nodes are placed
to construct the wireless sensor ad hoc network topology in
wireless sensor ad hoc network. The wireless sensor ad hoc
network mainly contains the node, cluster head and base
station. The node can be the dead node or active node or
normal node. The type of the node is identified by its energy
level. Cluster creation mainly concentrates on the cluster
creation in wireless sensor ad hoc network. The cluster
contains group of sensor nodes and each group contains a
cluster head to gather the information send by all of its cluster
group members. The cluster is formed by heterogeneous
energy levels. The cluster head is elected using the threshold
equation. This equation determines the fairly accurate value
and not the too highest or too lowest. It selects the cluster
head among the cluster group members. Cluster group
members of a cluster have similar energy levels. The proposed
system is planned to implement the heterogeneous wireless
sensor ad hoc network .The proposed wireless sensor ad hoc
network uses the LEACH (Low Energy Adaptive Clustering
Hierarchy) protocol to transfer the data among cluster nodes
and base station. However, recall that sending any packet
automatically constitutes amplification.

If # < T (n)
The node is considered to be cluster head p is the optimal
election probability of each node and it is said to be 0.1. T (n)
is the threshold value and rmax is the maximum number of
rounds, G is the ground node from the cluster head. Every one
of node determines to be a cluster head (CH) in 1/p rounds
and it is the probability of becoming a cluster head. The
probability of cluster head is enlarging, since there is an
eligibility of a node to become a cluster head in subsequent
rounds.
If (T (n) <= (p/ (1-p* mod(r, round (1/p)))))
S (i).G=round (1/p)-1
Distance=sqrt( (S(i).xd-(S(n+1).xd) )^2 +
(S(i).yd-(S(n+1).yd) )^2 );
C (cluster).distance=distance;
C (cluster).id=i;
Cluster=cluster+1;
Etx(i)=(Eelec+Eamp*distance*distance)*k;
S (i).E=S (i).E-Etx(i)-EDA;
T(n) refers to threshold of each nodes and p refers a
probability. G determines the ground value, s(i) deals with the
energy calculation of a single node. Now the distance is
calculated for each node and allots an id for each node. Etx is
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the energy used for transmitter and receiver.EDA is the data
aggregation, it is used to reduce the number of transmission
Calculate the minimum distance between the nodes and store
in a temporary set. Place the initial value of 0 for a dead node
and at each rounds the dead nodes are incremented by one. If
not the node will be normal node or active node and energy
calculation is done.

aggregation is employed, and cluster head act as an
intermediate for the base station and cluster group members.
Estimate the maximum distance and minimum distance of
each node from ground and the ground value is initiated as a
null value.

Etx(i)=(Eelec+Eamp*min_dis*min_dis)*k;
S (i).E=S(i).E-Etx(i);

When compared to the denial of communication,
sleep deprivation torture etc our performance on clustering of
nodes using LEACH protocol is professional. The existing
deal with lot of time consumption, wastage of energies and
lose of information that is the correct message is not delivered
as an output. If the messages are produced then it will take a
lot of time. So when we are passing a plenty of messages the
network becomes very inefficient. Additional packet
verification constraints for intermediate nodes also maximize
workstation development, overwhelming time, and additional
energy. Obviously there is nothing to be gained in entirely no
competitor environments, excluding in the occurrence of still
a small number of malevolent nodes, the increased
transparency becomes advisable when bearing in mind the
possible damage of Vampire attacks. Power expenses for
cryptographic operations at transitional hops is, regrettably,
much superior than broadcast or obtain visual projection, and
much more dependent on the detailed chipset inured to build
the sensor. Sequence signatures are to some extent more
mysterious creation, and entail bi linear maps, potentially
requiring especially costly calculation than other asymmetric
cryptosystems. It can direct to several nodes being detached
from the network for a period of time, and is essentially the
appearance of incriminate restricted. Even though we
discarded rate restrictive earlier than, it is adequate here
whereas innovation should devour a miniature portion of
administration moment in time compared to packet
forwarding. Simulation results illustrate that depending on the
position of the adversary, network force expenses for the
duration of the forwarding period for 30 nodes. The security
properties are nothing but the adversary cannot challenge the
recursive federation algorithm by inserting, making
corrections or tumbling packets.
We analyze the recital of our procedure beneath
molest and to explore techniques to improve the progress in
efficiency, and to expand our operation.

distance = sqrt ((netXloc (i) - netXloc(j)) ^2 + (netYloc (i) netYloc(j))^2);
Xloc is the location of x and calculating the distance by
applying the sqrt formula. The graph is drawn according to the
leach transmission algorithm.

NODE
PLACEMENT

CREATION
OF C AND CH

B

6

DATA
BROADCAST

S
A

Fig.2. Architecture diagram for leach algorithm

After placing nodes in the network, the nodes are supposed to
gather according to their heterogeneous energy levels. A
cluster head is elected and we allow only the cluster head to
communicate with the base station. Fig 2 represents the
architecture diagram or the way of processing if there is
emerge of an attack (A).
Non cluster head nodes must receive the messages during the
announcement period. At a later phase, they decide a cluster to
belong for this round by choosing a cluster head that needs
minimum communication energy. CH establishes TDMA
schedule also LEACH protocol uses CDMA to reduce the
obstruction between the clusters. It also calculates the energy
of every single node. Functionalities of this algorithm
comprise cluster infrastructure, election of cluster head using
threshold equation, adaptation of clustering membership, data

V.PERFORMANCE EXAMINATION

Fig.3. Performance Analysis
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Graph of Performance Analysis deals with time consumption
of an output from existing system and proposed system. We
analyse the graph (fig 3) by giving various inputs.
IV.CONCLUSION
In this paper, we explore the detection of vampire
attack using LEACH protocol. By clustering of each node and
electing the central head, innovative group of resource
expenditure attacks that employ routing protocols to
everlastingly put out of action in ad hoc wireless sensor
networks by depleting nodes’ battery power. These defects do
not rely on fastidious protocols or implementations, but
relatively represents the vulnerabilities in a quantity of
admired procedure program. Vampire attacks verify the
packets consistently to formulate advancements towards their
destinations. We have not obtained a complete reasonable
explanation for Vampire attacks during the topology
unearthing phase, but suggested various perceptions regarding
harmful boundaries potential. To reconfigure the overall
connection in the network to improve its efficiency and to
estimate the damage bounds using topology discovery phase
are left as future work.
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Abstract - Key management scheme act as a basic root for
providing security services in wireless sensor networks. However,
Key management becomes one of the main problems in WSNs
because of the limitations in the resources and sensitivity in
several applications. But clustering mechanism provides good
network scalability and better network performance in WSNs. In
this paper we discuss about the key management schemes applied
in SET protocols for CWSNs, and propose an enhanced unitalbased key pre-distribution scheme which provides enhanced
security. The unital scheme applied in SET protocols provides
high key sharing probability while enhancing the network
scalability. It allows multiple encryptions in the intermediate
nodes by generating unital blocks which provide enhanced
security than the existing key management scheme in SET
protocols. The result shows enhanced security in SET protocols
than the existing key management scheme and overall improved
performance using unital-based key pre-distribution scheme.
Index Terms:-Cluster-based wireless sensor networks, SET
protocols, key sharing, security, network scalability, unital design
theory.

I. INTRODUCTION
Many application areas like military, agriculture, medical,
motivate the development of wireless sensor networks.
Wireless sensor network (WSN) consists of group of sensors
for monitoring the physical conditions of the environment and
record them for analyzing. Environmental conditions like
pressure, sound speed, temperature are measured using
wireless sensor networks. Mobility of nodes, heterogeneity of
nodes, withstand in harsh environmental conditions are the
characteristics of wireless sensor networks. A WSN consists
of sensor nodes with various equipment like antenna, battery,
circuits etc. Depending on certain parameters the prices of the
sensor nodes may varies. Wireless sensor networks have some
problems like limited power, high power consumption,
security problems. Many energy efficient protocols are used to
solve these problems. These protocols are based on clustering
techniques.
Clustering means set of clusters. Wireless sensor network
have many organizational units. Cluster act as the
organizational units in WSNs. Every cluster elects a cluster
head (CH). The CH aggregates the data and sends them to
base station. Providing security to many secure protocols is a
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challenging issue. Designing key management leads to some
issues. In this paper we discuss the key management schemes
applied in SET protocols [1] for CWSNs, and applies an
enhanced unital-based key pre-distribution scheme which
provides high network scalability and secure key sharing
between intermediate nodes in cluster based WSNs.
II.SET PROTOCOLS
Providing security to many secure protocols is a
challenging issue. Many existing secure transmission
protocols apply the symmetric key management for security.
But it creates some problems like orphan node problem which
is discussed in paper [1].
This problem occurs when a node does not share a pair
wise key with others in its preloaded key ring [1]. This
problem increases the overhead of transmission and system
energy consumption by raising the number of CHs. The SET
protocols (SET-IBS and SET-IBOOS) solve the orphan node
problem in the secure data transmission with a symmetric key
[1].The contributions of the existing SET protocols works are
as follows.
Two Secure and Efficient data Transmission (SET)
protocols for CWSNs, was implemented. They are
called as SET-IBS and SET-IBOOS.
The SET-IBS and SET-IBOOS applies digital
signature to the message packets work in order to
authenticate the encrypted sensed data and applying
the key management for security.
Using ID-based cryptography, secure communication
is provided in SET-IBS .The ID information are the
user public keys.
The SET protocols such as SET-IBS and SETIBOOS are used to solve the orphan node using
symmetric key management in the secure data
transmission. The orphan node problem is solved by
using the ID-based crypto-system that guarantees
security requirements, and proposes SET-IBS by
using the IBS scheme [1].
The additively homomorphic encryption scheme is
adopted to encrypt the plaintext of sensed data, in which a
specific operation performed on the plaintext is equivalent
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to the operation performed on the cipher text. The
following figure 1 shows the SET protocols system
design.

KEY
VERIFICATION

NODE
ESTABLISHMENT
PROTOCOL
INITIALISATION &
SIGNATURE
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FILE
GENERATION

EFFICIENT
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Figure 1: SET protocols system design

A. Node deployment
It involves deployment of multiple nodes .Election of
cluster head varies after every specific time period. Sink node
or Base Station acts as the destination node. The BS (as a trust
authority) generates a master key (MSK) and public
parameters pram. It involves the transfer of a file. Giving an
ID string, a sensor node generates a private key sek ID
associated with the ID using MSK.The source node performs
signature signing. Any file being in movement within a cluster
reaches another partition only through the path involving its
cluster head.
B. Key Management for Security
The base station broadcasts the master or public key to all
nodes. Based on the master and ID value, Individual Secret
key is generated. Upon node revocation, the BS broadcasts the
compromised node IDs to all sensor nodes. The additively
homomorphism encryption scheme was adopted to encrypt the
plaintext of sensed data.
C. Protocol Operation
Corresponding private pairing parameters are preload.
Either SET-IBS or SET-IBOOS scheme was selected .For fair
energy consumption nodes are randomly elected as CHs in
each round. Sink node accepts the message once the signature
value of source is valid. The characteristics of the SET
protocols are compared with other secure data transmission
protocols which are explained as follows.
Key management: The protocol uses key
cryptographies which consist of both symmetric and
asymmetric keys for achieving secure data
transmission.
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Neighborhood authentication:
By allowing
authenticating each other the data transmission and
access can be secure in SET protocols but it is limited
in other secure protocols.
Storage cost: The requirement of the keys used for
providing security which is stored in sensor node’s
memory is comparatively low in SET protocols .
Network scalability: It is comparatively high when
compared with the other secure protocols because
when the larger network scale increase, orphan node
appears in the network will be more.
Communication overhead: During communication
the data packets contain security overhead which is
comparatively high in SET protocols.
Computational overhead: cost for the energy used
and computation efficiency will be comparatively
high than other secure protocols.
Attack resilience: The protocols can protect against
both active and passive type of attacks.
In this SET PROTOCOLS the energy consumption was
given more importance. The SET-IBS and SET-IBOOS
provide maximum energy consumptions for the nodes for
efficient data transmission. The simulation results shows using
these protocols are more worthful than the protocols compared
with it .However, the key management schemes used in SET
protocols provides good security but it is not given more
importance. General symmetric and asymmetric key
management schemes were applied. These schemes allows
only one encryption and decryption process which doesn’t
provide a high security among data transmission.
III.KEY MANAGEMENT SCHEMES IN SET PROTOCOLS
Generally key management is the process of establishing
and managing the keys in the cryptosystems. Key
management scheme act as a basic root for providing security
services in wireless sensor networks. However, Key
management becomes one of the main problems in WSNs
because of the limitations in the resources and sensitivity in
several applications. Symmetric key establishment becomes
suitable for secure key exchanges in WSNs. However due to
the absence of some infrastructure facilities it doesn’t have
trusted third party. So most existing solutions are based on key
pre-distribution. In this section the symmetric and asymmetric
key management schemes which are applied in SET protocols
and their general works are discussed. In paper [2] symmetric
schemes are discussed. In this work symmetric schemes are
classified into two types. They are probabilistic schemes and
deterministic schemes.
A. Probabilistic Scheme: To achieve secure data transmission
between sensor nodes secure link is needed. Each two
neighboring node provide this secure link with low probability
otherwise secure path should be established.
The basic Random Key Pre-distribution scheme was
proposed in paper [3] .CPU and energy efficient are the basic

160

NCECT'14

Department of CSE

approach which requires large memory for storing key rings.
Great number of secure links needs to be getting comprised
due to the network corruption in the nodes.
In paper [4] a protocol called Q-composite scheme has
been proposed. It enhances the network resilience Of Random
Key Pre-distribution scheme. Ki,j = Hash(Ks1| |Ks2| |...||Ksq )
where Ks1,Ks2, ...Ksq are the q0 shared keys between the two
nodes i and j (q0 _ Q) is used for calculating pair wise session
key .The secure connectivity coverage gets degraded because
for establishing secure link the neighboring node needs at least
Q common keys. The proposed scheme provides a unique
secret pair wise keys .It also provide low key sharing
probability and imperfect network resilience.
B. Deterministic Scheme: It provides pair wise keys with all
the neighboring nodes. Determinism is guaranteed by
providing many solutions.
In paper [5] an enhanced approach is proposed for storing
(n + 1)/2 keys at each node. A hash function based key
establishment is used for storing half of the symmetric keys
for nodes but remains non scalable. Likewise papers[6] and
[9] also proposed some schemes for key storing which is not
efficient .In SET protocols the communication overhead is
deterministic whereas probabilistic for other secure protocols.
The asymmetric schemes also provide some problems.
Diffie Hellman key exchange is one of the earliest practical
examples of key exchange implemented within the field of
cryptography. It is vulnerable to attacks where an intruder
intercepts messages between sender and receiver. It assumes
the third party that is the attacker. It solves the discrete
logarithm but there are some expensive operations need to be
performed and it is only used for generating secret keys .RSA
(Rivest Shamir Adleman) is a best known & widely used publickey scheme. It provides security due to cost of factoring large
numbers.
Many researchers have been researching RSA algorithms.
Those discussions can be seen in [7] [8].These papers provide
some methods or implementation techniques for improving
RSA algorithm. This paper [7] presents the architecture and
modular multiplication for RSA public key algorithm.
Montgomery’s algorithm is used. It avoids the traditional
division operation and uses shift and addition operations to
perform modular multiplication .In paper [8] analysis for the
RSA public key protocol in the framework of membrane
computing to develop a membrane model of RSA algorithm
with performance improvement has been discussed. The
performance of the proposed algorithm of RSA using
membrane computing is simulated using software written in
C++(using visual c++).It compared the performance to the
performance of normal RSA on the same platform [8].Some
uses c++ language and other uses some other algorithm. Thus
both schemes have been discussed and in order to improve
security in SET protocols we applied a unital-based key predistribution scheme .The section IV and V describes the
concept of unital scheme and section VI and VII describes
how the unital scheme works in SET protocols and its
performance.
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IV.NAIVE UNITAL-BASED KEY PRE-DISTRIBUTION
SCHEME
This section deals with the naive unital based key predistribution scheme ( NU-KP) by using unital deign theory
which is proposed in paper [2].WSNs faced many problems
like storage overhead, key sharing probability etc .When the
key sharing probability is high security risk will be less. The
key sharing problem can be solved by generating unital blocks
corresponding to the key rings. When designing key rings it
affects some performance metrics like low network scalability,
secure connectivity and storage overhead. The unital deign
theory allows to generate unital blocks corresponding to the
key rings.
A simple scalable key pre-distribution scheme based on
unital designs is proposed in paper [2].Before the deployment
phase the source node generate the unital blocks for the
corresponding key rings. Each node is then pre-load with a
distinct key ring as well as with the corresponding key
identifiers.each node can share at most one common key by
using this approach. But according to the unital properties that
two blocks cannot share more than one key. To share more
one common key it is necessary to determine secure link,
Storage overhead, Network scalability, Direct secure
connectivity coverage has been analyzed using the naive
unital-based key pre-distribution scheme. The evaluation
results proposed in paper [2] gives high network scalability
which reaches O(k4), the key ring size up to 4√n.This solution
gives low key sharing probability of O(1/k).In order to
improve key sharing probability enhanced unital-based key
pre-distribution scheme is used which maintains good key
sharing probability while enhancing the network scalability.
V.UNITAL-BASED KEY PRE-DISTRIBUTION SCHEME
In order to improve key sharing probability the unital
based key pre-distribution scheme (U-KP) generates a unital
block and pre-loads each node in the network with a number
of blocks created. We generate blocks of some order of unital
design corresponding to the key rings. The each node is
preload with completely disjoint sets. There will be only one
unital block for each node that is pre-load and each share at
most one key [2].But in U-KP,each node gets pre-load with
unital blocks of disjoint .
Once the node gets deployed in order to determine the
common key each node exchanges their key identifiers. If two
neighboring nodes share one or more keys, we compute the
pair wise secret key as the hash of all their common keys
connected to each other. This approach provides high key
sharing probability by pre-loading each node with the key
rings.
This shows multiple encryption process in the
intermediate nodes. By allowing multiple encryption process
the security gets enhanced. Moreover it achieves good
network resilience. This enhanced unital-based key predistribution scheme is applied in SET protocols during
protocol initialization. It provides enhanced security than the
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existing scheme. The storage overhead, Network scalability,
Direct secure connectivity coverage improved results is
explained as follows.
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node decrypts the message with the key values of every
intermediate node (backward to forward). Finally it decrypt
the message using the source node key. Then the sink node
accepts the message once it matches the signature of the
source node .Unital blocks have a set of key values which
can’t be known to other nodes only the key values assigned
for it can be seen. It allows multiple encryptions for every
intermediate node. So the there will be enhanced security for
data transmission in SET protocols than using asymmetric key
management. The network scalability, storage overhead,
secure connectivity range will be enhanced using unital
scheme. The network resilience and network scalability gets
enhanced by using unital scheme in SET protocols as shown
in the Figure 3 and 4.

Fig .2. Enhanced unital based key pre- distribution scheme design

Storage overhead: When using the unital scheme of
order m, we pre-loaded each node with t(m+1)
distinct keys. So, the memory required to store keys
is then equal to l × t × (m + 1), where l is the key size
[2].
Network scalability: Since each node is pre-loaded
with t blocks from the m2 × (m2 −m+1) possible
blocks of the unital design, the maximum number of
key rings that we can reach is equal to n = m2 /t (m2
−m+1) [2].
Direct secure connectivity coverage: it provides very
good secure connection.

Fig .3. Network scalability compared to the key ring size

VI. UNITAL–BASED KEY PRE-DISTRIBUTION SCHEME
IN SET PROTOCOLS
In SET protocols asymmetric scheme is applied for
encryption and decryption process. For enhancing the security
in SET protocols the unital –based key pre distribution scheme
is applied. The IBS performs setup at the BS, key extraction
and signature signing ,verification at the data receiving nodes
and IBOOS scheme performs setup at the BS, key extraction ,
offline and online signing at the data and verification at the
destination nodes. During protocol initialization the BS
generate the encryption keys with the key identifiers. It also
generates a unital blocks with a set of pair keys .it is
transmitted to each and every node in between the source and
the destination node. Giving an ID using MSK the first
intermediate node starts mapping the key values in the unital
blocks received with the key values it have and encrypt the
message with the key and send it to the next node. The process
continues until it reaches destination node. The destination

Fig .4. Network resiliency compared with number of nodes.
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VII.PERFORMANCE OF UNITAL-BASED KEY PREDISTRIBUTION
The SET-IBS and SET-IBOOS are efficient in
communication and applying the ID-based crypto-system,
which provides security in CWSNs, as well as solved the
orphan node problem in the secure transmission protocols with
the symmetric key management. However it doesn’t provide
enhanced security for the sensor nodes .But the unital-based
key pre-distribution scheme allows the source node to
generate an unital blocks which have a set of key values. So
multiple encryptions is allowed and it also produce high key
sharing probability which leads to enhanced security for data
transmission. The unital scheme also provides high network
scalability and overall performance will be improved in set
protocols using unital scheme.
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[8] Salah Zaher, Amr Badr & Ibrahim Farag,Tarek Abd
Elmageed,“Performance
Enhancement
of
RSA
Cryptography
Algorithm
by
Membrane
Computing”,vol.2,year 2012.
[9] S. A. C¸ amtepe and B. Yener. Combinatorial design of key
distribution mechanisms for wireless sensor networks.
IEEE/ACM Transactions on Networking, 15:346–358,
2007.
[10] W. Du, J. Deng, Y. Han, S. Chen, and P. Varshney. A key
management scheme for wireless sensor networks using
deployment knowledge. In IEEE INFOCOM, pages 586–
597, 2004.

VIII .CONCLUSION
In this paper we discussed the SET protocols (SET-IBS
and SET-IBOOS) and key management schemes applied. In
CWSNs SET protocols. We used unital-based key predistribution scheme for achieving enhanced security in SET
protocols. This scheme generates unital blocks and naïve
mapping is done with distinct key identifiers. It allows
multiple encryptions which increases key sharing probability
and provides enhanced security than the existing key
management scheme in SET protocols. The network
scalability, storage overhead, secure connectivity range will
also get enhanced using unital scheme. Then the performance
has been analyzed and the result shows enhanced security for
SET protocols using the unital based key pre-distribution.
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Abstract – Wireless sensor network is a group of sensor nodes
which is used for monitoring and recording the physical
conditions of the environment. In this paper focus is on the
node replication attack and it’s detection. In our existing
system using two methods such as witness finding and another
one is velocity exceeding. From this witness finding technique
,energy and communication cost will be high due to occurrence
of communication. Next, discuss about velocity exceeding, it
depends upon time synchronization. In this paper proposed a
localized algorithm for detection of Node Replication Attack in
Mobile sensor networks [2]. Localized algorithm such as
Extremely Efficient Detection(XED) and Efficient Distributed
Detection(EDD). Both algorithm achieves balance among
storage, computation, and communication overheads, which
are all O(1). It has unique characteristics, Such as networkwide time synchronization avoidance and network-wide
revocation avoidance.

Index terms - Wireless Sensor Network,
Replication attack, Mobile Sensor Network

Node

I.INTRODUCTION
A. Wireless Sensor Network
Wireless sensor network(WSN) is a network made of
numerous small independent sensor nodes. Size of a Sensor
node is 35 mm, it consisting of a battery, radio, sensors, and
a minimal amount of on-board computing power. The nodes
self-organize their networks, rather than having a preprogrammed network topology. Because of the limited
electrical power available, nodes are built with power
conservation in mind, and generally spend large amounts.
Requirements of wireless LAN is Small in size and low
power consumption, Concurrency–intensive operation,
Diversity in design and usage.
Application of WSN are area monitoring, environmental
monitoring, air quality monitoring, forest fire detection,
water quality monitoring, green house monitoring, natural
disaster prevention etc.
B .Node Replication Attack
Usually, the sensor networks are unattended and the
sensor nodes are not equipped with the tamper-resistance
hardware so that the adversary can capture one sensor node,
fabricate many replicas having the same identity (ID) from
the captured node, and then place these replicas back into the
strategic positions in the network for further malicious
activities. This is called as node replication attack. Since the
credentials of replicas are all the clones from the captured
nodes, the replicas can be considered as legitimate members
of the network, which make detection difficult. From the


security point of view, the node replication attack is
considerably harmful to the networks, because having
legitimate keys, the replicas controlled by the adversary can
easily launch the insider attacks, without easily being
detected [13]. Detecting replicas in static environments are
not useful in identifying replicas in mobile environments.
Static technique indicated in [12].
C. Mobile Sensor Network
Mobile sensor network means sensors become widely
deployed, some sensors may be enhanced with mobility,
Such mobile sensors may be more powerful and can recharge themselves automatically. It becomes feasible and
applicable. Detecting node replication in a mobile sensor
network algorithm Proposed in [2].
II. LITERATURE REVIEW
In existing system node replication detection schemes
depend primarily on centralized mechanisms[1] with single
points of failure, or on neighborhood voting protocols that
fail to detect distributed replications. To overcome this
limitations uses RM,LSM protocols proposed in [11] adopts
Witness based scheme . Both protocols based on and seek to
minimize power consumption by limiting communication,
while still operating within the extremely limited memory
capacity of typical sensor nodes. But it’s storage cost high
and high communication overhead. SDC and P-MPC [16]
can be thought of as the cell versions of RM and LSM.
Compared to RM and LSM, which forward location claims
node by node, SDC and P-MPC forward location claims cell
by cell.
RED protocol [3], [4] is more energy, memory, and
computationally efficient and that it detects node replication
attacks with higher probability. This protocol applicable for
less number of routing nodes only. Next new effective and
efficient scheme, called SET [5], to detect such clone
attacks. The key idea of SET is to detect clones by
computing set operations (intersection and union) of
exclusive subsets in the network. First, SET securely forms
exclusive unit subsets among one-hop neighbors in the
network in a distributed way. This secure subset formation
also provides the authentication of nodes’ subset
membership. SET is an appealing solution in sensor
networks due to its efficiency and low communication
overhead. Major disadvantage of this scheme is each sensor
will be required to keep the unique fingerprint information,
it cannot establish pair wise keys. To improve on the
communication cost of the previous protocol, use
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Deterministic multicast protocol [16] that only shares a
node’s location claim with a limited subset of
deterministically chosen “witness” nodes. When a node
broadcasts its location claim, its neighbors forward that
claim to a subset of the nodes called witnesses. The
witnesses are chosen as a function of the node’s ID. If the
adversary replicates a node, the witnesses will receive two
different location claims for the same node ID. conflicting
location claims become evidence to trigger the revocation of
the replicated node. Unfortunately, all of the above methods
are only for static sensor network, and are not useful if nodes
have mobility.
Ho et al. [6] propose a centralized detection algorithm for
mobile sensor networks using Sequential Probability Ratio
Test. If we observe that a mobile node’s speed is over the
maximum speed, it is then highly likely that at least two
nodes with the same identity are present in the network.
Specifically, we perform the SPRT on every mobile node
using a null hypothesis that the mobile node hasn’t been
replicated and an alternate hypothesis that it has. We show in
this work how to configure upper and lower limits that allow
the system to choose the right hypothesis for fast, accurate
detection. Major drawback of this approach is Each time the
maximum speed of the mobile node is not reached . The
preliminary version [13] of this paper presents the first
distributed detection algorithm for mobile networks based on
a simple challenge-and-response strategy. Nevertheless, its
detection effectiveness is vulnerable to the collusive
replication TDD and SDD [12]provide high detection
accuracy and excellent resilience against smart and colluding
replicas, have no restriction on the number and distribution
of replicas, and incur low communication/computation
overhead.
Time synchronization is needed by almost all detection
algorithms [3], [6], [11], [12], [13], [15]. Nevertheless, it is
still a challenging task to synchronize the time of nodes in
the network, even though loose time synchronization is
sufficient or the detection purpose.. it would be desirable to
remove this requirement. TinyECC[8],[9],[10] is to provide
a ready-to-use, publicly available software package for
ECC-based PKC [7] operations that can be flexibly
configured and integrated into sensor network applications.
many security services and protocols in traditional networks.
III. PROPOSED SYSTEM
our proposed localized algorithms(XED,EDD) [2] are used
to detect node replication attacks in mobile sensor networks.
Advantages of our proposed algorithms include
• Localized Detection: localized algorithm is a
particular type of distributed algorithm. Each node
can communicate with only its one-hope neighbor.
This characteristic is reducing the communication
overhead significantly.
• Efficiency and Effectiveness: The XED and EDD
algorithms can identify replicas with high detection
accuracy.

•

•
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Network-Wide Revocation Avoidance: The
revocation of the replicas can be performed by
each node without flooding the entire network with
the revocation messages.
Time Synchronization Avoidance: The time of
nodes in the network does not need to be
synchronized.

A. XED
In localized algorithm[2] one sensor node meets another
sensor node at an earlier time and sends a random number to
at that time, then when and meet again, can ascertain
whether this is the node met before by requesting the
random number. Replicated node sends the newest random
number. so we identify the replication node. Same strategy
applied for all nodes in a sensor network. It consists of two
steps, offline step and online step etc.
Offline Step :
It means procedure is executed before sensor deployment. It
consists of Lr(u) , Ls(u) are used to keep the received random
numbers. ℬ(u) set representing the nodes having been
blacklisted by u. ℬ(u) is initialized to be empty.
Online Step:
It means procedure is executed after sensor deployment. In
this step to check received random number is same or not,
same means choose α value for the genuine node otherwise
consider as replicated node. This algorithm proposed in[2].
Algorithm : XED-On-line-Step
//This algorithm is performed by the node u at each time t
// v1 …. vd are the neighbors of u
//{ v1 …. vd } ¢ ℬ(u)
1. Send Lr(u) [v1] ,…, Lr(u) [vd] to v1 …. vd respectively
2. Receive Lr(v1) [u] ,….., Lr(vd) [u]
3. for k = 1 to d
4. if h( Ls(u) [vk] ) = Lr(vk ) [u] )
5. Choose α € [ 1,2 b - 1] and set L s(u) [vk] = α
6.Calculate h(α) and send h(α) to vk
7.
else
8. Set ℬ(u) = ℬ(u) U { vk }
Description:
When u encounters v, it first checks if v is in the blacklist
ℬ(u) . This means that is considered a replica by u and v
refuses to communicate with . If not, the following
procedures are followed. They exchange the random
numbers Lr(u) [v] and Lr(v) [u] .u checks if L r(v) [u] is the
random number u sent to v last time. This can be
accomplished by verifying if h(Ls(u) [v])=Lr(v) [u] holds.
Node
v is added into ℬ(u) if the verification fails.
Otherwise, the same procedure, including randomly
generating a new α , computing h(α) , sending to h(α), and
replacing the old Lr(u) [v] with a new Lr(u) [v]=α, is
performed. For the replica that does not possess the correct
random number, due to the one way property of the
cryptographic hash function, the probability of successful
verification is only 1/2b - 1. The same procedure applies for
node v.
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XED algorithm cannot be useful multiple replicas are able to
reply with the correct random number to encountered
genuine nodes accordingly. This weakness will be solved in
EDD algorithm.

B. EDD
EDD scheme is composed of two steps: an offline step
and an online step.
Offline Step:
The offline step is performed before sensor deployment. In
this algorithm[2] maximum number of times y 1 that node
encounters a specific node V , should be limited with high
probability during a fixed period of time, while the
minimum number of times y 2 that encounters the replicas
with the same ID v , should be larger than a threshold ψ
during the same period of time. According to these
observations, if each node can discriminate between these
two cases, it has the ability to identify the replication.
Algorithm : EDD –Off-line-Step
1. Set T = 1 and ℬ(u) = Φ , u € [1,n]
2.set L(u)[i] = 0 , 1 ≤ i≤ n , u € [1,n]
3.repeat
4.T = T + 1
5.calculate µ1 , µ2. , σ12 and σ2 2
6.Set y1 = µ1 + 3 σ12 and y2 = µ2 - 3 σ22
7. until y1 < y2
8.Set ψ =
Description:
The array L(u) of length ( n-1) is used to store the number of
encounter with every other node in a given time interval. Set
ℬ(u) contains the IDs having been considered by u as
replicas. Let µ1 and µ2 be the expected number of
encounters with the genuine and replication nodes . Let σ 12
and σ2 2 be the corresponding variances of genuine and
replication nodes. Calculate µ1 and µ2. Here, an intrinsic
assumption for the calculation of y 1 and y2 is that the
random variables representing the number of encounters
with genuine nodes and replicas are Gaussian distributed.
Since the length T of the time interval is positively
proportional to both the time required to detect the replicas
and to the storage overhead. T is required to be the smallest
value where each node can distinguish the replicas from the
genuine nodes. i.e. y1 < y2 . Now set threshold ψ used for
discrimination between the genuine node and replication
node.
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Algorithm: EDD-On-line- Step
//This algorithm is performed by the node u at each time t
// v1 …. vd are the neighbors of u
//{ v1 …. vd } ¢ ℬ(u)
1.broadcast beacon bu // bu = (u) contains the ID of u
2.if t ≠ t0
receive beacons bv1, ………. bvd
3.
4.for k = 1 to d
5.
L(u) [vk] = L(u) [vk] + 1
6. if L(u) [vk] > ψ then set ℬ(u) = ℬ(u) U { vk }
7.
else // t ≠ t0
8. Set L(u) [vk] = 0 , k = 1 , ……, n
Description:
Each node locally maintains a counter t to record the
elapsed time after the beginning of each time interval. After
T time units is reached, i.e. t > T , the counter t should be
reset. we simply use “ t= t0 ” to represent that the time
being considered is the beginning of a new time interval.
Every time a node encounters another node, the
corresponding value in the list L(u) [v] is increased by 1. The
node v can be blacklisted by u at any time as long as L (u)
[v] is above the threshold ψ . It is highly unlikely that the
number of encounters with the genuine node will be larger
than ψ. Blacklist contains set of replication nodes.
IV. SIMULATION RESULTS
Our proposed algorithm was implemented in TCL(Tool
Command Language) and runs on NS2.There are 3 modules
are implemented.
1. Find Clustering head
Several sensor nodes are dispersed in a network. Fig 6.1.
Shows the group of nodes forms cluster. Determine cluster
head in an network
2. Identify nodes in a XED Blacklist
In each cluster having attacker node and malicious node.
Split the attacker list and malicious list. Attacker list having
attacker nodes. and Malicious list having malicious nodes.
We are applying XED algorithm online step to form
blacklist. It contains attacker nodes.
3. Find EDD Online Vote list
Depends upon no of votes for each node to split the
attacker list and malicious list .After EDD online step are
applied to forms blacklist contains nodes it should be larger
than threshold value. This is the final black list.

Online Step:
Threshold value is calculated for each node in EDD
offline step. In online step ,Once again to check each
node greater than threshold value means that node will
be added into the blacklist. Otherwise consider as
genuine node.
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Fig.4.1 Detecting clustering head in a sensor network
Fig.4.3 Node repositioning after forming final
blacklist using EDD

Fig.4.2 Detecting attacker and malicious nodes
XED online step

using

Fig. 4.4 Comparision of vote ratio
To take EDD online vote list .Find comparison of
no of votes for all nodes as shown in Fig.4.4. Node may be a
attacker Node, malicious node.
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Fig.4.5 Comparison of XED Vs EDD algorithm attacker
nodes
We are applying XED, EDD algorithm to find attacker
nodes and compare that node as shown in Fig.4.5
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Fig4.7 Comparision of attacker nodes and malicious
nodes using XED algorithm
XED algorithm is used to form blacklist. In Blacklist
contains attacker nodes.Compare the no of attacker
node,malicious node as shown in Fig.4.7.

Fig.4.8 Comparision of attacker nodes and malicious
nodes using EDD Algorithm
EDD algorithm is used to form final blacklist.It verify the
attacker and malicious list based on votelist.Compare the no
of attacker node,malicious node as shown in Fig.4.8.
V. CONCLUSION
Fig.4.6 Comparision of XED Vs EDD algorithm
malicious nodes, Coverage
We are using XED , EDD algorithm to split attacker list and
malicious list. Compare malicious nodes with coverage as
shown in Fig.4.6

In this paper, two replica detection algorithms for mobile
sensor networks, XED and EDD[2] are proposed. Although
XED is not resilient against collusive replicas, its detection
framework, challenge-and-response, is considered novel as
compared with the existing algorithms. Notably, with the
novel encounter-number detection approach, which is
fundamentally different from those used in the existing
algorithms, EDD not only achieves balance among storage,
computation, and communication overheads [2].In future
more concentrates on the node security.
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Abstract— Next generation wireless
networks must be able to coordinate
services between heterogeneous networks
through multi-mode mobile terminals. Such
heterogeneity poses a challenge to seamless
handover since each access network has
different operations. In this paper, the
policies of multiple metrics for handoff to
permit connectivity across UMTS and
WLAN/WiMAX are designed. Moreover,
how to select an optimal target network is
an important issue to balance against the
network condition and user preference. The
considered metrics for hand off initiation
include the predicted received signal
strength (RSS) of neighbor networks and
dwell time. The RSS is predicted by back
propagation neural network which is
beneficial to perform handoff early. Dwell
time value depends on the user speed and
moving pattern. The policy for triggering a
handoff is that the RSS conditions are
consistently true during dwell time. Policies
in the merit function are presented to select
an optimal network. The weighting factors
in the merit functions are dynamic to
neighbor networks.
1. INTRODUCTION
A significant challenge for fourth
generation (4G) wireless networks is to
coordinated different types of existing
networks as depicted. This provides users with
a wide range of services across different media
through a single mobile terminal.
* II Year M.E CSE ,Ponjesly College of Engineering
**Professor, CSE, Ponjesly College of Engineering.

For example, characteristics of 802.11
WLAN, 802.16 WiMAX and 3G cellular such
as UMTS can be complementary. Each
network characteristics are summarized. This
universal wireless access requires the design
of intelligent vertical handoff decision
algorithms to allow the device to receive
services even as it moves between different
network access points. Currently, there are
various standardization bodies include the
3GPP, 3GGP2 and the IEEE 802.21 MIH
Working Group. IEEE 802.21 provides the
protocols to support cross layer interaction but
it does not consider factors to efficiently make
handoff initiation and find an optimal target
network.
Cellular systems exploit the fact that
the power of a transmitted signal falls off with
distance, the same frequency channel can be
allocated to users at spatially-separate
locations with minimal interference. A cellular
system divides a geographical area into
adjacent, non-overlapping “cells.” Cells
assigned the same channel set are spaced apart
so that interference between them is small.
Each cell has a centralized transmitter
and receiver (called a base station) that
communicates with the mobile units in that
cell, both for control purposes and as a call
relay. All base stations have high-bandwidth
connections to a mobile telephone switching
office (MTSO), which is itself connected to
the public-switched telephone network
(PSTN). The handoff of mobile units crossing
cell boundaries is typically handled by the
MTSO, although in current systems some of
this functionality is handled by the base
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stations and/or mobile units. The original
cellular system design was finalized in the late
1960’s and deployed in the early 80’s. The
large and unexpected growth led to the
development of digital cellular technology to
increase capacity and improve performance.
Paging systems now allow a short
digital message, including a phone number
and brief text, to be sent to the page as well. In
paging systems most of the complexity is built
into the transmitters, so that pager receivers
are small, lightweight, and have a long battery
life. The network protocols are also very
simple since broadcasting a message over all
base stations requires no routing or handoff.
The
spectral
inefficiency
of
these
simultaneous broadcasts is compensated by
limiting each message to be very short. Paging
systems continue to evolve to expand their
capabilities beyond very low-rate one-way
communication.
Current systems are attempting to
implement
two-way,
“answer-back”
capability. This requires a major change in
pager design, since it must now transmit
signals in addition to receiving them, and the
transmission distances can be quite large.
Uncontrollable development of wireless and
mobile communication technology aims to
provide the seamless continuous connection to
access various wireless technologies and to
have connection with the best network which
provides the best quality of service (QoS).
Each application requires different QoS, so the
network selection may vary accordingly. To
achieve this goal and to select the best
network for a mobile terminal when moving
from one network to another, it is necessary to
have a good decision making algorithm which
decides the best network for a specific
application that the user needs based on QoS
parameter. This paper presents an overview of
handoff types, handoff process, and
classification of vertical handoff, parameters
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required, existing work and the comparison
table.
The proposed system consists of two steps:
1) Receive signal strength(RSS) prediction by
propagation.
2) Vertical Handoff Algorithms and Target
Network Selection.
RECEIVE SIGNAL STRENGTH
PREDICTION BY PROPAGATION.
2.

Received Signal Strength (RSS) is
used to help a mobile node know whether it
moves closer to or away from the monitored
network. By comparing the strength of the
predicted RSS of each neighbor network, it
can assist to find the target network that the
mobile node is moving in the overlap area.
Also Dewell time the traditional handoff
decision policy which is based on RSS,
hysteresis and threshold can cause a serious
ping-pong effect.

Fig 1. Architecture Diagram.
By comparing the strength of the
predicted RSS of each neighbor network, it
can assist to find the target network that the
mobile node is moving in the overlap area. a
mobile node is moving from network 1 toward
either network 2 or 3. The strength of
predicted RSS can assist to find the target
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network that is moving in the overlap area.
Knowing RSS of neighbor networks ahead of
time and if the current RSS of the serving
network is lower than the threshold, then the
mobile node can performs handoff early.
Thus, it results in a better connection quality
and a low dropping probability as well while it
moves in the overlap area. We use the backpropagation training algorithm for a two layer
network to predict the future RSS.
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WLAN/WiMAX to obtain a higher QoS at a
less cost. Each step has the following policies.
1. The preferred handoff point for nonreal time services is the first time the
PRSS from WLAN/WiMAX PRSSW
reaches an acceptable level.
2. The preferred handoff point for real
time services is the last time the
PRSSW reaches the acceptable level.

2.1 Dwell Time
The traditional handoff decision policy
which is based on RSS, hysteresis and
threshold can cause a serious ping-pong effect.
To alleviate handoffs evoked too frequently,
handoff would be performed if the conditions
continue to be true until the timer expires.
Dwell time is used as a timer which is adjusted
according to the movement of the mobile
node. The dwell time should be extended if the
movement direction is irregular.
3.VERTICAL HANDOFF ALGORITHM
AND TARGET NETWORK SELECTION.
Our proposed vertical handoff
algorithm
between
UMTS
and
WLAN/WiMAX networks. The handoff
policy for non-real time service is to attempt
to connect WLAN/WiMAX as long as
possible due to higher data rate provided. The
preferred handoff point for non-real time
services is the first time the PRSS from
WLAN/WiMAX reaches an acceptable level.
For real time applications (e.g. Voice over IP),
handoff should be performed as rapid as
possible in order to minimize the delay.
3.1

Handoff

from

UMTS

to

WLAN

/WiMAX.
The downward vertical handoff
algorithm which a mobile node using services
in UMTS network could always enter to

3.

If one of above two policies is true,
we continue to check the condition. If
the condition fails before the dwell
timer expires, the handoff process is
reset, otherwise go on.

4. 4. In this step, the RSS of a mobile
received from WLAN/WiMAX is
being increase. Then, we check if the
mobile node is moving out of the
coverage UMTS network by where
RSSUMTS is the RSS that the mobile
node receives from the UMTS base
station, and RSSth, UMTS is the RSS
threshold in the UMTS network.
5. The network with the largest merit
value among the candidates is selected
as the target network
3.2 Handoff from WLAN/WiMAX to
UMTS or to another WLAN/WiMAX.
When a mobile node stays in
WLAN/WiMAX, the policies to decide
whether a handoff is performed are as follows:
1) The preferred handoff point for nonreal time services is the last time the
RSS in the serving WLAN/WiMAX
network RSSserv,W falls below the
acceptable level.
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2) The preferred handoff point for real
time service is the first time the
RSSserv,W degrades to the threshold
RSS values.
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threshold (T) in UMTS is -107 dBm and
threshold (T) in WLAN/WiMAX is -102 dBm.

3) In this step, RSSserv,W becomes
weak. Find out candidate networks that
have strong PRSS last for the dwell
time duration by PRSStarg.
4) The handoff should now be triggered.
The candidate networks are the
networks having strong RSS and the
merit function more than zero.
4. PERFORMANCE EVALUATION
The heterogeneous wireless networks
consist of UMTS, WLAN and WiMAX
overlaid. The mobility of a mobile node is
fixed according to the path from point A to
point D. The user speed is constant at 5m/s.
The service is running at 64 kbps. The selected
network at each point has the largest Fn.
The vertical handoff occurred at
location A is from UMTS to WiMAX1. Thus,
the Fn value of WiMAX1 is more than that of
UMTS. At the location B, there are three
networks available but WLAN1 is the optimal
target network. WLAN1 has the largest Fn
value due to the policy to prolong the time
users stay in WLAN. Between UMTS and
WiMAX2, WiMAX2 is the selected target
network when the mobile node is moving out
WLAN1 at location C.
Consider the last location D where the
mobile node is going from WLAN2 to
WLAN3. Accordingly, WLAN3 is the correct
target network and has the highest Fn. The
results indicate that the proposed PRSS+ Merit
approach can trigger handoff if needed and
choose the optimum target network as well.
The hysteresis margin (H) between
WLAN/WiMAX and UMTS is 10 dBm and

Fig 2. Handoff Decision Performance
In case of UMTS-to-WLAN/WiMAX
handoff, the distances are 37, 52, 75 meters by
using
PRSS+Merit,
Mamdani
and
Max(PRSS+HT) methods, respectively. The
PRSS+Merit algorithm decides to handoff
before other methods.
Moreover, the PRSS+Merit algorithm
early hand offed the mobile node before the
location E where is the boundary of entering
the WLAN1. The distance between the
location E and the initial point is 50 meters. In
the second handoff from WLAN/WiMAX-toanother WLAN/WiMAX network, the results
can be analyzed similar to the first handoff.
5. CONCLUSION
I proposed the vertical handoff
decision algorithm enabled by the policies of
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the handoff metrics. The handoff policies are
different when a mobile node stays in UMTS
and WLAN/WiMAX networks. To predict a
mobile node is moving away from the
monitored wireless networks, the PRSS is
obtained by the back propagation neural
network. Dwell time depending on the mobile
node movement is used to check the continuity
of the RSS conditions to be true long enough.
After handoff is triggered, the network is
selected by the largest merit value. The
weights in the merit function are dynamic to
the changes of the metrics values. The
proposed policy-enabled vertical handoff and
network selection outperforms other two
approaches in reducing the number of vertical
handoffs, probabilities of call dropping, GoS
and increasing the utilization of WLAN
networks.
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ABSTRACT- MANET is a self-configuring infrastructure
network of mobile devices connected by wireless network
it equipped with both a wireless transmitter and a
receiver that communicate each other bidirectional
wireless either directly or indirectly. One of the major
advantages of wireless networks is its ability to allow data
communication between different parties and still
maintain their mobility. This means that two nodes
cannot communicate with each other when the distance
between the two nodes is beyond the communication
range of their own. MANET solves this problem by
allowing intermediate parties to relay data transmissions.
This is achieved by dividing MANET into two types of
networks, namely, single-hop and multihop. If MANET
can detect the attackers as soon as they enter the network,
we will be able to completely eliminate the potential
damages caused by compromised nodes at the first time.
IDSs usually act as the second layer in MANETs, and they
are a great complement to existing proactive approaches.
Index term— Digital Signature, digital signature algorithm
(DSA), Enhanced Adaptive Acknowledgment (AACK)
(EAACK), Mobile Ad hoc Network (MANET).
I.

INTRODUCTION

DUE TO THEIR natural mobility and scalability, wireless
networks are always preferred since the first day of their
invention. By definition, Mobile Ad hoc NETwork (MANET)
is a collection of mobile nodes equipped with both a wireless
transmitter and a receiver that communicate with each other
via bidirectional wireless links either directly or indirectly.
One of the major advantages of wireless networks is its
ability to allow data communication between different parties
and still maintain their mobility. However, this
communication is limited to the range of transmitters. This
means that two nodes cannot communicate with each other
when the distance between the two nodes is beyond the
communication range of their own. MANET solves this
problem by allowing intermediate parties to relay data
transmissions. This is achieved by dividing MANET into two
types of networks, namely, single-hop and multihop. In a
single-hop network, all nodes within the same radio range
communicate directly with each other. On the other hand, in a
multihop network, nodes rely on other intermediate nodes to
transmit if the destination node is out of their radio range. In
contrary to the traditional wireless network, MANET has a
decentralized network infrastructure. MANET is capable of

creating aself-configuring and self-maintaining network
without the help of a centralized infrastructure, which is often
infeasible in critical mission applications like military conflict
or emergency recovery. Minimal configuration and quick
deployment make MANET ready to be used in emergency
circumstances where an infrastructure is unavailable or
unfeasible to install in scenarios like natural or humaninduced disasters, military conflicts, and medical emergency
situations.
Considering the fact that MANET is popular among
critical mission applications, network security is of vital
importance. Unfortunately, the open medium and remote
distribution of MANET make it vulnerable to various types of
attacks. For example, due to the nodes’ lack of physical
protection, malicious attackers can easily capture and
compromise nodes to achieve attacks. In particular,
considering the fact that most routing protocols in MANETs
assume that every node in the network behaves cooperatively
with other nodes and presumably not malicious attackers can
easily compromise MANETs by inserting malicious or no
cooperative nodes into the network. Furthermore, because of
MANET’s distributed architecture and changing topology, a
traditional centralized monitoring technique is no longer
feasible in MANETs. In such case, it is crucial to develop an
intrusion-detection system (IDS).
A. Problem Definition
Our proposed approach EAACK is designed to tackle
three of the six weaknesses of Watchdog scheme, namely,
false misbehavior, limited transmission power, and receiver
collision.In this section, we discuss these three weaknesses in
detail. In a typical example of receiver collisions after node A
sends Packet 1 to node B, it tries to overhear if node B
forwarded this packet to node C; meanwhile, node X is
forwarding Packet 2 to node C. In such case, node A
overhears that node B has successfully forwarded Packet 1 to
node C but failed to detect that node C did not receive this
packet due to a collision between Packet 1 and Packet 2 at
node C.In the case of limited transmission power, in order to
preserve its own battery resources, node B intentionally limits
its transmission power so that it is strong enough to be
overheard by node A but not strong enough to be received by
node C. For false misbehavior report, although node A
successfully overheard that node B forwarded Packet 1 to
node C, node A still reported node B as misbehaving. Due to
the open medium and remote distribution of typical
MANETs, attackers can easily capture and compromise one
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or two nodes to achieve this false misbehavior report attack.
As discussed in previous sections, TWOACK and AACK
solve two of these three weaknesses, namely, receiver
collision and limited transmission power. However, both of
them are vulnerable to the false misbehavior attack. In this
research work, our goal is to propose new IDS specially
designed for MANETs, which solves not only receiver
collision and limited transmission power but also the false
misbehavior problem.
A. Receiver Collisions
In a typical example of receiver collisions, after node A
sends Packet 1 to node B, it tries to overhear if node B
forwarded this packet to node C; meanwhile, node X is
forwarding Packet 2 to node C. In such case, node A
overhears that node B has successfully forwarded Packet 1 to
node C but failed to detect that node C did not receive this
packet due to a collision between Packet 1 and Packet 2 at
node C.
B. Limited Transmission Power
In this case of limited transmission power, in order to
preserve its own battery resources, node B intentionally limits
its transmission power so that it is strong enough to be
overheard by node A but not strong enough to be received by
node C.
C. False Misbehavior Report
For false misbehavior report, although node A
successfully overheard that node B forwarded Packet 1 to
node C, node A still reported node B as misbehaving, as
shown in Fig. 6. Due to the open medium and remote
distribution of typical MANETs, attackers can easily capture
and compromise one or two nodes to achieve this false
misbehavior report attack.
As discussed in previous sections, TWOACK and AACK
solve two of these three weaknesses, namely, receiver
collision and limited transmission power. However, both of
them are vulnerable to the false misbehavior attack. In this
research work, our goal is to propose new IDS specially
designed for MANETs, which solves not only receiver
collision and limited transmission power but also the false
misbehavior problem. Furthermore, we extend our research to
adopt a digital signature scheme during the packet
transmission process. As in all acknowledgment-based IDSs,
it is vital to ensure the integrity and authenticity of all
acknowledgment packets.
II.

RELATED WORK

Wireless communication represents a major industrial
stake in the coming years. It offers numerous usages and
helps industry save operating costs as well as improving
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operational efficiency. WiFi (IEEE 802.11 WLANs) and
Bluetooth technologies (IEEE 802.15-WPANs) have known
tremendous development and have penetrated small office
and home office as well as large enterprise office. These
general-public wireless technologies may find their limited
usage in industrial installations because of harsh
environments, electromagnetic compatibility and interference
issues, safety and information technology (IT) security
constraints, and battery autonomy. The Optimization of
Communication for Ad hoc Reliable Industrial networks
(OCARI) project in which we try to develop a wireless sensor
communication module running an industrial ad hoc mesh
networking protocol.
MANETs not only introduces new security concerns but
also exacerbates the problem of detecting and preventing
aberrant behavior. Existing ID for MANETs capitalize on the
collaborate nature of mobile ad-hoc routing. Research also
revealed that the routing protocols typically employed by
mobile ad-hoc networks lack sufficient functionality to enable
robust m, hence we have added modules that provide the
necessary functionality. First property is that each node in the
net1l'Ork maintains a list containing the addresses of those
nodes with which it is in immediate proximity or on the path
from a source to a destination. Tile notion of "snooping" is
also employed in DSR, which is used for "reflecting shorter
routes" as an optimization of the route maintenance process.
The routing protocol is to have an efficient route
establishment between a pair of nodes, so that messages can
be delivered in a timely manner. Bandwidth and power
constraints are the important factors to be considered in
current wireless network because multi-hop ad-hoc wireless
relies on each node in the network to act as a router and
packet forwarder. Routing protocols used in wired network
cannot be used for mobile ad-hoc networks because of node
mobility. The ad-hoc routing protocols are divided into two
classes: table driven and demand based. This paper reviews
and discusses routing protocol belonging to each category.
The most important wireless communication mechanisms
among all. MANET does not have a fixed infrastructure,
every single node in the network works as both a receiver and
a transmitter. MANET does not require any fixed
infrastructure and it is capable of self configuring, these
unique characteristics made MANET ideal to be deployed in
a remote or mission critical area like military use or remote
exploration. Open medium and wide distribution of nodes in
MANET leave it vulnerable to various means of attacks.
Mobile wireless ad hoc networks have different
characteristics from wired networks and even from standard
wireless networks, there are new challenges related to
security issues that need to be addressed. The node that is
overhearing and reporting itself is malicious, and then it can
cause serious impact on network performance. The proposed
system is its ability to discover malicious nodes which can
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partition the network by falsely reporting other nodes as
misbehaving and then proceeds to protect the network.
Piezoelectric materials become a strong candidate for
energy generation and storage in future applications. The use
of piezoelectric polymers in order to harvest energy from
people walking and the fabrication of a shoe capable of
generating and accumulating the energy.
The electronics needed to increase energy transfer and
storage efficiency. Circuit operates stand-alone, and it
extracts the piezoelectric strain energy independent of the
load and piezoelectric parameters without using any external
sensor. Controller uses the piezoelectric voltage as a feedback
and regulates the rectified voltage to adaptively improve the
extracted power. The simplicity of the circuit facilitates the
development of efficient piezoelectric energy harvesters for
low-power applications such as wireless sensors and portable
devices.
The problem of incorporating security mechanisms into
routing protocols for ad hoc networks. Canned security
solutions like IPSec are not applicable. Develop a security
mechanism to protect its routing information. We also briefly
discuss whether our techniques would also be applicable to
other similar routing protocols and about how a key
management scheme could be used in conjunction with the
solution that we provide.
Efficient water management is a major concern in many
cropping systems in semiarid and arid areas. Describes details
of the design and instrumentation of variable rate irrigation, a
wireless sensor network, and software for real-time in-field
sensing and control of a site-specific precision linear-move
irrigation system. Communication signals from the sensor
network and irrigation controller to the base station were
successfully interfaced using low-cost Bluetooth wireless
radio communication.
Propose a methodology for optimizing a solar harvester
with maximum power point tracking for self-powered
wireless sensor network (WSN) nodes. Maximizing the
harvester’s efficiency in transferring energy from the solar
panel to the energy storing device. The instantaneous power
collected by the panel helping the harvester design and
optimization procedure. Detailed modeling of the harvester is
proposed to understand basic harvester behavior and optimize
the circuit. Experimental results based on the presented
design guidelines demonstrate the effectiveness of the
adopted methodology.
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This assumption leaves the attackers with the opportunities
to achieve significant impact on the network with just one
or two compromised nodes. To address this problem, IDS
should be added to enhance the security level of MANETs.
If MANET can detect able to completely eliminate the
potential damages caused by compromised nodes at the first
time. In this section, we mainly describe three existing
approaches, namely, Watchdog, TWOACK, and Adaptive
Acknowledgment (AACK).
A. Watchdog
Watchdog proposed a scheme named Watchdog that aims
to improve the throughput of network with the presence of
malicious nodes. In fact, the Watchdog scheme is consisted of
two parts, namely, Watchdog and Pathrater.Watchdog serves
as an IDS for MANETs. It is responsible for detecting
malicious node misbehaviors in the network. Watchdog
detects malicious misbehaviors by promiscuously listening to
its next hop’s transmission. If a Watchdog node overhears
that its next node fails to forward the packet within a certain
period of time, it increases its failure counter. Whenever a
node’s failure counter exceeds a predefined threshold the
Watchdog node reports it as misbehaving. In this case, the
Path rater cooperates with the routing protocols to avoid the
reported nodes in future transmission. Many following
research studies and implementations have proved that the
Watchdog scheme is efficient. Furthermore, compared to
some other schemes, Watchdog is capable of detecting
malicious nodes rather than links. These advantages have
made the Watchdog scheme a popular choice in the field.
Many MANET IDSs are either based on or developed as
an improvement to the Watchdog scheme .Watchdog scheme
fails to detect malicious misbehaviors with the presence of the
following: 1) ambiguous collisions; 2) receiver collisions;3)
limited transmission power; 4) false misbehavior report;5)
collusion; and 6) partial dropping.
B. TWOACK

IN

With respect to the six weaknesses of the Watchdog
scheme, many researchers proposed new approaches to solve
these issues. TWOACK proposed is one of the most
important approaches among them. On the contrary to many
other schemes, TWOACK is neither an enhancement nor
aWatchdog-based scheme. Aiming to resolve the receiver
collision and limited transmission power problems of
Watchdog, TWOACK detects misbehaving links by
acknowledging every data packet transmitted over every three
consecutive nodes along the path from the source to the
destination.

As discussed before, due to the limitations of most
MANET routing protocols, nodes in MANETs assume that
other nodes always cooperate with each other to relay data.

Upon retrieval of a packet, each node along the route is
required to send back an acknowledgment packet to the node
that is two hops away from it down the route. TWOACK is
required to work on routing protocols such as Dynamic

III.

INTRUSION
MANET’S

DETECTION

SYSTEM
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Source Routing (DSR) . The working process of TWOACK is
shown in Fig. 1: Node A first forwards Packet 1 to node B,
and then, node B forwards Packet 1 to node C. When node C
receives Packet 1, as it is two hops away from node A, node
C is obliged to generate a TWOACK packet, which contains
reverse route from node A to node C, and sends it back to
node A. The retrieval of this TWOACK packet at node A
indicates that the transmission of Packet 1 from node A to
node C is successful. Otherwise, if this TWOACK packet is
not received in a predefined time period, both nodes B and C
are reported malicious. The same process applies to every
three consecutive nodes along the rest of the route.
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AACK still suffer from the problem that they fail to detect
malicious nodes with the presence of false misbehavior report
and forged acknowledgment packets.

Fig 2 ACK Scheme

Fig 1 TWOACK Scheme
The TWOACK scheme successfully solves the receiver
collision and limited transmission power problems posed by
Watchdog. However, the acknowledgment process required
in every packet transmission process added a significant
amount of unwanted network overhead. Due to the limited
battery power nature of MANETs, such redundant
transmission process can easily degrade the life span of the
entire network. However, many research studies are working
in energy harvesting to deal with this problem.
C. AACK
Based on TWOACK, proposed a new scheme called
AACK. Similar to TWOACK, AACK is an acknowledgmentbased network layer scheme which can be considered as a
combination of a scheme called TACK (identical to
TWOACK) and an end-to-end acknowledgment scheme
called ACKnowledge (ACK). Compared to TWOACK,
AACK significantly reduced network overhead while still
capable of maintaining or even surpassing the same network
throughput. In the ACK scheme shown in Fig. 2, the source
node S sends out Packet 1 without any overhead except 2 b of
flag indicating the packet type. All the intermediate nodes
simply forward this packet. When the destination node D
receives Packet 1, it is required to send back an ACK
acknowledgment packet to the source node S along the
reverse order of the same route. Within a predefined time
period, if the source node S receives this ACK
acknowledgment packet, then the packet transmission from
node S to node D is successful. Otherwise, the source node S
will switch to TACK scheme by sending out a TACK packet.
The concept of adopting a hybrid scheme in AACK greatly
reduces the network overhead, but both TWOACK and

In fact, many of the existing IDSs in MANETs adopt an
acknowledgment-based scheme, including TWOACK and
AACK. The functions of such detection schemes all largely
depend on the acknowledgment packets. Hence, it is crucial
to guarantee that the acknowledgment packets are valid and
authentic. To address this concern, we adopt a digital
signature in our proposed scheme named Enhanced AACK
(EAACK).
D. Digital Signatures
Digital signatures have always been an integral part of
cryptography in history. Cryptography is the study of
mathematical techniques related to aspects of information
security such as confidentiality, data integrity, entity
authentication, and data origin authentication. The
development of cryptography technique has a long and
fascinating history.
The security in MANETs is defined as a combination of
processes, procedures, and systems used to ensure
confidentiality, authentication, integrity, availability, and
nonrepudiation. Digital signature is a widely adopted
approach to ensure the authentication, integrity, and
nonrepudiation of MANETs. It can be generalized as a data
string, which associates a message (in digital form) with some
originating entity, or an electronic analog of a written
signature. Digital signature schemes can be mainly divided
into the following two categories. 1) Digital signature with
appendix: The original message is required in the signature
verification algorithm. Examples include a digital signature
algorithm (DSA) .2) Digital signature with message recovery:
This type of scheme does not require any other information
besides the signature itself in the verification process.
Examples include RSA.
IV.

SCHEME DESCRIPTION

In this section, we describe our proposed EAACK scheme
in detail. We extend it with the introduction of digital
signature to prevent the attacker from forging
acknowledgment packets. EAACK is consisted of three major
parts, namely, ACK, secure ACK (S-ACK), and misbehavior
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report authentication (MRA). Distinguish different packet.
types in different sche Distinguish different packet types in
different schemes, we included a 2-b packet header in
EAACK. Each communication process,both the source node
and the destination node are not malicious.
A. ACK
ACK is basically an end-to-end acknowledgment scheme.
Part of the hybrid scheme in EAACK, aiming to reduce
network overhead when no network misbehavior is detected.
The packet transmission from node S to node D is successful.
The packet transmission from node S to node D is successful.
B. S-ACK
The S-ACK scheme is an improved version of the
TWOACK scheme proposed by Liu et al. Three consecutive
nodes work in a group to detect misbehaving nodes. The
intention of introducing S-ACK mode is to detect
misbehaving nodes in the presence of receiver collision or
limited transmission power.
C. MRA
The MRA scheme is designed to resolve the weakness of
Watchdog when it fails to detect misbehaving nodes with the
presence of false misbehavior report. The false misbehavior
report can be generated by malicious attackers to falsely
report innocent nodes as malicious. MRA scheme is to
authenticate whether the destination node has received the
reported missing packet through a different route.
D. Digital Signature
EAACK is an acknowledgment-based IDS. All three parts
of EAACK, namely, ACK, S-ACK, and MRA, are
acknowledgment-based detection schemes. it is extremely
important to ensure that all acknowledgment packets in
EAACK are authentic and untainted. EAACK requires all
acknowledgment packets to be digitally signed before they
are sent out and verified until they are accepted.
V.
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CONCLUSION

The per node throughput capacity of MANET is
determined by adjusting the transmission range and limiting
the packet redundancy. Transmission power of each node is
manipulated to amend to specified transmission range and
limited packet redundancy limit. Increasing the transmission
power increases the throughput capacity. This in turn
increases the life time of the network. The optimized
throughput capacity of each node is determined which helps
in delivering the packets efficiently in the dynamic network
topology.
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Abstract- Mobile ad hoc networks (MANETs) are
becoming more essential to wireless communications
due to growing popularity of mobile devices.
However, MANETs do not seem to effectively support
multimedia applications and especially video
transmission. This paper presents a cross-layer
mechanism for efficient video transmission over this
type of networks. The proposed mechanism consists
of a priority-scheduling algorithm, at the network
layer, and the use of the IEEE 802.11e standard at the
MAC layer. The priority-scheduling algorithm takes
into account the frame type of the MPEG-4 video file
in order to provide different priorities to the most
important video packets. At the MAC layer, the IEEE
802.11e protocol assigns the highest priority to video
applications to reduce delay and packets losses due to
other competing traffic. This design is easily
implemented in any ad hoc wireless network as an
extension on the AODV MANET routing protocol.
Simulation results conducted with the network
simulator ns-2 show the advantages of the proposed
design.

I. INTRODUCTION
Mobile Ad hoc NETworks (MANETs) are
becoming
more
essential
to
wireless
communications due to growing popularity of
mobile devices. A node in MANETs could act as a
router while having also the possibility of being the
sender or receiver of information. The ability of
MANETs to be self-configured and form a mobile
mesh network by using wireless links make them
very suitable for a number of cases that other type
of networks cannot operate. Although, node
mobility is a very useful feature for users, it results
in a very dynamic topology in which routing can
become a very complicated task. An important
usage scenario of MANETs could be a disaster area
or any kind of emergency, in which the fixed
infrastructure has been destroyed or is very limited.
However, one major key issue related to
multimedia applications is how to guarantee an
acceptable level of Quality of Service (QoS) to the
end users. In MANETs, the challenges are even
higher due to known limitations of the wireless
medium and the frequent link failures, as mobile
nodes move independently. Over the last few years,

new protocols were designed and standardized in
an effort to increase the transmission rates of the
wireless medium. The IEEE 802.11e protocol [1]
with QoS enhancements is an international
standard that is already implemented in MAC
chipsets by a number of vendors. The efforts for the
enhancements of the IEEE 802.11 protocol aim at
creating a wireless environment in which, data
transmission can be achieved at higher bit rates and
longer distances while meeting the QoS criteria
posed by applications with delay constrains, like
multimedia transmission.
A second major issue in wireless ad hoc
networks is related to efficient routing in an
environment in which the network topology
dynamically changes over time. Over the last years,
a sufficient number of routing protocols have been
developed by the research community. Each
protocol has its own routing strategy and its
performance varies depending on network
conditions like the density of nodes in a specific
area, their speed and direction. Most of these
protocols do not take into account the limitations
and the special requirements posed by the served
applications.
In [2], the effects of various mobility
models on the performance of Dynamic Source
Routing (DSR) [3] and Ad Hoc On-Demand
Distance Vector (AODV) [4] routing protocols are
studied. The experimental results illustrate that the
performance of a routing protocol varies across
different mobility models, node densities and the
length of data paths.
Another performance evaluation of three widely
used
MANET
routing
protocols
(Destination-Sequenced Distance Vector DSDV
[5], AODV and DSR) with respect to group and
entity mobility models is presented in [6].
Simulation results indicate also that the relative
ranking of routing protocols may vary, depending
on the mobility model.
In [7], a QoS-aware self-configured
adaptive framework is presented to provide
video-streaming services over MANETs. The
routing algorithm periodically updates a set of
paths, classifies them according to a set of metrics,
and arranges a multipath-forwarding scheme. This
proposal operates in a different way under highly

180

NCECT'14

Department of CSE

dynamic states than under more static situations,
seeking to decrease the probability of having
broken links and improving the service
performance, while using lower signaling
overhead.
Matinetal. [8] Addresses the use of
multi-hop as an alternative to conventional single
hop transmission in order to increase the quality of
real time video streaming over MANETs. The use
of the IEEE 802.11e Enhanced Distributed Channel
Access (EDCA) function improves the overall
performance of the high priority traffic in
MANETs, by using the access control mechanisms
of the MAC layer.
In [9], priority assignment mechanisms are
considered for implementing priority treatment of
packets in a MANET using the DSR routing
protocol based on a modified IEEE 802.11 MAC
layer operating in the distributed mode. The
mechanism includes priority queuing and several
methods for providing important messages an
advantage in contenting for channel access. In [10]
an integrated cross-layer optimization algorithm is
proposed in order to maximize the decoded video
quality in a multi-hop wireless mesh network with
QoS guarantees. Finally, it is investigated in [11]
whether or not the operating conditions in a city are
likely to permit video streaming. It is found that
AODV outperforms DSR over the Manhattan grid
model.
In this paper, we focus on improving
peer-to-peer communication in MANETs by
supporting real-time multimedia transmission. The
main idea is to exploit the multimedia coding
information from the application layer and use a
scheduling policy, so that the most important video
packets enjoy the highest priority. At the MAC
layer, traffic classes are treated in a different way
based on QoS criteria. The proposed cross-layer
mechanism introduces some modifications at the
procedures of the AODV queuing system. AODV
uses a simple First Input First Output (FIFO) queue
for all incoming packets from the upper layer.
Therefore, all packets are treated with the same
way regardless of its importance or delay related
constrains.
The applicability of our design can be
found in applications with bandwidth, delay and
jitter constraints, while keeping at a minimum level
the requirements imposed by intermediate stations.
The main contribution of this work is the
cross-layer mechanism that combines the features
of the IEEE 802.11e protocol with a video-based
priority-scheduling algorithm. The novelty is also
supported by choosing the Manhattan mobility
model. Another important contribution is the
mixture of network and video-centric metrics in an
effort to better assess the video quality at the end
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user. The simulation results show that the proposed
design improves QoS when compared with the
performance of the legacy IEEE 802.11e protocol.
The rest of the paper is organized as follows: In the
next section, we present the overall architecture of
the proposed cross-layer mechanism. Section III
discusses the simulation environment and presents
the evaluation results. We conclude the paper with
notes for future work in Section IV.
II. PROPOSED CROSS-LAYER MECHANISM
In this section, we describe the proposed
cross-layer mechanism for video transmission over
MANETs. We can distinguish two main areas in
which, we prioritize traffic, depending on the
importance of the transmitted packets:
• At the network layer, we apply a
scheduling policy in which, each incoming packet
from the upper layers receives different priority
depending on the video frame type.
• At the MAC layer, we differentiate the
access of the various applications, based on QoS
criteria.
This design (Figure. 1) is based on the
attributes of voice and video streaming
applications, which are characterized by different
tolerance in terms of end-to-end delay. It is obvious
that a real time service, like video transmission,
requires much less delay than a file transfer
application. A way to maximize network
performance is to prioritize traffic depending on
traffic classes.

Figure 1. Cross-layer design

That means that a packet with higher priority
should be treated completely differently from a
packet with low priority in order to be delivered
first. In highly loaded MANETs that usually consist
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of a large number of nodes, or when the bandwidth
is limited, there is a significant possibility for the
transmitted packets to be dropped from the queues
in the mobile nodes.
Priority Scheduling is a popular method
for implementing priority queues. Each traffic class
has its own queue, in which packets are ordered.
This ordering affects directly the way that packets
are served and removed from the queue. In the case
of a queue that contains video packets the ordering
is done by utilizing the frame type information and
the assigned priority.
We consider the transmission of video
files encoded by a MPEG-4 video encoder that
generates three types of video frames. I-frames are
the least compressed and contain information from
encoding a still image. P-frames are more
compressed than I-frames and encoded from the
previous I or P-frames. B-frames are the least
important in the video sequence and use
information from previous and forward frames.
The following algorithm describes the
above idea. Instead of using a first-in first-out
queue (FIFO) at the MAC layer, we insert the
packets in the queue by taking into account the
importance of the frame. The most important
frames are placed in the top positions in the queue,
while other packet types are placed in the tail. The
processing of packets is based on the rule that the
packet in the head of the queue has to be served
first. If the queue exceeds the size limit and needs
to drop a packet, then it always drops the one in the
tail.
enque(packet) {
if(packet.isVideo() ) {
while(nextPacket.isVideo() AND
nextPacket.priority <
packet.priority ) {
position=position+1;
}
insertToQueue(packete, position)
} else {
insertToQueue(packete, tail)
}
if(queue.size() > limit ) {
dropTail()
}
}
Algorithm 1. Enqueue function

The IP datagrams are also marked based
on the underlying application type. This is a
simpler task in mesh networks than in wired with
fixed
infrastructure,
in
which
different
administrative domains may exist in a path between
video sender and receiver(s). Ad hoc networks
provide this flexibility as every node in the network
acts also as router. The main function for providing
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QoS support in IEEE 802.11e protocol is the
Enhanced Distributed Coordination Function
(EDCF). This function is responsible for managing
the wireless medium in the Contention Period (CP)
and enhances the Distributed Coordination
Function (DCF) function of the legacy IEEE
802.11 protocol. Therefore, we implement four
different data Traffic Classes (TCs) and video
traffic is assigned with the highest priority amongst
other applications that operate in the wireless
network.
III. PERFORMANCE EVALUATION
Most of the related work has been
evaluated through simulations conducted with the
ns-2 [12] network simulator. These evaluations are
mainly based on “classic” network metrics
(throughput, delay, packet losses, etc). Our
evaluation
combines
both
network
and
media-centric metrics. For the purpose of this
work, we use the Peak Signal to Noise Ratio
(PSNR) to assess the quality of the received video
file at the end user. PSNR is a derivative of Signal
to Noise Ratio (SNR) and computes the maximum
possible signal energy to the noise energy, which
results in a higher correlation with the subjective
quality perception than the conventional
SNR.Equation (1) gives the definition of the PSNR
of a source image s and destination image d [13]:

In order to conduct a number of realistic
experiments with real video files, we use the
Evalvid [14] tool-set in conjunction with ns-2. For
our simulations, we use a YUV raw video, which
consists of 7319 frames and has duration of 365
seconds. The network topology simulates the
Manhattan grid mobility model, which is based on
the Manhattan city model with uniform sized
building blocks. The Manhattan grid mobility
model can be considered as an ideal model to
represent the conditions of a big city. The
simulation area is 2000x2000 meters in a 4x4 grid.
Inside this area, there are 300 mobile nodes
representing moving vehicles that are actually the
transmitters and receivers of the video file. The
moving speed varies from 0 to 20m/sec, having a
mean value of 15m/sec. The video transmission is
based on the Real-time Transport Protocol (RTP)
[15] that is designed for audio and video delivery
over IP networks. Table I summarizes the
simulation parameters.
A. Performance of the Scheduling Algorithm
without any background traffic
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In this simulation, it is assumed that there
is only one active video transmission in the
network, without any other data traffic. Thus,
transmitted packets are either video or routing
packets. We run two different simulation scenarios,
with 802.11g and 802.11e protocols, respectively.
The aim of this simulation it to evaluate the
mechanism which provides enhance protection to
I-frames. The comparison shows how the
adaptation on the packet queues affects video
transmission.

Figure 2. PSNR Performance evolution graph
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the implemented priority queue which provides
high priority to video packets. The packet types in
this case are falling under the following categories;
routing, video and background data packets.
Figure. 3 shows that the implemented
adapted queue leads to a significant improvement
of PSRN measurements both in 802.11g and
802.11e networks. It is important to mention that
the resulting end user experience does not
deteriorate by the background traffic as indicated
by the PSNR values.Finally, we show the impact of
traffic prioritization to the reception rate. The cases
of adaptations on the queuing system are omitted
since any changes to the scheduling policy do not
affect the real transmission rate.

TABLE II
SIMULATION RESULTS WITHOUT BACKGROUND
TRAFFIC

Radio type

802.11g

802.11e

Overall packet
delivery ratio

69.7%

75.2%

Average end to
end delay (all
packets)

499ms

343ms

As Figure. 2 indicates, the implemented
adapted queue results to a significant reduction of
the losses of I–frames, at the cost of a slight
increase of P and B-frame losses. In contrast,
packet losses remain almost the same for every
type of video packets when using the normal FIFO
queue.
The metrics for overall packet losses and
end-to-end delay are mostly related to the network
conditions and are not affected by the adaptations
of the scheduling mechanism for video packets. In
addition, when using the 802.11e protocol, the
routing packets are transmitted with the highest
priority improving the AODV performance. Apart
from the above network metrics, we use PSNR to
evaluate the efficiency of the proposed mechanism.
Figure. 3 shows that the implemented adapted
queue leads to a significant improvement of PSRN
measurements both on the 802.11g and 802.11e
networks. As expected, the 802.11e network
provides better results compared to 802.11g due to
802.11e QoS features. All the above improvements
increase the end user experience.
B. Performance of the Scheduling Algorithm with
background traffic
In this scenario, we use the same video
transmission with the previous simulation.
However, this time there are 20 TCP connections in
the network. The amount of data that each node
transfers during the simulation lifetime is about 910
kilobytes. In addition, we run two different
simulation scenarios with 802.11g and 802.11e
networks, respectively. Our objective is to evaluate

Figure 3. Cumulative receiver rate for video
transmission
IV. CONCLUSIONS AND FUTURE WORK
In this paper, we focused on improving
video transmission over MANETs. The main idea
was to exploit the multimedia coding information
from the application layer in order to use a
scheduling policy at the network layer so that the
most important video packets could enjoy the
highest priority. In order to evaluate the
performance of the proposed cross-layer
mechanism we conducted a number of simulations
with the network simulator ns-2. Our findings were
very encouraging and indicated the efficient
operation of the adapted queue on providing high
priority to video packets.
The utilization of the 802.11e Traffic
Classes (TCs) was proved very efficient in
environments in which video transmission
competed for network resources with background
TCP traffic. The easiness of setting and utilizing
the 802.11e QoS features to MANETs in which all
nodes act as routers made that protocol an
indispensable network feature of any MANET
implementation.
Our future work includes the comparison
of the proposed design with other priority schemes
for MANETs and the evaluation of the proposed
mechanism under more complicated MANETs and
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simulation scenarios. Another important area which
left for future work is to include the transport layer
in the cross-layer design in an effort to adapt the
video transmission rates based on the network
conditions.
We believe that this will further increase
the QoS that is finally offered to the end user.
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Abstract - Broadcast communication is a key
requirement
for
WSNs
Broadcast
communication, which forms the basis of all
communication in wireless networks. In
multihop
wireless
networks,
however,
interference at a node due to simultaneous
transmissions from its neighbors makes it
important to design a minimum-latency
broadcast algorithm, which is known to be
NP-complete. A simple 12-approximation
algorithm for the one-to-all broadcast
problem that improves latency Problem in the
one-to-all broadcast algorithm. This leads to
better performance with a collision free
broadcasting. The all-to-all broadcast crisis
where each node sends its own message to all
other nodes. For all-to-all broadcasting the
performance is improved by using Collect and
Distribute, Interleaved Collect and Distribute
algorithm. The message transmission in the
wireless network using one-to-all and all-to-all
broadcast algorithm gives best result. But it is
not enough for very large multihop networks,
so in future it can be implemented for very
large multihop networks in efficient manner to
reduce latency and collision-free and to find
the latency time in wireless networks.

broadcasting Message Passing Interface or it may
be a low level networking operation. Interference
is a fundamental limiting factor in wireless
networks. When two or more nodes transmit a
message to a common neighbor at the same time,
the common node will not receive any of these
messages. In such a case, we say that collision
has occurred at the common node. Interference
range may be even larger than the transmission
range, in which case a node may not receive a
message from its transmitter if it is within the
interference range of another node sending a
message. Approximation algorithms are used to
find approximate solutions to optimization
problems. Approximation algorithms are often
associated with NP-hard problems; since it is
unlikely
that
there
can
ever
be
efficient algorithms
for
solving
NP-hard
problems. Ideally, the approximation is optimal
up to a small constant factor. One of the earliest
broadcast mechanisms proposed in the literature
is flooding [1], [2], where every node in the
network transmits a message to its neighbors
after receiving it. Although flooding is extremely
simple and easy to implement, Ni et al. [3] show
that flooding can be very costly and can lead to
serious redundancy, bandwidth contention, and
collision: a situation known as broadcast storm.

Wireless
Index
Terms—
approximation
algorithms,
algorithms, wireless scheduling.

networking,
broadcast

I INTRODUCTION
Broadcasting refers to a method of transferring
a message to all recipients simultaneously.
Broadcasting can be performed as a high level
operation in a program, for example

A. Our Contributions
We present algorithms for ONE-TO-ALL and
ALL-TO-ALL broadcasting problems. In one-toall broadcast, there is a source that sends a
message to all other nodes in the network. In allto-all broadcast each node sends its own message
to all other nodes. Even the one-to-all
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broadcasting problem is known to be NPcomplete [4]. For both problems, we develop
approximation algorithms, which improve the
previous results. ONE-TO-ALL BROADCAST
problem, it present a simple approximation
algorithm that achieves a 12-approximate
solution, thereby improving the approximation
guarantee of 16. Our algorithm is based on the
algorithm of Gandhi et al. [4] and incorporates
the following two ideas that lead to the
improvement: 1) processing the nodes greedily—
in non increasing order of the number of
receivers, and 2) allowing nodes to transmit more
than once. For the ALL-TO-ALL BROADCAST
problem it present two algorithms (called CDA
and ICDA) with approximation guarantees of 20
and 34, respectively, thereby improving the
approximation guarantee of 27. In ICDA, all
nodes are scheduled to participate in
transmissions as early as possible. Our
algorithms achieve up to 37 percent improvement
on end-to-end latency over existing schemes.
II RELATED WORKS
Several techniques have been proposed for
broadcasting in wireless networks. In order to
reduce the broadcast redundancy and contentions,
they make use of nodes’ neighborhood
information and determine whether a particular
node needs to transmit a message [5], [6]. There
has been some work on latency-constrained
broadcasting in wired networks [7] and some
results do exist for radio networks whose models
are essentially the same as ours. This result does
not directly extend to ad hoc networks which are
modeled by a restricted class of geometric graphs
called disk graphs. Gandhi et al. [4] show that
minimizing broadcast latency in wireless
networks is NP-complete and then present an
approximation
algorithm
for
one-to-all
broadcasting.
A. Network Model
When the interference range and the
transmission range are identical, a wireless
network can be modeled as a unit disk graph
(UDG), G(V,E). The nodes in V are embedded in
the plane. Each node u has a unit transmission
range. Let uj; vj denote the Euclidean distance
between u and v. We assume that time is discrete.
We assume that every message transmission
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occupies a unit time slot: i.e., the latency of a
single successful transmission is one unit of time.
We say that there is a collision at node w, if w
hears a message from two transmitters at the
same time. In such a case, we also say that the
two transmissions interfere at w. A node w
receives a message collision free iff w hears the
message without any collision.
B. Problem Statement:
Disk graph G= (V, E) and a set of messages
M=(m1; m2; . . .;mn).A set of sources for these
messages are taken as sources: (sj|sj is the source
of message j). A node can transmit message j
only after it receives message j collision free. A
schedule specifies, for each message j and each
node i, the time at which node i receives message
j collision free and the time at which it transmits
message j. If a node does not transmit a message
then its transmit time for that message is 0. The
latency of the broadcast schedule is the first time
at which every node receives all messages. The
number of transmissions is the total number of
times every node transmits any message. The
goal is to compute a schedule in which the
latency is minimized. For that one-to-all and
many-to-all broadcasting is used. One-to-all
broadcasting is the operation where there is one
source node s which has a message to send all
other nodes. In all-to-all broadcasting each node
v has its own message m to send all other nodes.
III. ONE-TO-ALL BROADCAST
ALGORITHM
This algorithm takes the input and a source
node s. If a node u is parent node of the node w
then u is responsible for transmitting the message
to w without any collision. This algorithm leads
to
significantly improved approximation
guarantee are 1. Processing node in a greedy
manner 2. Allowing a node to transmit more than
once. It leads to guarantee that receiver node will
receive the message collision free by overcoming
broadcast problem. This algorithm first
constructs BFS Tree. In BFS the non increasing
order of nodes are the primary nodes. The
children of the primary nodes are secondary
nodes. In ONE-TO-ALL BROADCAST, the
transmissions are scheduled in two phases. In
Phase 1, nodes are considered one level at a time
starting from Level 0. Only those primary nodes
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that have a child will transmit the message in this
phase. In Phase 2, transmissions are scheduled to
send the message to all other nodes. In Phase 1,
The Primary nodes that doesn’t have child will
transmit in the phase 2.

(a)

(b)

(C)

(d)

Fig. 1. An illustration of our algorithm. (a) Shows the
example network.(b) Shows the BFS tree, (c) Shows the
broadcast tree, (d) Shows the transmission schedule.

IV. ALL-TO-ALL BROADCAST
ALGORITHM
In all to all broadcast, every node in the
network will transmits the message to every other
node in the network. To overcome problem we
change the value in approximation ratio as 20 and
34 using Collect and Distributed Algorithm
(CDA) and Interleaved Collect and Distribute
Algorithm (ICDA). In terms of transmission
overhead, our algorithm shows that both CDA
and ICDA consistently use fewer transmissions
than existing one.
A. Collect-and-Distribute Algorithm (CDA)
The algorithm consists of 2 phases. In phase 1,
source node collects all the packets by
performing upward transmissions. In the Phase 2,
source node broadcasts all the n packets to all
other nodes via downward transmissions.
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Phase 1. The source node collects all messages.
The algorithm is as follows: first construct a BFS
tree from s, and sort messages in non decreasing
order of the level in the BFS tree. That is,
messages that are closer to s appear first in the
sorted list. Let us assume that message j be the
jth message in the sorted order. The latency of
the collection algorithm is at most reduced.
Phase 2. We construct a broadcast tree. Next, we
describe transmission scheduling algorithm. In
the algorithm by Gandhi et al. [4], the root node
collects all messages and performs one-to-all
broadcasting for each message. The root node
needs to wait until the previous message reaches
the level before initiating a broadcast for another
message to make sure there are no collisions in
their algorithm. In this algorithm, we find a
schedule by a vertex coloring, which makes sure
that all the nodes with the same color can
broadcast a message without collision, and show
that 17 colors are enough to obtain a collisionfree schedule. Then computing the broadcast tree
and let k1, k2 be the number of colors. We define
a super step for k time slots. In each superstep,
the first k1 slots are for scheduling transmissions
from primaries, and the remaining k2 slots will
be for secondary’s. Each primary with color i is
only allowed to transmit in the ith slot of a
primary slot in a superstep. Each secondary
receiving a packet in a superstep transmits the
received packet in the corresponding secondary
slot in the same superstep.
B. Interleaved Collect-and-Distribute
Algorithm (ICDA)
In the early stages of the algorithm, until s
receives all the messages and starts propagating
them, most nodes are idle, thus increasing the
broadcast time significantly. Thus it describes an
algorithm in which all nodes participate in
broadcasting as soon as possible so as to
minimize the broadcast time. A node v receives a
message m forwarded originally from its
descendant x in the broadcast tree and relays it to
its parent to deliver the message to the root
nodes. The children of v can also receive the
message when v broadcasts it. Using the
broadcast tree constructed as in CDA, we
schedule transmissions for each node as follows:
as in CDA, we define a superstep but in a slightly

187

NCECT'14

Department of CSE

different way. That is, in each superstep, every
node transmits at most one message (either
upward or downward). Instead of finishing all
upward transmissions first, we mix upward or
downward transmissions in each superstep with
preferences given to upward transmissions.
C. Results for One-to-All Broadcast
While we have experimented with various
settings, we only report a set of representative
results in the rest of this section. In Fig. 2, we
present the average approximation ratios when
we vary the number of nodes within a fixed-size
square 1000 m _ 1000 m. Our proposed
algorithm consistently outperforms existing
schemes by 12-40 percent. Specifically, in the
400-node scenario, the average approximation
ratio of our algorithm is 1.74, which is around 21
percent smaller than that of GPM (2.22) and PBS
(2.21) and 40 percent smaller than that of EBS
(2.92). Approximation ratio of our scheme goes
up slightly, but the performance improvement
over existing schemes is similar or larger.
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In Fig. 3, we present the average values of actual
latency for broadcast algorithms as well as the
height of BFS tree (i.e., lower bound). It varies
both the number of nodes and the square size, so
that the average number of neighbors is
maintained similar. Observe that the proposed
algorithm consistently outperforms existing
schemes by 11-37 percent.
D. Results for All-to-All Broadcast
In Fig. 4, we present the average
approximation ratio of our all-to-all broadcast
schemes (CDA and ICDA), MSB and IGA that
vary the number of nodes and the square size.
Observe that the performance of CDA and ICDA
in practice is much better than the analytical
bound (20 and 34). CDA performs well when the
network size is small However, the performance
difference between CDA and MSB becomes
smaller in larger Networks.

Fig. 4. Average approximation ratio of all-to-all broadcast.
Node count and square size varies.
Fig.2. Average approximation ratio of one-to-all broadcast.
A fixed-size square of (1000 m *1000 m) used.

CONCLUSIONS
Thus an approximation algorithm for
broadcasting in wireless networks was
implemented. Our algorithm for ONE-TO-ALL
BROADCASTING gives a 12-approximate
Solution and the algorithms for ALL-TO-ALL
BROADCASTING give approximation ratios of
20 and 34. But it is not enough for very large
multihop networks, so in future it can be
implemented for very large multihop networks in
efficient manner to reduce latency and collisionfree and to find the latency time in wireless
networks.

Fig.3. Average latency of one-to-all broadcast. We vary the
square size to keep the node density similar.
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---------------------------------------------------------------------------------------------------ABSTRACT:
The current trend of information transfer in the campus, it is seen that important notice take time
to be displayed in the notice boards. This latency is not expected in most of the cases and must be
avoided. We want to control everything and without moving an inch. The electronics displays which
are currently used are programmable displays which need to be reprogrammed each time. This
makes it inefficient for immediate information transfer. The main aim of this project will be to
design a SMS driven automatic display board which can replace the currently used programmable
electronic display.

Keyword:- GSM, Interface, Message, Modem, Receiver, Transmitter.

I.INTRODUCTION
The GSM cellular phone has grown from a

an authorized mobile phone. The message to be

luxury item owned by the rich to something so

displayed is sent through a SMS from an authorized

common that one out of five Filipinos already owns

transmitter. The microcontroller receives the SMS,

one. This is amazing when we look at the fact that

validates the sending Mobile Identification Number

our country is a developing one with almost half our

(MIN) and displays the desired information. Started

population living below the poverty line. This

off as an instantaneous News display unit, we have

continuously growing popularity of the GSM cell

improved upon it and tried to take advantage of the

phone has spurred the growth of the country’s

computing capabilities of microcontroller. The GSM

cellular network infrastructure lcd by the two major

based display board can be used as an add-on to these

players, Ayala owned Globe Telecom, and PLDT‟s

display boards and make it truly wireless. The display

Smart Cellular.[3].It is proposed to design receiver

board programs itself with the help of the incoming

cum display board which can be programmed from

SMS with proper validation. Such a system proves to
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be helpful for immediate information transfer.

standard serve 80% of the world's population,

Required LCD display is to be used for example

encompassing more than 5 billion people across more

2x16,4x32.

than 212 countries and territories, making GSM the

II.GSM COMMUNICATION MODULE

most ubiquitous of the many standards for cellular

GSM:

networks
This GSM modem is a highly flexible plug and play
GSM 850 900 / GSM 1800 / GSM 1900 modem for
direct and easy integration RS232, voltage range for
the power supply and audio interface make this
device perfect solution for system integrators and
single user. It also comes with license free integrated
Python. Python is a powerful easy to learn
programming language. Such a Python driven
terminal is 5 times better and faster and 5 times
cheaper than standard PLC/RTU with communication
interface and external GSM / GPRS modem. Voice,
Communications

Data/Fax, SMS, DTMF, GPRS, integrated TCP/IP

originally Grouped Special Mobile), is a standard set

stack and other features like the GSM / GPRS

developed by the European telecommunication

modules on this home page.

Global

System

for

Mobile

standard (ETSI) to describe technologies for second
generation (or "2G") digital cellular network.

III.GSM CARRIER FREQUENCIES

Developed as a replacement for first generation
analog

cellular

networks,

the

GSM

standard

originally described a digital, circuit switched
network optimized for duplex(communication) voice
telephony. The standard was expanded over time to
include first circuit switched data transport, then
packet data transport via GPRS. Packet data
transmission speeds were later increased via EDGE.
The GSM standard is succeeded by the third
generation (or "3G") UMTS standard developed by
the 3GPP. GSM networks will evolve further as they
begin to incorporate fourth generation (or “4G") LTE
advanced standards. "GSM" is a trademark owned by
the

GSM

association.

The

GSM

Association

estimates that technologies defined in the GSM

GSM networks operate in a number of
different carrier frequency ranges (separated into
GSM frequency for 2G and UMTS frequency bands
for 3G), with most 2G GSM networks operating in
the 900 MHz or 1800 MHz bands. Where these bands
were already allocated, the 850 MHz and 1900 MHz
bands were used instead (for example in Canada and
the United States). In rare cases the 400 and
450 MHz frequency bands are assigned in some
countries because they were previously used for firstgeneration systems. Most 3G networks in Europe
operate in the 2100 MHz frequency band.
Regardless of the frequency selected by an
operator, it is divided into time division multiplexing
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for individual phones to use. This allows eight full-
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Current: 8mA in idle mode, 150mA in

rate or sixteen half-rate speech channels per radio

communication GSM 900 @ 12V, 110mA

frequency. These eight radio timeslots (or eight burst

in GSM 1800 @ 12V

transmission periods) are grouped into a time division
multiple access frame. Half rate channels use



Temperature range: Operating -30 to +85
degree Celsius.

alternate frames in the same timeslot. The channel
data rate for all 8 channels is 270.833 kbit/s, and the
frame duration is 4.615 ms. The transmission power

IV LCD DISPLAY
A liquid crystal display (LCD) is a thin, flat

in the handset is limited to a maximum of 2 watts in

electronic

GSM850/900 and 1 watt in GSM1800/1900.

modulating properties of liquid crystals (LCs). LCDs

visual

display

that

uses

the

light

do not emit light directly. Liquid crystal displays
GSM MODEM CHARACTERISTICS


they do not emit light; instead, they use the ambient
Quad GSM GPRS modem ( GSM 850
/900/1800 / 1900 )



Designed for GPRS, data, fax, SMS and
voice applications



Fully compliant with ETSI GSM Phase 2+
specifications (Normal MS)



(LCDs) are a passive display technology. This means

License free Python interpreter with free of
charge programming tools

light in the environment. By manipulating this light,
they display images using very little power. This has
made LCDs the preferred technology whenever low
power consumption and compact size are critical.
They are used in a wide range of applications,
including computer monitors, television, instrument
panels, aircraft cockpit displays, signage, etc. They
are common in consumer devices such as video
players, gaming devices, clocks, watches, calculators,

GSM MODEM INTERFACES


RS232 through D-TYPE 9 pin connector,
RJ11 for I2C, SPI and GPIO



Power supply through Molex 4 pin

and telephones. LCDs have displaced cathode ray
tube (CRT) displays in most applications. They are
usually more compact, lightweight, portable, less
expensive, more reliable, and easier on the eyes.

connector


SMA antenna connector



Toggle spring SIM holder



Red LED Power on, Green LED status of

LCD DISPLAY IMAGE

GSM / GPRS module
GSM MODEM GENERALCHARACTERISTICS


Input voltage: 5V-30V
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2. Display On-Off control:

PIN INFORMATION OF LCD

Send 0FH for display and blink cursor on.
3. Entry mode set:
Send 06H for cursor in increment position and shift is
invisible.
4. Clear display:
Send 01H to clear display and return cursor to home
position.

VI. FUTURE ENHANCEMENT
A commercial model can be able to display more
than one message at a time. In our system we are
sending messages via GSM network and displaying
on a LCD by utilizing AT commands. The same
principle can be applied to control electrical
appliances at a distant location. Robots can be
controlled in a similar fashion by sending the

VALGORITHM TO SEND DATA TO

commands to the robots. This can be used for spy
robots at distant locations, utilized by the military to

LCD:

monitor movement of enemy troops.

1.Make R/W low
2.Make RS=0 ;if data byte is command
RS=1 ;if data byte is data (ASCII value)
3.Place data byte on data register
4.Pulse E (HIGH to LOW)
5.Repeat the steps to send another data byte

REFERENCES
I. Gao ,W., Zhang, G. and Jiang, X. “Study
Implementation of Agricultural SMS Management
System”. In Proceedings of IEEE International
Conference

on

Information

Technology

and

Computer Science, 13-17 October 2009, Beijing,

LCD INITIALIZATION

China, pp. 1-4, 2009.

Working of LCD depend on the how the

II. Shereen , N. Z. and Rozumah , B. “Mobile Phone

LCD is initialized. We have to send few command

use Amongst Student in University in Malaysia: It

bytes to initialize the lcd. Simple steps to initialize

correlates and relationship to Psychological Health”.

the LCD.

European Journal of Scientific Research. Vol. 37.

1. Specify function set:

No.2. pp. 206 – 218, 2009

Send 38H for 8-bit,double line and 5x7 dot character
format.
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Abstract— In this paper, we propose a robust hashing
method is proposed for detecting image forgery which
includes removal, insertion, replacement of objects,
abnormal colour modification and locating the forged area.
Global and Local features are used in forming the hash
sequence. The Zernike moments and Image Co-occurrence
Histogram (ICH) are used for finding the global features.
A local feature includes position and texture information
of salient regions in the image. In feature extraction and
hash construction, secret keys are introduced for image
authentication. The hash of the test image is compared
with that of a reference image. The hash of the test image
is compared with that of a reference image. The hash
distance is compared with two kinds of pre-defined
thresholds, to determine whether the image is applicable
for mal-function. By decomposing the hashes, the type of
image forgery and location of forged areas can be
determined.
Keywords— Image hash, perceptual robustness, saliency,
Zernike moments, image authentication, Image Cooccurrence Histogram (ICH) .
I.INTRODUCTION
With widespread use of image editing software, images
are modified. This has become an important issue in our dayto-day life. Image hashing is a technique that extracts a short
sequence from the image to represent its contents, and
therefore can be used for image authentication. If the image is
modified maliciously, the hash must be changed significantly.
Meanwhile, unlike hash functions in cryptography such as
MD5 and SHA-1 that are extremely sensitive to slight changes
in the input data, the image hash should be robust against
normal image processing. In general, a good image hash
should be reasonably short and robust to ordinary image
manipulations, and sensitive to tampering. It should also be

unique for different images. That is, it should have
significantly different hash values, and secure. So, that any
unauthorized person cannot break the key and coin the hash.
To meet all the requirements simultaneously, especially
perceptual robustness and sensitivity to tampering, is a main
challenging task.
Here, we present a saliency model based on the
image co-occurrence histogram (ICH) that has been used for
object Recognition. The ICH concurrently encodes both
global pixel occurrence and local co-occurrence of pixel pairs
within a neighborhood window. Visual saliency, which is
often perceived by global ―uncommonness‖ and local
―discontinuity‖ with respect to the surroundings, can therefore
be determined based on the low-frequency pixel occurrence
and co-occurrence information. The ICH-based saliency
model has several advantageous characteristics. First, it is fast
and has potential for use in real-time applications. Second, it
requires minimal parameter tuning and is very easy to
implement. Third, it is robust and tolerant to image scale
variation. Last but not least, it captures both local and global
saliency information and demonstrates superior accuracy in
predicting human fixations.
Many image hashing methods have been proposed.
Zhenjun Tang et al. [1] develop a global method using
nonnegative matrix factorization (NMF). The image is first
converted into a fixed-sized pixel array. A secondary image is
obtained by rearranging pixels and applying NMF to produce
a feature-bearing coefficient matrix, which is then coarsely
quantized. The obtained binary string is scrambled to generate
the image hash.
Vishal Monga et al. [2] apply NMF to pseudorandomly selected sub-images. They construct a secondary
image, and obtain low-rank matrix approximation of the
secondary image with NMF again. The matrix entries are
concatenated to form an NMF-NMF vector. The inner
products of the NMF-NMF vector and a set of weight vectors
are calculated. Because the final hash comes from the
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secondary image with NMF, their method cannot locate
forged regions. In analyzing the NMF-NMF method.
In [3], a wavelet-based image hashing method is
developed. The input image is partitioned into nonoverlapping blocks, and the pixels of each block are
modulated using a permutation sequence. The image
undergoes pixel shuffling and then wavelet transform. The
sub-band wavelet coefficients are used to form an
intermediate hash, which is permuted again to generate the
hash sequence. This method is robust to most contentpreserving operations and can detect tampered areas.
Fouad Khelifi et al. [4] propose a robust and secure
hashing scheme based on virtual watermark detection. The
method is robust against normal image processing operations
and geometric transformation, and can detect content changes
in relatively large areas.
Wenjun Lu and Min Wu [5] SIFT features are
encoded into compact visual words to estimate geometric
transformations, and block-based features are used to detect
and localize image tampering.
Xiang et al. [6] propose a method using invariance of
the image histogram to geometric deformations. It is robust to
geometric attacks, but cannot distinguish images with similar
histograms but different contents.
Swaminathan et al. [11] propose an image hash
method based on rotation invariance of Fourier-Mellin
transform and present a new framework to study the security
issues of existing image hashing schemes. Their method is
robust to geometric distortions, filtering operations, and
various content-preserving manipulations.
In the present paper, we propose a method combining
advantages of both global and local features. The objective is
to detect image forgery including removal, insertion,
replacement of objects, abnormal colour modification, and for
locating the forged area using image hashing method. We use
Zernike moments and Image Co-occurrence Histogram(ICH)
of the luminance/chrominance components to reflect the
image’s global characteristics. Extract local texture features
from salient regions in the image to represent contents in the
corresponding areas. Distance metrics indicating the degree of
similarity between two hashes are defined to measure the hash
performance. Two thresholds are used to decide whether a
given image is an original or malicious image of a reference
image, or is simply a different image. The method can be used
to locate tampered areas and it tells the nature of tampering,
e.g., replacement of objects or abnormal modification of
colors. Compared with some other methods using global
features or local features only. The proposed method has
better overall performance, especially the ability of
distinguishing regional tampering from content-preserving
processing.

Kalasalingam Institute of Technology

II GLOBAL & LOCAL FEATURE EXTRACTION
A. Zernike Moments
Zernike Moments (ZM) of order n and repetition m of a
digital image I (ρ, θ) are defined as [7]:
Zn m =

I (ρ, θ) V*n m (ρ, θ)
(ρ, θ) ϵ Unit disk

(1)

Where V*n m (ρ, θ) is a Zernike polynomial of order n and
repetition m
V*n m (ρ, θ) = Rn m (ρ)ejmθ

(2)

Where { Rn m(ρ)} is a radial polynomial in the form of
s

Rn m(ρ) =

n-2s

(3)

Here, is a non-negative integer and m is an integer satisfying
the conditions: n-|m| is even and |m|≤n.
Suppose α is a rotation angle, and Zn m and Z(r)n m.The ZM of
the original and rotated images respectively:
Z(r)n m=Zn me-jmα

(4)

Thus, the magnitude of ZM is rotation invariant, while the
phase changes with the angle:
arg(Z(r)n m)= arg(Zn m) –m

(5)

B. Image Co-Occurrence Histograms
The image histogram represents the distribution of image
values. It has a number of good properties, for example,
robustness to image noise, rotation, scale variation, and so on.
The traditional 1D image histogram captures only the image
value occurrence, whereas information about the local spatial
composition of image pixels is completely discarded (which is
instead very important to the perception of an image). We
show that a two-dimensional (2D) ICH is capable of capturing
both occurrence and co-occurrence of image pixels and can be
used to calculate a good measure of visual saliency.
Consider a single-channel integer image I. Let IK =
{1,2,…,k} be a set of k possible image values within I (k is
256 for an 8-bit integer image). H, the ICH of the image I, is
defined as follows:
H = [h(m, n)], m, n ϵ IK,

(6)

Where H is a symmetric square matrix of size k * k. An ICH
element h (m, n) is the co-occurrence count of image values m
and n within a square neighborhood window of size z. H is
constructed as follows. For each image pixel with a value of
m, all image pixels within the local neighborhood window are
examined one by one. If a neighboring pixel has a value of n,
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the ICH element h (m, n) is increased by one. The ICH is built
after all image pixels within I are examined.
The ICH captures both occurrence and co-occurrence
of image values as defined in (6). In particular, each image
value will pair with itself to account for many diagonal
elements of the ICH through which global occurrence
information is captured. At the same time, each pixel will also
pair with a number of neighboring pixels to account for nondiagonal elements of the ICH through which local cooccurrence information is captured. The neighborhood size z
can be set between 1 and 4 without affecting the performance
C. Texture Features
Texture is an important feature. In [8] and [9], the
authors propose six texture features relating to visual
perception: coarseness, contrast, directionality, line-likeness,
regularity and roughness. In this work, we use coarseness C 1
and contrast C2 as defined below, plus skewness and kurtosis,
to describe the texture properties. To evaluate coarseness
around a pixel at (x, y), the pixels in its neighborhood sized
2k *2k are averaged:

Kalasalingam Institute of Technology

sum of two parts: that of innovation and that of prior
knowledge. The information of saliency is obtained when the
redundant part is removed. Log spectrum of an image, is used
to represent general information of the image. Because log
spectra of different images are similar, there exists redundant
information in Log spectrum of an image.
A(f) = hl * L(f)

(12)

Where, L(f) - Log spectrum of an image, A(f) denote the
redundant information defined as convolution between L(f)
and an l*l low-pass kernel hl.
Spectral residual representing novelty of the image,
B(f), can be obtained by subtracting A(f) from L(f), which is
then inversely Fourier transformed to give a saliency map
SM(x):
SM(x) = F-1[B(f)] = F-1[L(f)-A(f)]

(13)

We choose a threshold equal to three times of the mean of
SM(x) to determine the salient regions.
III PROPOSED HASHING METHOD

k
x+2 -1

Ak (x, y)=

k
y+2 -1

g(i, j), k=0,1,…,5
i =x-2 j=y-2k

(7)

k

Where g(i, j), is the gray-level of pixel (i, j). At each point
(x, y), differences between pairs of the average values of nonoverlapping neighborhoods on opposite sides of the pixel in
horizontal and vertical directions.
For horizontal direction,
k-1

k-1

Ek,h (x, y) = |Ak(x+2 ,y) – Ak(x-2 ,y)|

(8)

For vertical direction,
Ek,v(x, y) = |Ak(x,y+2k-1) – Ak(x,y-2k-1)|

(9)

For that point, find the size that leads to the highest difference
value and call it Sopt(x, y).
Sopt(x, y) = arg max
Ek, d(x, y)
(10)
K=0,...,5;d=h,v
Take average of Sopt over a region, and call it coarseness of
that region, C1.
Contrast describes the degree of image brightness
variation, calculated from variance σ2 and the fourth-order
moment µ4 of the gray values within the region:
C2 = σ2 µ4-4

(11)

C. Salient Region Detection
A salient region in an image is one that attracts human
visual attention. Information in an image can be viewed as a

Here, we describe the proposed image hashing
scheme and the procedure of image authentication using the
hash. The hash is formed from Zernike moments to represent
global properties of the image, and the texture features in
salient regions to reflect local properties.
A. Image Hash Construction
Image hash generation has following steps, referring
Figure 1.
1. Preprocessing: The image is first rescaled to a fixed size
and and converted from RGB to the YCbCr representation.
The aim of rescaling is to ensure that the generated image
hash has a fixed length and the same computation complexity.
Y and |Cb-Cr| are used as luminance and chrominance
components of the image to generate the hash. We choose
F=256 as an appropriate trade-off.
2. Global Feature Extraction: Zernike moments and Image
Co-occurrence Histogram (ICH) of Y and |Cb-Cr| are
calculated. We choose n=5. Further, since Zn,-m = Zn,m , only
Zn,m (m ≥ 0) is needed. We do not use Z0,0 as it represents the
average intensity. we have Zernike moments in total.
Magnitudes of the Zernike moments are rounded and used to
form a global vector, Z’= [Zy Zc]. The elements in Z’ are not
more than 255. A secret key K1 is used to randomly generate a
row vector X1 with 22 random integers in [0, 255]. The
encrypted global vector Z is obtained as Z= [(Z’+X1) mod
256].
3. Local Feature Extraction: K largest salient regions are
detected from the luminance image Y. The coordinates of top
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left corner, and width/height of each circumscribed rectangle
are used to form a K-element vector P(k) (k=1,….k) ,
representing the position and size of each salient region.

Pre-processing

Global feature
extraction
Z’= [Zy Zc]

K3

H’0 = [Z0 P0 T0], which is a concatenated feature sequence of
the trusted image. Decompose it into global and local features.
3) Salient Region Matching: Check if the salient regions
found in P1 of the test image match those P0 in of the trusted
image. If the matched areas of a pair of regions are large
enough, the two regions are considered as being matched.
Reshuffle the texture vectors by moving the matched
components in each of the texture vector pair to the left-most
and, for notational simplicity, still call them T 0 and T1.

image

K1

Kalasalingam Institute of Technology

Local feature
extraction
S’= [ P T ]

K2

Hash generation
Final hash

Figure 1. Block diagram of the image hashing method.

Local texture features of each salient region including
coarseness C1 and contrast C2 , skewness, and kurtosis are
computed and rounded to give a 6-element vector t(k)
(k=1,…6). If an image has less than 6 salient regions, the
positions and texture features of the missing ones are set to
zero. The position/size and texture vectors of all salient
regions together form a local feature vector S’ = [ P T ] =
[P(1)…P(6) t(1)….t(6)], which contains 48 integers. A secret key
K2, is used to randomly generate a row vector containing 48
random integers in [0, 255]. An encrypted local vector S is
then obtained by S = [(S’ + X2) mod 256].

4) Distance Calculation and Judgment: To define the hash
distance, a feature vector V, is formed by concatenating the
global feature vector Z and the reshuffled texture feature
vector T, namely V = [Z T]. The vector P does not contribute
to the distance calculation but will be used to locate forged
regions. The hash distance between the test image and the
reference is the Euclidean distance between V0 and V1:
D = ||V1-V0||

(14)

In practice, the global structure of an image
represented by Zernike moments and Image Co-occurrence
Histogram (ICH) is sufficient to distinguish similar from
dissimilar. To minimize the adverse influence of saliency
detection inaccuracy, we omit T in calculating the hash
distance for similar images:
D ||Z1-Z0|| DG
(15)
Having defined the hash distance, we can use it first to
distinguish similar and dissimilar images according to a
threshold τ1. We then need to further determine whether the
test image is a tampered version of the reference image, or
simply a different one. The test image is judged as tampered if
D ≤ τ2. Otherwise it is a completely different image.
C. Determination of Thresholds

4. Hash Construction: The global and salient local vectors
are concatenated to form an intermediate hash, namely
H’= [Z S], which is then pseudo-randomly scrambled based
on a secret key to produce the final hash sequence H. Table I
gives the constitution of an image hash of 70 integers. Since
all integers are in the range of [0, 255], the hash is bits long.
B. Image Authentication
In image authentication, the hash of a trusted image,
H0 , is Available and called the reference hash. The hash of a
received image to be tested, H1, is extracted. The image
authentication process is performed in the following way.
1) Feature Extraction: Pass the test image through the steps
as described in section 1 to obtain the intermediate hash
without encryption, namely H’1=[Z1 P1 T1].
2) Hash Decomposition: With the secret keys K1, K2 and K3,
restore the intermediate hash from the reference hash to obtain

To Determine a threshold for differentiating two sets of
data, A and B, we need to know the PDF of samples. The chisquare test is used for the purpose. Assume that the data
satisfy one of several common distributions: Poisson,
lognormal, and normal, and apply the chi-square test to find
which is the closest. The statistic X2 is calculated . To perform
the chi-square test, a sufficiently large number of test images
are needed. The original image downloaded from the internet
and captured with digital cameras. The operations include
gamma correction with ᵞ= 1.1 and 1.15, JPEG compression
with Q= 30 and 80, zero-mean Gaussian noise contamination
with σ2= 0.01 and 0.001, scaling with factors 0.5 and 1.5, and
rotation by 1◦ and 5◦.Chi-square tests show that the distance
values between similar images follow the exponential
distribution with a mean of 1.88. The distances between
forged images and their original versions follow the lognormal
distribution with a mean of 3.46 and standard deviation 0.88.
Those between different images follow the gamma
distribution with a mean of 10.3 and standard deviation 8.16.
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Therefore we choose τ1= 7 and τ2=50 as the thresholds in this
work to differentiate similar, forged, and different images.
D. Forgery Classification and Localization
Having found that a test image is a fake, the next
work is to locate the forged region and tell the nature of
forgery. Four types of image forgery can be identified:
removal, insertion and replacement of objects, and unusual
color changes. Forgery classification and localization are
performed as follows, and schematically.
Decode H0 and H1 into components representing
global and local features, and find the number of matched
salient regions R and the numbers of salient regions in the
reference and test images, M0 and M1.
1. If M0 > M1 = R, some objects have been removed from
the received test image.
2. If M1 > M0 = R, the test image contains some additional
Objects.
3. If M1 = M0 = R, check the luminance and chrominance
components in the Zernike moments and calculate the
following distances:

γZc = ||Zc1-Zc0|| , γZy= ||Zy1-Zy0||
If γZc is greater than γZy by a threshold τc , the test image
contains substantial color changes with respect to the
reference image while the luminance changes are considerably
smaller. Thus the test image is judged as being tampered with
unusual color modifications.

4. If M1 = M0 = R and (γZc - γZy ) is less than τc , the test
image contains replaced objects because in this case
luminance changes are dominant.
5. If M0 > R and M1> R , some of the salient regions are
not matched.

contents. It is observed that the hash has good ability in
distinguishing these operations from regional forgery. Note
that, in calculating ROC, the false negative (FN) and false
positive (FP) errors are errors in differentiating between
similar and forged images rather than between similar and
different images.
PFN =

(16)

PFP =

(17)

V. CONCLUSION
In this paper, an image hashing scheme is developed using
both global and local features. The Zernike moments and
Image Co-occurrence Histogram (ICH) are used for finding
the global features. A local feature includes position and
texture information of salient regions in the image. Hashes
produced with the proposed method are robust against
common image processing operations (i.e., brightness
adjustment, scaling, small angle rotation, and JPEG coding
and noise contamination. Collision probability between hashes
of different images is zero. The proposed scheme has a
reasonably short hash length and good ROC performance. The
method described in this paper is aimed at image
authentication. The hash can be used to differentiate similar,
forged, and different images. At the same time, it can also
identify the type of forgery and locate fake regions containing
salient contents. In the image authentication, The hash of the
test image is compared with that of a reference image. The
hash distance is compared with two kinds of pre-defined
thresholds, to determine whether the image is applicable for
mal-function. By decomposing the hashes, the type of image
forgery and location of forged areas can be determined. It
should be stressed that the success of image authentication
using the proposed scheme depends to a large extent on the
accuracy of saliency detection.

IV PERFORMANCE EVALUATION
Performance of the proposed method is basically due to
the Combination of global and local features. The former
reflect the overall structure of the image, and the latter, based
on content saliency, are used to identify and characterize
changes in visually important regions. The proposed method
can differentiate similar (i.e., perceptually the same), forged,
and different images. Over-all performance of the proposed
method, which generates hashes with the third shortest length,
is robust against several normal processing manipulations, and
can detect and locate small area tampering. The proposed
method has shown stronger ability to distinguish contentpreserving operations from regional forgery than the other two
methods. All three methods can distinguish forgery from
normal operations such as JPEG coding, additive noise and
scaling because these only cause tiny changes to the image
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Abstract— Scheduling sensor activities is an
effective way to prolong the lifetime of
wireless sensor networks (WSNs). The paper
explores the problem of wake-up scheduling in
WSNs where sensors have different lifetime.
A novel Probability-Based Prediction and
Sleep Scheduling (PPSS) strategy is proposed
to prolong the network lifetime with full
coverage constraint, tracking performance can
be improved if the target motion can be
predicted and nodes along the trajectory can be
proactively awakened. PPSS strategy improves
energy efficiency of proactive wake up. The
designing starts with a target prediction, based
on the prediction results PPSS then precisely
selects the nodes to awaken and reduces their
active time, so as to enhance energy
efficiency. PPSS algorithm is enhanced to
detect and Track multiple mobile targets with
improved energy efficiency. A recently
published Energy-Efficient Local Wake-up
Scheduling in Wireless Sensor Networks are
used for comparison. Simulation results reveal
that PPSS yields better performance compared
with the Energy-Efficient Local Wake-up
Scheduling algorithm.
I. INTRODUCTION DOCUMENT
A wireless sensor network (WSN) consists of
a large number of sensors which are densely
deployed over a large area. Each sensor
monitors a physical environment and
communicates via wireless signals. With the
advancements in hardware miniaturization and
wireless communication technologies, WSNs
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Department of ECE
T. J. Institute of Technology
Ph. No. 8056161735
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have been used in various applications such as
education, warfare, and traffic monitoring.
Regardless of the applications, extending the
network lifetime is a critical issue in WSNs.
This is because the sensors are batterypowered and generally difficult to be
recharged. Unlike detection, a target tracking
system is often required to ensure continuous
monitoring, i.e., there always exist nodes that
can detect the target along its trajectory. In
target tracking applications, idle listening is a
major source of energy waste. To reduce the
energy consumption during idle listening, duty
cycling is one of the most commonly used
approach in which Sensor nodes are put into
sleep state for most of the time, and only wake
them up periodically. Sometimes, the sleep
pattern of nodes may also be explicitly
scheduled, i.e., forced to sleep or awakened on
demand. This is usually called sleep
scheduling. One effective way to prolong the
network lifetime is to schedule sensors wakeup activities. In WSNs, sensors commonly
have two operation modes, i.e., active mode
and sleep mode. A sensor in active mode can
perform its monitoring task and therefore
needs to consume a relatively large amount of
energy. On the contrary, a sensor in sleep
mode does not perform the sensing task and
consumes little energy. Therefore, by
appropriately scheduling sensors to be in lowenergy sleep mode and waking them up when
necessary, the network lifetime can be
prolonged. In the literature, various efforts
have been made on optimizing the wake-up
scheduling in WSNs.
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Fig1 Scheduling sleep pattern based on Target
prediction.

A probability-based target prediction and
sleep scheduling protocol (PPSS) is presented
to improve the efficiency of proactive wake up
and enhance the energy efficiency with limited
loss on the tracking performance. With a
target prediction scheme, PPSS not only
predicts a target’s next location, but also
describes the probabilities with which it moves
along all the directions. Target prediction of
PPSS provides a directional probability as the
foundation of differentiated sleep scheduling
in a geographical area. Then, based on the
prediction results, PPSS enhances energy
efficiency by reducing the number of
proactively awakened nodes and controlling
their active time in an integrated manner. This
will improve the scalability of PPSS for largescale WSNs. Thus PPSS aims at improving the
overall performance on energy efficiency and
tracking performance using sleep scheduling.
The simulation results reveal that the proposed
PPSS yields very promising performance.
.
II. RELATED WORK
Energy efficiency has been extensively studied
either independently or jointly with other
features. In [7], the authors proposed,
analyzed, and evaluated the energy
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consumption models in WSNs with
probabilistic distance distributions to optimize
grid size and minimize energy consumption
accurately. In [5], the authors proposed a
distributed, scalable, and localized multipath
search protocol to discover multiple nodedisjoint paths between the sink and source
nodes, in which energy was considered as
constraint so that the design is feasible for the
limited resources of WSNs.As one of the most
important applications of WSNs,target
tracking was widely studied from many
perspectives.
First, tracking was studied as a series of
continuous localization operations in many
existing efforts.Second, target tracking was
sometimes considered as a dynamic state
estimation problem on the trajectory, and
Bayesian estimation methods, e.g., particle
filtering, were used to obtain optimal or
approximately optimal solutions. Third, in
some cases, target tracking was considered as
an objective application when corresponding
performance metrics, e.g., energy efficiency
[1] or real-time featurewere the focus. Fourth,
a few efforts were conducted based on real
implementation, and emphasized the actual
measurement for a tracking application [4].
Finally, a few target tracking efforts did not
explicitly distinguish tracking from similar
efforts, such as detection [1] and classification
[4].Although sleep scheduling and target
tracking have been well studied in the past,
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only a few efforts [1], [2]investigated them in
an integrated manner. In [1], the authors utilize
a “circle-based scheme” (Circle) to schedule
the sleep pattern of neighbor nodes simply
based on their distances from the target. In
such a legacy Circle scheme, all the nodes in a
circle follow the same sleep pattern, without
distinguishing among various directions and
distances. In[12], Jeong et al. present the
MCTA algorithm to enhance energy efficiency
by solely reducing the number of awakened
nodes. MCTA depends on kinematics to
predict the contour of tracking areas, which are
usually much smaller than the circles of Circle
scheme. However, MCTA keeps all the nodes
in the contour active without any differentiated
sleep scheduling.
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sensors in the routing table to send the
information about the target to the base station,
putting the remaining sensors to sleep mode.
By this way the sensors that are close to
mobile target will predict the direction in
which mobile target moves and creates a Local
Active Environment dynamically each time
the target moves. Thus the energy efficiency is
increased to great extent compared to the
Existing works which maximizes the network
lifetime.

Kinematics describes the motion of objects
without considering the circumstances that
cause the motion, while dynamics studies the
relationship between the object motion and its
causes . In fact, most of past work about target
prediction uses kinematics rules as the
foundation, even for those that use Bayesian
estimation methods. MCTA algorithm
presented is just an example of kinematicsbased prediction. Another example is the
Prediction-based Energy Saving scheme
(PES). It only uses simple models to predict a
specific location.

III. PROPOSED METHOD
In the proposed concept, it is possible to save
more energy by reducing energy consumption
i.e., if it is able to predict the probability by
which the Mobile target moves, the sensors
along that direction can be made active and
putting rest of the sensors in sleep mode, so we
can save comparatively more energy than the
existing work, this can be achieved by creating
a Local Active Environment and sleep
scheduling. for e.g., a wireless sensor which
detects the mobile target will create a Local
active environment i.e., by awakening the
neighbor sensors or next hop sensors and

Fig 2 Detects and Tracks the Mobile
Target and sends the information to the Sink
node.

The problem of wake-up scheduling in WSNs
where sensors have different lifetime is
explored.
A
novel
Probability-Based
Prediction and Sleep Scheduling (PPSS)
strategy is proposed to prolong the network
lifetime with full coverage constraint. PPSS is
designed based on proactive wake up: when a
node (i.e., alarm node) detects a target, it
broadcasts an alarm message to proactively
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awaken its neighbor nodes (i.e.,awakened
node) to prepare for the approaching target. To
enhance energy efficiency, we modify this
basic proactive wake-up method to sleepschedule nodes precisely. Specifically,
Probability based prediction and sleep
scheduling selects some of the neighbor nodes
(i.e., candidate node) that are likely to detect
the target to awaken. On receiving an alarm
message, each candidate may individually
make the decision on whether or not to be an
awakened node, and if yes, when and how
long to wake up.
Two approaches are utilized to reduce the
energy consumption during this proactive
wake-up process:
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Kinematics-based prediction calculates the
expected displacement of the target in a sleep
delay, which shows the position and the
moving direction that the target is most likely
to be in and move along. Based on this
expected displacement, probability-based
prediction establishes probabilistic models for
the scalar displacement and the deviation.
Once a target’s potential movement is
predicted,we may make sleep scheduling
decisions based on these probabilistic models:
take a high probability to awaken nodes on a
direction along which the target is highly
probable to move, and take a low one to
awaken nodes that are not likely to detect the
target.

1. Reduce the number of awakened nodes.

Components Of Probability Based Prediction
And Sleep Scheduling

2. Schedule their sleep pattern to shorten the
active time.

1. Target Prediction.

First, the number of awakened nodes can be
reduced significantly, because: 1) those nodes
that the target may have already passed during
the sleep delay do not need to be awakened;
2) nodes that lie on a direction that the target
has a low probability of passing by could be
chosen to be awakened with a low probability.
For this purpose, a concept of awake region
and a mechanism for computing the scope of
an awake region is introduced.Second, the
active time of chosen awakened nodes can be
curtailed as much as possible, because they
could wake up and keep active only when the
target is expected to traverse their sensing
area. For this purpose, we present a sleep
scheduling protocol, which schedules the sleep
patterns of awakened nodes individually
according to their distance and direction away
from the current motion state of the target.
Both of these energy reducing approaches are
built upon target prediction results. Unlike the
existing efforts of target prediction develop a
target prediction model based on both
kinematics rules and probability theory.

The proposed target prediction scheme
consists of three steps: current state
calculation, kinematics-based prediction, and
probability based prediction. After calculating
the current state, the kinematics-based
prediction step calculates the expected
displacement from the current location within
the next sleep delay, and the probability-based
prediction step establishes probabilistic models
for the scalar displacement and the deviation.
In the real world, a target’s movement is
subject to uncertainty, while at the same time
it follows certain rules of physics. This
apparent contradiction is because: 1) at each
instant or during a short time period, there is
no significant change on the rules of a target’s
motion;
therefore,
the
target
will
approximately follow kinematics rules;
2) However, a target’s long-term behavior is
uncertain and hard to predict,e.g., a harsh
brake or a sharp turn cannot be predicted
completely with kinematics rules. In fact, even
for a short term, it is also difficult to accurately
predict a target’s motion purely with a
physics-based model. However, the prediction
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is absolutely helpful for optimizing the energy
efficiency and tracking performance tradeoff.
Thus, a probabilistic model is considered to
handle as many possibilities of change of the
actual target motion as possible.
2. Awakened node reduction.
The number of awakened nodes is reduced
with two efforts: controlling the scope of
awake regions, and choose a subset of nodes in
an awake region.The life cycle of awake
regions is described as follows:
i. Creation.
On detecting a target, a sensor node will
check its own status to determine if it is an
awakened node in an existing awake region. If
yes, it justifies if the target is leaving the
current awake region. If no previous awake
region exists or if
the target is leaving the current awake region,
the node runs an alarm node election
algorithm. If this node is elected as the alarm
node, it broadcasts an alarm message to all the
candidate nodes. On receiving this alarm
message, each candidate node individually
decides if it is in the scope of this awake
region and whether or not to schedule the sleep
pattern. Finally, a new awake region is formed
when every awakened node schedules their
sleep patterns specifically for the approaching
target.
ii. Maintenance.
If an awake region exists and the
target is not going to move out of the current
awake region, the node keeps active without
sleep scheduling operations, and the awake
region remains unchanged.
iii. Dismissal.
As time progresses, the sleep patterns of
awakened nodes will automatically recover
back to the default pattern; thus, the awake
region will be dismissed automatically. There
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is no explicit dismissal mechanism needed.
Usually, a sensor node’s transmission range R
is far longer than its sensing range r. Thus,
when the nodes are densely deployed to
guarantee the sensing coverage, a broadcast
alarm message will reach all the neighbors
within the transmission range. However, some
of these neighbors can only detect the target
with a relatively low probability, and some
others may even never detect the target. Then,
the energy consumed for being active on these
nodes will be wasted. A more effective
approach is to determine a subset among all
the neighbor nodes to reduce the number of
awakened nodes.
During the sleep delay, the target may move
away from the alarm node for a distance.
Then, it is unnecessary for nodes within this
distance to wake up, since the target has
already passed by. Meanwhile, all the nodes in
an awake region must in the one-hop
transmission range of the alarm node.
Therefore, an awake region should be in a ring
shape,i.e., the part between two concentric
circles.Beyond the effort that limits the
awakened nodes within an awake region, the
number of awakened nodes can be further
reduced by choosing only some nodes in the
awake region as awakened nodes.
Based on prediction on the target’s moving
directions, the probabilities that the target
moves along various directions are different.
Obviously the number of awakened nodes
along a direction with a lower probability
could be less than the number along a direction
with a higher probability. By choosing an
awakened node based on a probability related
to the moving directions, awakened nodes can
be reduced significantly.
3. Active time control.
Based on the probabilistic models that are
established with target prediction, PPSS
schedules an awakened node to be active, so
that the probability that it detects the target is
close to 1. After reducing the number of
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awakened nodes, energy efficiency can be
enhanced further by scheduling the sleep
patterns of awakened nodes, as not all the
awakened nodes need to keep active all the
time. We schedule the sleep patterns of
awakened nodes by setting a start time and an
end time of the active period. Out of this active
period, awakened nodes do not have to keep
active. Therefore, the time that an awakened
node has to keep active could be reduced
compared with the Circle scheme.

Ann. Int’l Conf. Mobile Computing and
Networking, pp. 129-143, 2004.

V. CONCLUSION
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ROLE OF CONTROLLER AND
ABSTRACT
READER
This project “ATM Based
In this project we use PIC
Voting System Using Finger Print” is used
16F877A controller. It is a 40 pin IC. When
to enter our vote through ATM machines.
the signal receives from the finger print
The voter can belong to any district but can
scanner controller will display the details of
vote at the place where he is staying. In
the people in the LCD display. We enter the
future this type of system can reduce the
coding for the whole project in the IC. In
unnecessary confusion in the voters list and
this IC we connect the ATM machine in a
the election works. The voter can register his
port and the voting machine in another port.
vote from the nearby ATM machine. Once
When a finger placed on the sensor,
the finger print is placed, the details of the
the controller will display the details like
voter are taken from the main server through
name, age, gender etc. then it asks the pin
the controller. This type of system is useful
number for the ATM card. If the number is
for the public to put the vote from any part
correct, it will display the options. If the user
of the state. This system can reduce the
needs to vote, he will enter the
insufficient and increase the percentage of
corresponding data. Then it displays the
polling.
nominees name and their symbol. Then the
user will put his vote and save them.
INTRODECTION
In this designed system
CONCEPT OF VOTING SYSTEM
ATM based voting system is implemented in
In general, The ATM based
which voting can be done from any state or
universal voting system using fingerprint
district by the voter’s from the place where
consist of microcontroller PIC16F877A is
they are staying. As we are implementing
used in this project, which is used to control
biometrics such as finger print recognisation
and read the function of the voting machine.
which can’t be stolen and separate
The ATM machine is interfaced with the
visualizing camera have to be module. In
general purpose port of the controller and
our system automatic counting of results is
the finger print reader is connected to the
programmed so no need to spend separate
other port of the controller. The finger prints
time for counting the votes. Less manpower
of the citizens are prerecorded in each
is enough in this designed system. It is less
district and the address and the details of the
expensive compared to E-voting and ballot
corresponding citizen will be stored in the
box voting.
main server. When the voter place his finger
on the reader, the finger print module reads
Page 1
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the finger print and it is processed by the
controller, which displays the details of the
voter. The controller displays the details like
name of the voter, gender, age and the
district where he belongs. In the next set the
controller displays the nominees with their
symbols. The voter can register his vote
according to the displayed details
such drawbacks can be overcome in this
designed real time project module
FLOW CHART MODULE
ATM
MACHINE

SELECT ANY
ONE USING
SWITCH

BANKING

ENTER THE
PIN NUMBER
USING
MATRIX
KEY

BANKING
OPTION

VOTING

ENTER THE
FINGER USING
FINGER PRINT
MODULE

VOTING
OPTION

SELECT THE
PERSON USING
MATRIX KEY

LED INDICATE
THE PERSON
WITH DISPLAY

STORES THE
RESULT TO THE
CONTROLLER
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It seems plausible to imagine that
computerized methods for ballot casting and
tabulation could alert the voter to mistakes.
For example, by flagging over voting, when
more candidates are chosen than his
allowed, and by reducing under voting when
some selections are skipped. New vote
tallying systems, which counts the marks
made on ballots, should be faster, more
accurate, and cost effective, and better able
to prevent certain types of tampering than
older products.
Because of the alarming frequency and
impact of the mal functions of voting
systems, in recent years and number of
vulnerability analysis exercises have been
carried out against voting systems to
determine if they can be compromised in
order to control the results of an election.
Technically voter card voting can be used
but some drawback such as theft of card and
scratches in card will not access for voting
these such drawbacks can be overcome in
this designed real time project module.

SYSTEM ANALYSIS
EXISTING SYSTEM
In this existing system electronic
voting is implemented. As such many
drawbacks have been caused because of this
existing system such as malpractices like
duplication of voter’s id proof then
unnecessary confusion voters list and the
election works. Huge manpower is required
to safeguard the electronic voting machine.
The voter may be at some other place so that
they can’t vote from the place where they
are staying which leads to decrease in

Kalasalingam Institute of Technology

polling rate. In this system two to three days
will be needed to announce the election
results. The cost used to implement the Evoting system is high compared to the
designed system. To overcome these
drawbacks we designed a system as a real
time.
PROPOSED SYSTEM
In this designed system ATM
based voting system is implemented in
which voting can be done from any state or
district by the voter’s from the place where
they are staying. As we are implementing
biometrics such as finger print recognisation
which can’t be stolen and separate
visualizing camera have to be module. In
our system automatic counting of results is
programmed so no need to spend separate
time for counting the votes. Less manpower
is enough in this designed system. It is less
expensive compared to E-voting and ballot
box voting.
SYSTEM STUDY
Feasibility study
The feasibility of the project is
analyzed in this phase is put forth with a
very general plan for the project and some
cost estimates. During system analysis the
feasibility study of the designed system is to
be carried out. This is to ensure that the
designed system is not a burden to the
government. For feasibility analysis, some
understanding of the major requirements for
the system is essential. Three key
considerations involved in the feasibility
analysis are,
 Economic feasibility
 Technical feasibility
 Social feasibility
Page 3
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ECONOMICAL FEASIBILITY:
This study is carried out to check
the economic impact that the system will
have on the organization. The amount of
fund that the government can pour into the
development of the system is limited. The
expenditures must be justified. Only the
customized products had to be purchased.
TECHNICAL FEASIBILITY:
This study is carried out to check
the technical feasibility, that is, the technical
requirements of the system. This will lead to
high demands being placed on the
government. The designed system must
have a modest requirement, as only minimal
or null changes are required for
implementing the system.
SOCIAL FEASIBILITY:
The aspect of study is to check the
level of acceptance of the system by the
government. The people must not feel
threatened by the system, instead must
accept it as a necessity. The level of
acceptance by the user depends on that are
employed to educate the user about the
system and to make familiar with it.
BLOCK DIAGRAM
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FUTURE ENHANCEMENTS
In this paper as we are using
biometrics which can’t be changed till death
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for further more accurate specification Iris
and voice recognition can also be
implemented instead of finger print
recognition. If this project come in use
number of ATM centers with touch screen
will increase which make people life more
comfortable for banking as well as voting.
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Abstract: Multicasting can be an effective
routing service in wireless mesh networks
(WMNs). WMNs require efficient and reliable
multicast communication, i.e., with high delivery
ratio but with less overhead among a group of
recipients.
In
Multi-Rate
multi-Channel
Multicast with intra-flow Network Coding
(RCMNC), which solves the joint channel
assignment, rate selection and flow allocation
problems for multi-hop intra flow network
coding
multicast.
In
RCMNC
mesh
environments, when the number of nodes gets
increased there is a possibilities for congestion.
To mitigate the issue QoS with congestion
control Algorithm is introduced to monitor the
system that detect when and where congestion
occurs.
Key Words: Wireless Mesh Networks. Wireless
multi-hop networks, multi-radio.
I.INTRODUCTION
A wireless mesh network(WMN) is a
wireless network made up of radio nodes organized
in a mesh topology. Each node forwards messages
on behalf of the other nodes. Mesh networks can
"selfheal", automatically re-routing around a node
that has lost power . A wireless network is any type
of computer network that uses wireless data
connections for connecting network nodes.Wireless
networking is a method by which homes,
telecommunications networks and enterprise
(business) installations avoid the costly process of
introducing cables into a building, or as a
connection between various equipment locations.
Wireless telecommunications networks are
generally implemented and administered using
radio communication. This implementation takes
place at the physical level (layer) of the OSI model
network structure. Wireless mesh networks
(WMN), an emerging technology, may bring the
dream of a seamlessly connected world into reality.
WMN can easily and wirelessly connect entire cites
using inexpensive, existing technology. Traditional
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networks relay on a small number of networks to
run faster, because local packets don't have to
travel back to a central server.
A wireless mesh network (WMN) is a
communications network made up of radio nodes
organized in a mesh topology. Wireless mesh
networks often consist of mesh clients, mesh
routers and gateways. The mesh clients are often
laptops, cell phones and other wireless devices
while the mesh routers forward traffic to and from
the gateways which may but need not connect to
the Internet.
Many stationary routers in a WMN are now
equipped with multiple network interfaces to utilize
orthogonal channels [2] and relay data via multihop forwarding to various destinations [3]. In light
of the above trend, a number of works (e.g., [4]–
[6]) have improved the allocation of network
resources, such as routing paths, channels and
transmission bit-rates, to maximize the throughput
of uni cast traffic in a WMN.
The intra-flow NC approaches in [7] mainly
focus on system design and implementation issues
in a single channel single-rate mesh. However,
without an optimized resource allocation scheme, it
is difficult to fully unveil the advantage of intraflow NC in the latest multi-rate multichannel
wireless network, because the capacity of a mesh
network is closely related to how traffic is flowed
at which physical transmission bit-rate on what
channel. With this observation in mind, we explore
a new optimization problem, RCMNC, to
maximize the throughput for multi-Rate multiChannel Multicast with intra-flow Network-Coding
in WMNs, and this work is orthogonal and
complementary to the previous studies [9] [7]. The
problem is challenging due to various tradeoffs
between channel assignment and rate selection in a
multi-channel multi-rate mesh network with intraflow NC.
A wireless mesh network (WMN) is a
communications network made up of radio nodes
organized in a mesh topology. Wireless mesh
networks often consist of mesh clients, mesh
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routers and gateways. The mesh clients are often
laptops, cell phones and other wireless devices
while the mesh routers forward traffic to and from
the gateways which may but need not connect to
the Internet.
II. EXISTING SYSTEM
2.1 Intra-flow network coding
Wireless network coding has been shown
to reduce the number of transmissions by
exploiting the broadcast nature of the wireless
medium. Multiple packets may be encoded into a
single packet when their respective next hops have
enough information to decode them. Previous
research has shown that packets belonging to
different flows may be encoded (interflow coding)
when they are passing through a common router.
Similarly, it has also been shown that coding
packets of the same flow (intra-flow coding) may
provide better reliability by not relying on the
reception of any single packet. In this work, we
first present IMIX, an intra-flow wireless network
coding scheme which has the potential to save
transmissions and therefore improve network
throughput. The main idea of inter-ﬂow coding is
to leverage the abundant packet overhearing
opportunities in wireless networks in order to
reduce redundant transmissions, and to improve
performance by having a node combine multiple
unicasts into a single broadcast. The first system
design and implementation of intra-flow NC for
both wireless unicast and multicast They therefore
propose CodeOR, which transmits multiple batches
concurrently, and analyze how to improve the
performance by tuning the number of batches that
should be sent concurrently. The problem is
challenging due to various tradeoffs between
channel assignment and rate selection in a multichannel multi-rate mesh network with intra-flow
NC.Nodes must find an efficient way to contend
for the wireless channel bandwidth and
cooperatively deliver coded packets so that all the
multicast destinations can decode the packets
successfully and achieve a high throughput
2.2 Multipath Routing in Wireless Mesh
Networks
Wireless Mesh Networks are envisioned to
support the wired backbone with a wireless
backbone for providing internet connectivity to
residential areas and offices. A novel multi-path
hybrid routing protocol, Multipath Mesh
(MMESH), that effectively discovers multiple
paths. We also propose elegant traffic splitting
algorithms for balancing traffic over these multiple
paths to synergistically improve the overall

Kalasalingam Institute of Technology

performance. in WMNs, traffic is primarily routed
either towards the IGWs or from the IGWs to the
APs. Thus if multiple APs choose the best path
towards a gateway, the traffic in this path increases.
As more traffic is routed through a best route, it
increases the load on the intermediate MRs and
thereby deteriorating the overall performance of the
path. As can be noticed this performance
degradation is due to the traffic build up on certain
hot paths. But, if we utilize multiple paths to
balance the traffic, such a situation would seldom
occur. We propose to exploit these multiple paths
to synergistically improve the overall performance
in a WMN.
2.3 Channel Assignment in Wireless Mesh
Networks
The wireless mesh network is envisaged to
be one of the key components in the converged
networks of the future, providing flexible high
bandwidth wireless backhaul over large
geographical areas. While single radio mesh nodes
operating on a single channel suffer from capacity
constraints, equipping mesh routers with multiple
radios using multiple non overlapping channels can
significantly alleviate the capacity problem and
increase the aggregate bandwidth available to the
network. However, the assignment of channels to
the radio interfaces poses significant challenges.
The goal of channel assignment algorithms in
multiradio mesh networks is to minimize
interference while improving the aggregate
network capacity and maintaining the connectivity
of the network. In this article we examine the
unique constraints of channel assignment in
wireless mesh networks and identify the key factors
governing assignment schemes, with particular
reference to interference, traffic patterns, and
multipath connectivity. After presenting taxonomy
of existing channel assignment algorithms for
WMNs, we describe a new channel assignment
scheme called MesTiC, which incorporates the
mesh traffic pattern together with connectivity
issues in order to minimize interference in
multradio mesh networks
2.4 Multirate Multi-Channel Environment
In a multirate wireless network, low data
rate nodes consume proportionately more channel
resources than high data rate nodes, resulting in
low overall network performance. The use of
multiple non-overlapping frequency channels in
multirate wireless networks can overcome the
performance degradation by having nodes
communicate on different channels based on their
data rates. However, no effort has been invested to
utilize the multiple channels for a multirate
wireless network. We introduce the Data Rate
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Adaptive Channel Assignment (DR-CA) algorithm
for a multichannel multirate single-hop wireless
network to provide higher network throughput and
network efficiency. The main idea is to assign links
having same or comparable data rates on the same
channel to minimize the wastage of channel
resources due to interference between high data
links and low data rate links. We also design a new
Intermediary Multichannel Layer (IML) which
resides between network layer and link layer, at
which we implement the DR-CA algorithm. The
IML design requires no modifications to the
underlying MAC layer and upper layers of the
network stack. We define new performance
metrics-channel efficiency and network efficiency
for a multichannel multirate wireless network.
Using OPNET simulations, we show that the
multichannel enhancement using our proposed
algorithm provides significant performance
improvement in terms of network throughput,
channel efficiency, and network efficiency over
existing approaches in multirate wireless networks.
Under heavy load condition, the network efficiency
using DR-CA algorithm reaches 90% of the
maximum limit. To the best of our knowledge, this
is the first work to utilize the benefits of multiple
channels in the multirate wireless network
environment.
III. PROPOSED SYSTEM
We propose a congestion method,
Integrating QoS with congestion control Algorithm
is introduced to decrease delay and packet loss
when the bandwidth is high.
3.1 Congestion Control
Congestion control Algorithm used to
improve the Quality of Service when a link or node
is carrying so much data.QoS with congestion
control Algorithm is introduced to decrease delay
and packet loss when the bandwidth is high. There
is a possibility for congestion when the number of
nodes gets increased. a new optimization problem,
RCMNC, to maximize the throughput for multirate
multi-channel multicast with intra-flow NC, and
prove that it is NP-hard. We jointly consider
channel assignment, rate selection and flow
allocation to properly solve the problem.
3.2 Integrate Congestion Control Algorithm
To avoid co-channel interference or
leakage interference from adjacent channels, each
node uses 802.11 carrier sense to detect whether
the channel is occupied by neighboring nodes. If
the detected signal amplitude is lower than the
carrier sense threshold, nodes can contend for the
idle medium using 802.11 random backoff, and the
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winner can go forwarding the coded packet. Since
each forwarder might experience different channel
conditions and have different numbers of
neighboring nodes, the performance of such intraflow network coding mainly depends on how many
packets each forwarder needs to send. In MORE,
each node performs a credit-based heuristic
approach to determine whether it should forward a
coded packet in a single-rate single-channel
network.

Intermediate Storage

Wireless Mesh
Networks

Multichannel
Communication

Channel
and rate
Association

Block Information
Multicast
Flow cost

Congestion Control

Figure 1: Congestion Control
Our problem also requires the edges in the same
broadcasting conflict clique to share the bandwidth.
Therefore, to solve the node-capacitated min-cost
flow problem, we design an algorithm that first
transforms the node-capacitated problem to a linkcapacitated problem, and then propose a variant of
the cycle-canceling algorithm [33] to solve the
resulting link-capacitated min-cost flow problem in
a lossy wireless environment. To realize the above
approach, we reformulate the original model graph
G as a flow graph GF such that the node capacity
bound in G can be transformed to the link capacity
bound in GF.
IV. EXPERIMENTAL DATA
We have succeeded to ﬁnd efﬁcient
algorithms to solve several important problems
such as SHORTHEST PATHS, NETWORK
FLOWS. We have seen, most of practical graph or
network problems are N P-complete and hard to
solve. In such a case, it may be interesting to solve
a simpliﬁed problem to obtain approximations or
bounds on the initial hardest problem. Consider the
following optimization problem where f : Rn →R
and S⊆Rn:
Minimize f(x)
subject to x∈S
A relaxation of the above problem has the
following form:
Minimize fR(x)
subject to x∈SR
where fR : Rn → R is such that fR(x) ≤
f(x) for any x ∈ S and S ⊆ SR. It is clear that the
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optimal solution f ∗ R of the relaxation is a lower
bound of the optimal solution of the initial
problem. In previous section, the considered
problems are such that S = X ∩{0,1}n where X
⊆Rn (or X ⊆Qn) and the fractional relaxation
corresponds to consider fR = f and SR =X.
A large number of these problems have an
underlying network structure. The idea of the
Lagrangian Relaxation is to try to use the
underlying network structure of these problems in
order to use these efﬁcient algorithms. The
Lagrangian Relaxation is a method of
decomposition: the constraints S = S1∪S2 of the
problems are separated into two groups, namely
the‘easy’ constraints S1 and the‘hard’ constraints
S2. The hard constraints are then removed, i.e., SR
=S1 and transferred into the objective function, i.e.,
fR depends on f and S2.
4.1 Experimental Results and Comparison
To compare integrating congestion control
algorithm If the detected signal amplitude is lower
than the carrier sense threshold, nodes can contend
for the idle medium using 802.11 random backoff,
and the winner can go forwarding the coded packet.
Since each forwarder might experience different
channel conditions and have different numbers of
neighboring nodes, the performance of such intraflow network coding mainly depends on how many
packets each forwarder needs to send. In MORE,
each node performs a credit-based heuristic
approach to determine whether it should forward a
coded packet in a single-rate single-channel
network.
4.2 The Lagrangian Relaxation Technique
The Lagrangian dual of an optimization
problem and show that the solution of the
Lagrangian dual provides a lower (resp., upper)
bound of the initial minimization (resp.,
maximization) problem. Moreover, in the case of
(convex) linear programmes, the optimal solution
of the Lagrangian dual coincides with the optimal
solution of the initial problem. Also, the bound
obtained thanks to the Lagrangian relaxation is at
least as good as the one obtained from fractional
relaxation.
Lagrangian dual
Consider the following integer linear
programme:
Minimize cTx
subject to
Ax=b
x∈X
The Lagrangian relaxation procedure uses
the idea of relaxing the explicit linear constraints
by bringing them into the objective function with
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associated vector µ called the Lagrange multiplier.
We refer to the resulting problem
Minimize cTx+µT(Ax−b)
subject to
x∈X
as the Lagrangian relaxation or
Lagrangian subproblem or the original problem
(12.3), and we refer to the function L(µ)
=min{cTx+µT(Ax−b)| x∈X}, as the Lagrangian
function.

V. CONCLUSION AND FUTURE WORK
A multi-rate multichannel intra-flow
network coding scheme for multicast. We
formulate an optimization model that considers the
channel assignment, rate selection and flow
allocation problems jointly to maximize the
network coding gain for a wireless mesh network
supporting multiple bit-rates and channels
Congestion control Algorithm used to improve the
Quality of Service when a link or node is carrying
so much data. QoS with congestion control
Algorithm is introduced to decrease delay and
packet loss when the bandwidth is high.
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Abstract--Providing
Secure
Communication Scheme Using Cluster in
Networks for large scale dense ad-hoc
networks combines the advantages of the
time management and secure message
transfer. By creating cluster to reduce
overhead
and
ensure
scalability.
Multicast traffic within a cluster employs
a one-way hash function chain in order to
authenticate the message source. Each
cluster uses a unique subset of keys to
look for its distinct combination of valid
Signature in the message in order to
authenticate the source. In particular the
provided network services need to achieve
the following security goals:
(1)
Confidentiality, to protect data
during message transfer.
(2)
Message integrity, to prevent
tampering with transmitted messages.
Therefore, authenticating the source and
ensuring the integrity of the message
traffic
become
a
fundamental
requirement for the operation and
management of the network.

I.

Group communication is considered a
critical service in adhoc networks due to
their inherently collaborative operations,
where the nodes cooperate in network
management and strive to accomplish
common missions autonomously in highly
unpredictable environment without reliance
on infrastructure equipment. Connecting to
files on other computers and/or the Internet
without the need for a wireless router is the
main advantage of using an ad hoc network.
Because of this, running an ad hoc network
can be more affordable than a traditional
network. No expensive infrastructure must
be installed. Use of ad-hoc networks can
increase mobility and scalability. Creating
an ad hoc network from scratch requires a
few settings changes and no additional
hardware or software. If needed , to connect
multiple computers quickly and easily, then
an ad hoc network is an ideal solution. It is
well suited to free unlicensed spectrum.

INTRODUCTION

Ad-hoc networks are becoming an effective
tool for many mission critical applications
such as troop coordination in a combat field,
situational
awareness,
etc.
These
applications are characterized by the hostile
environment that they serve in and by the
multicast-style of communication traffic.
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Wireless
communication
enables
information transfer among a network of
disconnected, and often mobile, users.
Popular wireless networks such as mobile
phone networks and wireless LANs are
traditionally infrastructure-based, i.e. base
stations, access points and servers are
deployed before the network can be used. In
contrast, ad hoc networks are dynamically
formed amongst a group of wireless users
and require no existing infrastructure or preconfiguration
Ad-Hoc Networks
The dynamic and self-organizing
nature of ad hoc networks makes them
particular useful in situations where rapid
network deployments are required or it is
prohibitively costly to deploy and manage
network infrastructure.

I.

PROBLEM STATEMENT

This problem statement defines about that
it will authenticating the source, ensuring
the integrity of the message traffic and
scalability for large scale dense adhoc
networks. A systematic classification of
these clustering schemes enables one to
better understand and make improvements.
In mobile ad hoc networks, the movement of
the network nodes may quickly change the
topology resulting in the increase of the
overhead message in topology maintenance.
Protocols try to keep the number of nodes in
a cluster around a pre-defined threshold to
facilitate the optimal operation of the
medium access control protocol. The
clusterhead election is invoked on-demand,
and is aimed to reduce the computation and
communication costs. A large variety of
approaches for ad hoc clustering have been
developed by researchers which focus on
different performance metrics. A unique ID
is assigned to each node. Nodes know the
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ID of its neighbors and clusterhead is
chosen following some certain rules as
given below.
A.
Lowest ID cluster algorithm
(LIC)
LIC is an algorithm in which a node with
the minimum id is chosen as a clusterhead.
Thus, the ids of the neighbors of the
clusterhead will be higher than that of the
clusterhead. A node is called a gateway if it
lies within the transmission range of two or
more clusterheads. Gateway nodes are
generally used for routing between clusters.
Each node is assigned a distinct id.
Periodically, the node broadcasts the list of
nodes that it can hear (including itself ).
• A node which only hears nodes with id
higher than itself is a clusterhead.
• The lowest-id node that a node hears is its
clusterhead, unless the lowest-id specifically
gives up its role as a clusterhead (deferring
to a yet lower id node).
• A node which can hear two or more
clusterheads is a gateway.
• Otherwise, a node is an ordinary node. The
Lowest-ID scheme concerns only with the
lowest node ids which are arbitrarily
assigned numbers without considering any
other qualifications of a node for election as
a clusterhead. Since the node ids do not
change with time, those with smaller ids are
more likely to become clusterheads than
nodes with larger ids. Thus, drawback of
lowest ID algorithm is that certain nodes are
prone to power drainage due to serving as
clusterheads for longer periods of time.
B.
Security in Ad-Hoc Networks
Security has become a primary concern in
order to provide protected communication
between mobile nodes in a hostile
environment. Unlike the wireline networks,
the unique characteristics of mobile ad hoc
networks pose a number of nontrivial
challenges to security design, such as open
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peer-to-peer network architecture, shared
wireless medium, stringent resource
constraints, and highly dynamic network
topology. These challenges clearly make a
case for building multifence security
solutions that achieve both broad protection
and desirable network performance. In this
article consider a fundamental security
problem in MANET: the protection of its
basic functionality to deliver data bits from
one node to another. The ultimate goal of
the security solutions for MANETs is to
provide security services, such as
authentication, confidentiality, integrity,
anonymity, and availability, to mobile users.
There are basically two approaches to
protecting MANETs: proactive and reactive.
The proactive approach attempts to prevent
an attacker from launching attacks in the
first place, typically through various
cryptographic techniques.
C.
Digital signature
Digital signature is based on asymmetric
key cryptography (e.g., RSA),which
involves much more computation overhead
in signing decrypting and verifying
encrypting operations. It is less resilient
against DoS attacks since an attacker may
feed a victim node with a large number of
bogus signatures to exhaust the victim’s
computation resources for verifying them.
Each node also needs to keep a certificate
revocation list (CRL) of revoked certificates.
However, a digital signature can be
verifiedby any node given that it knows the
public key of the signing node. This makes
digital signature scalable to large numbers of
receivers. Only a total number of n
public/private key pairs need be maintained
in a network of n nodes

II.
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SYSTEM ARCHITECTURE

Cross-cluster multicast traffic includes
message authentication codes (MACs) that
are based on a set of keys. Each cluster uses
a unique subset of keys to look for its
distinct combination of valid MACs in the
message in order to authenticate the source.
The asymmetry property denotes that a
receiver can verify the message origin using
the MAC in a packet without knowing how
to generate the MAC. This property is the
key for preventing impersonation of data
sources.

System Design

III.

CRYPTOGRAPHIC
ALGORITHM

Source and message authentication is the
corroboration that a message has not been
changed and the sender of a message is as
claimed to be. This can be done by sending a
(1) Cryptographic digital signature, or (2)
Message Authentication Code (MAC) . The
first involves asymmetric cryptography and
often needs heavy computation both at the
sender and the receiver. The latter involves
creating a message and source specific MAC
that can be verified by the receiver. Thus,
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the MAC implicitly ensures message and
source integrity. In unicast, a shared secret
key is used for MAC generation.
Unfortunately, the use of a single shared key
in multicast makes the group vulnerable to
source impersonation by a compromised
receiver. Dealing with multicast as a set of
unicast transmissions each with a unique
shared key is the most inefficient approach
for addressing this concern.
AES is a symmetric block cipher. This
means that it uses the same key for both
encryption and decryption. However, AES is
quite different from DES in a number of
ways. The algorithm Rijndael allows for a
variety of block and key sizes and not just
the 64 and 56 bits of DES’ block and key
size. The block and key can in fact be
chosen independently from 128, 160, 192,
224, 256 bits and need not be the same.
However, the AES standard states that the
algorithm can only accept a block size of
128 bits and a choice of three keys - 128,
192, 256 bits. Depending on which version
is used, the name of the standard is modified
to AES-128, AES-192 or AES-256
respectively. As well as these differences
AES differs from DES in that it is not a
feistel structure. Recall that in a feistel
structure, half of the data block is used to
modify the other half of the data block and
then the halves are swapped. In this case the
entire data block is processed in parallel
during each round using substitutions and
permutations.
A number of AES parameters depend on the
key length. For example, if the key size used
is 128 then the number of rounds is 10
whereas it is 12 and 14 for 192 and 256 bits
respectively. At present the most common
key size likely to be used is the 128 bit key.
This description of the AES algorithm
therefore
describes
this
particular
implementation.
Rijndael was designed to have the following
characteristics:

Kalasalingam Institute of Technology

• Resistance against all known attacks.
• Speed and code compactness on a wide
range of platforms.
• Design Simplicity.
The input is a single 128 bit block both for
decryption and encryption and is known as
the in matrix. This block is copied into a
state array which is modified at each stage
of the algorithm and then copied to an
output matrix . Both the plaintext and key
are depicted as a 128 bit square matrix of
bytes. This key is then expanded into an
array of key schedule words(the w matrix).
It must be noted that the ordering of bytes
within the in matrix is by column. The same
applies to the w matrix.

IV. ADAPTATION OF KEY
GENERATION AND DIGITAL
SIGNATURE
Cryptographic digital signatures use
public key algorithms to provide data
integrity. When you sign data with a digital
signature, someone else can verify the
signature, and can prove that the data
originated from you and was not altered
after you signed it. For more information
about digital signatures, see Cryptographic
Services.
A. MD5 Algorithm
MD5 processes a variable-length message
into a fixed-length output of 128 bits. The
input message is broken up into chunks of
512-bit blocks (sixteen 32-bit words); the
message is padded so that its length is
divisible by 512. The padding works as
follows: first a single bit, 1, is appended to
the end of the message. This is followed by
as many zeros as are required to bring the
length of the message up to 64 bits fewer
than a multiple of 512. The remaining bits
are filled up with 64 bits representing the
length of the original message, modulo 264.
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The main MD5 algorithm operates on a 128bit state, divided into four 32-bit words,
denoted A, B, C and D. These are initialized
to certain fixed constants. The main
algorithm then operates on each 512-bit
message block in turn, each block modifying
the state. The processing of a message block
consists of four similar stages, termed
rounds; each round is composed of 16
similar operations based on a non-linear
function F, modular addition, and left
rotation. Figure 1 illustrates one operation
within a round. There are four possible
functions F; a different one is used in each
route.
B. Key Generation
Key generation is the process of
generating keys for cryptography. A key is
used to encrypt and decrypt whatever data is
being encrypted/decrypted.
C. Cyclic redundancy code
A cyclic redundancy check (CRC) is an
error-detecting code commonly used in
digital networks and storage devices to
detect accidental changes to raw data.
Blocks of data entering these systems get a
short check value attached, based on the
remainder of a polynomial division of their
contents; on retrieval the calculation is
repeated, and corrective action can be taken
against presumed data corruption if the
check values do not match.
CRCs are so called because the check (data
verification) value is a redundancy (it
expands the message without adding
information) and the algorithm is based on
cyclic codes. CRCs are popular because they
are simple to implement in binary hardware,
easy to analyze mathematically, and
particularly good at detecting common
errors caused by noise in transmission
channels. Because the check value has a
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fixed length, the function that generates it is
occasionally used as a hash function. CRCs
are specifically designed to protect against
common types of errors on communication
channels, where they can provide quick and
reasonable assurance of the integrity of
messages delivered.

V.

CONCLUSION

Securing such traffic is of great
importance, particularly authenticating the
source and message to prevent any
infiltration attempts by an intruder. In this
project, security was achieved by usage of
cryptographic
algorithm
and
time
management by creation of clusters.
Exploits network clustering in order to cut
overhead and ensure scalability. which
pursues a two tired hierarchical strategy
combining both time and secret-information
asymmetry in order to achieve scalability
and resource efficiency .A detailed analysis,
design and implementation is successfully
developed.
Multiple
factors
make
multicast
authentication in ad-hoc networks very
challenging. Ad-hoc networks are becoming
an effective tool for many mission critical
applications such as troop coordination in a
combat field, situational awareness, etc.
These applications are characterized by the
hostile environment that they serve in and
by the multicast-style of communication
traffic. Therefore, authenticating the source
and ensuring the integrity of the message
traffic become a fundamental requirement
for the operation and management of the
network.
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Abstract-Ants as other living systems have interactions or

Ant

Colony

Optimization

is

a

technique

for

communications, which can be more or less stochastic. In the

optimization. The inspiring source of ant colony optimization

present paper we analyse how the level of errors during

is the foraging (shortest path network routing combinational

communication interferes with development and efficiency of

optimization) behaviour of real ant colonies. This behaviour is

recruitment process. When an ant walking to and from food

exploited in artificial ant colonies for the search of

source, it leaves some chemicals on the ground. When they

approximate solutions to discrete optimization problems, to

have

chosen a way out of other then they choose this with

continuous optimization problems and to important problems

probability. But this probability depends on Pheromone. The

in telecommunications such as routing and load balancing.

study of the application of ACO to problems on online routing

Ad-hoc wireless network must be capable to self-organize and

in telecommunication network. This class of problems has

self –configure due to the fact that the mobile count routing

been identified in the hypothesis as the most appropriate for

often chooses routes that have significantly less capacity then

the application of the multi-agent, distributed and adaptive

the best paths that exist in the network .Most of the existing

nature of the ACO architecture. We are using best-effort

MANET protocols optimize hop count as building a route

traffic

selection.

in

mobile

ad-hoc

networks

is

development ,but quite extensive results and

still

under

comparison

with a popular state-of-the-art algorithm are reported .In this

Mobile Ad-hoc networks inherit the common

paper an algorithm for routing in mobile ad-hoc networks

problems of wireless networking in general and add their own

based on ideas from the ant colony optimization is

constraints specific to ad-hoc routing. Hence the primary goal

proposed .Ant

in a mobile network is to efficiently establish one or more

behaviours

match with node of ad-hoc

network. Ant colony is also a distributed system as ad-

routes between two nodes so that they can communicate

hoc .Ants communicates indirectly by environment. There

reliably. Such a network is characterized by the following

may be a possibility get solution for routing algorithm in ad-

challenges

hoc networks by ant colony optimization. Mobile ad-hoc

1. The network topology can change dynamically due to the

network consists of mobile hosts equipped with wireless

random movement of nodes.

communication devices. This algorithm is used to reduce the

2. Also any node may leave/join the network and the protocol

delay, increase the performance of the job and identify the

must adapt accordingly

shortest path from source to destination node.

3. Although no guarantee of service can be provided, the
protocol must be able to maximize the reliability of packet.

Keywords—Ant colony optimization, node, channel.
Network management of such a mobile network is

I.

INTRODUCTION

hence a very big challenge. Also the fast changing nature and
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the ad-hoc necessity of the network prevents the choice of a

Therefore, two mobile nodes can communicate with each

centralized solution which can decide the best route to route

other directly, only if they are in the transmission range of

packets and at the same time minimize the different

each other.

parameters like congestion, load, etc .Also no single node can

To communicate with a peer outside its transmission

take up the job of centralized manager due to the limited

range, a mobile node has to rely on one or more intermediate

energy and processing capabilities of mobile nodes. The

peers as relay. Due to the free movement of mobile nodes,

design of ad-hoc networks faces many unique challenges.

both direct and indirect connection between peers can be

Most of these arise due to two principle reasons. The first is

disconnecting very frequently.

that all nodes in an ad-hoc network, including the source
node(s),the corresponding destination, as well as the routing

II.

EXISTING SYSTEM:

nodes forwarding traffic between them, may be mobile .As the
wireless transmission range is limited ,the wireless link
between a pair of neighbouring nodes break as soon as they
move out of range. Hence, the network topology, that is
defined by the set of physical communication links in the
network (wireless links between all pairs of nodes that can
directly communicate with each other) can change frequently

The existing system is usually called a time-free
asynchronous distributed system prone to process crashes .In
these systems, a system designer can only assume an upper
bound on the number of processes that can crash and,
consequently, design protocols relying on the assumption that
at least processes are alive. The protocol has no means to
know whether a given process is alive or not.

and unpredictably.
One of the major challenges in ad-hoc network is the
security of connection between hosts in the network. The field
of security for ad-hoc networks is at a very premature stage
and this issue as to be thoroughly studied before mobile adhoc network system can be practically deployed in real world
application. Therefore mobile ad-hoc networks are suitable for
temporary communication links the biggest challenge in this

Existing system using a algorithm is called as single
processor scheduling algorithm. The main drawback of this
algorithm is taking long time on data transmission between
source to destination node and high delay. Since each ant
takes more time to reach the destination. The main drawback
of the existing paper is a single job value changes then also
affect for total job value performance.

Drawbacks:


kind of networks is to find a path between communication end
points .This paper copes with, perform ability issues of nodes
communication, independently from the causes behind service
degradation. We aim at optimizing both performance and
reliability measures by improving


destination


III.

High delays occur in this kind of transmission.

PROPOSED SYSTEM:
Our model provides upper-layer applications with

The throughput of data transfer through a lightweight
mechanism.



More time take on data transmit between source and

The quality of data transfer, so as to provide continuous
network connectivity.

process state information according to the current system
synchrony .The underlying system model is hybrid, comprised
of a synchronous part and an asynchronous part. However,
such a composition can vary over time in such a way that the
system

Mean while, unlike wired or wireless cellular
networks, every mobile node has a limited transmission range.

may

become

totally

synchronous

or

asynchronous.
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Update Status:

Modules:


Identify the status of Node



Message Transmission



Change status



Update status

In this module we update the status of the node. Then
only we can identify whether the node is live or not.
.

Source node

Identify the Status Node:

Select the destination
node

In Figure.1, we identify the Node is weather live or not.
In this process we easily identify the status of the node and
also easily identify the path failure.

Check the status
of destination
node

Source node

Send the
message

stop
Send the
message

Select the destination node

Store in
temporary
Receive the message
on destination node

Check the
status

Figure2: Message Transmission
Stop
Allocate
the source
node

Return the status

Figure 1: Identify the status of node
Select the destination
node

Message Transmission:
Figure 2; in this module we just transfer the message to
the destination or intermediate nodes.

Check the
status of
node

The intermediate node just forwards the message to
destination.

Stop

The receiver receives the message and sends the Ack.

Change Status:
In this Module we identify the changed status of node.

Continue
the process

Update the status of node

The Status is
 Live
 Uncertain
 Down

Figure 3: Update the status
The second module is also called as Message
Transmission. Source node sends a request to destination node.
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First, check if the destination node present or not. Three

achieve change over and evaluation of change over

condition available in this module. They are,

methods.
Implementation is the process of converting a







If the destination node present, then the message is

new system design into operation. It is the phase that

send

focuses on user training, site preparation and file

to

destination

node.

This

node

sends

Acknowledgment to Source node.

conversion for installing a candidate system. The

If the destination node Uncertain, then the message is

important factor that should be considered here is that the

send to one of the temporary storage memory. This

conversion should not disrupt the functioning of the

memory sends the message to destination node.

organization.

If the destination node is alive. Then the process is
stop

V.

RESULT:

VI.

CONCLUSION:

The third module of the project is updating the status
of node. After the message transmission, the destination node
will be change. The main process of the module is change and
updates the status of the node. A single destination node will
be change for next source node communicates to other place
of the node. The main advantage of my project is, identify the
shortest path on data transmission between source and
destination node. Then decrease the delay of the transmission
and also increase the performance of the job value. The
destination node receive the message and send the
Acknowledgment to source node .Mobile ad-hoc network
solve the many unique challenges. Mainly, it has no any
limitation. Therefore it has no any base station or access point.
It also works in wired or wireless communication network.

IV.

IMPLEMENTATION

For the purpose of Ant colony optimization in mobile
ad-hoc network, communicate between the nodes without

Implementation is the stage of the project when the

need for any limitation (i.e, any base station).Three modules

theoretical design is turned out into a working system. Thus it

are using in this project. First module is, identify the status of

can be considered to be the most critical stage in achieving a

node. Second module is, transmit the message between the

successful new system and in giving the user, confidence that

two nodes, Third module is, update the status of node. These

the new system will work and be effective.

modules can increase the performance of the job value.

The

implementation

stage

involves

careful

VII.

REFERENCES

planning, investigation of the existing system and it’s
constraints on implementation, designing of methods to

226

NCECT'14

1. J.L.

Department of CSE

Denebourg,

J.M.

Pasteels

Kalasalingam Institute of Technology

J.C.

Verhaeghe, ”Probabilistic behaviour in ants: A Strategy
of errors?”J.Theoret.Biol. vol.105, pp.

2. Bibhash Roy, ”Ant colony based Routing for Mobile
Ad-Hoc networks.vol.3, 2079-8407.

3. Ajay C solai jawahar, ”Ant colony optimization for
Mobile Ad-Hoc network.

4. M. Dorigo

and

T. St” utzle

,Ant colony

optimization .The MIT Press,2004.

5. M.Dorigo ,and L.M.Gambardella, ”Ant colonies for the
travelling

salesmen

problem”

Bio

systems,43:73-

81,1997.

6. J.L.Denebourg and S.Goss, ”Collective patterns and
decision making, ”Ethology &Evolution,vol.1,pp.295311,1989.

7. M.Dorigo, V.Maniezzo, and A.ColorniThe ant system:
optimization by a colony of cooperating agents, ”IEEE
Transactions on systems, Man, and Cybernetics-Part
B,vol.26,no.1,pp.29-41,1996.

Applying Contour

227

NCECT'14

Department of CSE

Kalasalingam Institute of Technology

DIGITAL WATERMARKING SYSTEM FOR VIDEO AUTHENTICATION
USING FPGA
S.V.Arthick Santhosh1, Ms.Shani Sulaiman2
1. PG Student, Dhaanish Ahmed College Of Engineering
aarthicksanthosh@gmail.com
2. Assistant Professor, Dhaanish Ahmed College Of Engineering
Abstract: A video watermark is an

Perceptible, the watermark has been

indelible pattern embedded in video

attacked.

content that is imperceptible to the

IndexTerms:Invisible watermarking,

eye.

data hiding, video authentication.

By

watermark

embedding
into

a

video

unique
material,

1. INTRODUCTION

content owners can identify copies of

Watermark is a kind of marker

their materials. Every watermarking

covertly embedded in a noise tolerant

system has some very important

signal such as audio or image data. It

desirable properties. Some of these

is typically used to identify ownership

properties are often conflicting and

of the copyright of such signal.

we are often forced to accept some

"Watermarking" is the process of

trade-offs between these properties

hiding digital information in a carrier

depending on the application of the

signal but does not need to contain a

watermarking system. This paper

relation to the carrier signal. Digital

presents a

digital watermarking

watermarks may be used to verify the

system that can insert invisible, semi

authenticity or integrity of the carrier

fragile watermark information into

signal or to show the identity of its

compressed video frames.

The

owners. It is prominently used for

experiment result shows that the

tracing copyright information can be

digital watermark is non-

extracted even if it Authenticated.
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CLASSIFICATION

OF

According to the domain in
which video WM is performed, WM
processing methods can be classified
into two categories spatial domain and
frequency domain. In the spatial
directly

applying

minor

changes to the values of the pixels in
a minor way is mainly used. This
technique

makes

visible, invisible robust and invisible
fragile. Different applications have

WATERMARKS

domain,

Kalasalingam Institute of Technology

the

embedded

information hardly noticeable to the
human eye. For example, pseudo-

different requirements. Sometimes a
certain application requires a WM to
be visible, so that the embedded
watermark appears visible to a casual
viewer. Invisible robust WMs are
primarily used in applications such as
copyright protection, which require
the algorithm to be as robust as
possible so that severe modifications
and degradations cannot remove the
watermark.

random WM works by a simple

Conversely, invisible fragile is

addition of a small amplitude pseudo-

designed to reflect even slightest

noise signal to the original media

manipulation or modification of the

data.

media data, since the embedded

WM is embedded in the transform
coefficients and then it is inversely
transformed

to

receive

the

watermarked data. The frequency
domain methods are more robust than
the spatial domain techniques.
WM techniques can also be
divided into three different types:

watermark can easily become altered
or destroyed after common attacks,
such as lossy compression, cropping
and spatial filtering.
3. EXISTING SYSTEM
In an existing system a watermarking
algorithm

that

performs

the

broadcaster’s logo insertion as a
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visible

watermark

DCT

Video camera is used to capture

domain. The robustness of DCT

the video frames. The captured video

watermarking arises from the fact that

frame is temporarily stored in the

if

remove

memory buffer, and then each block

watermarking at mid-frequencies, it

of the frame data is continuously

will risk degrading the fidelity of the

processed by the video compressor

image

units using DCT and quantization

an

attack

in

the

Kalasalingam Institute of Technology

tries

because

to

some

perceptive

details are at mid-frequencies. In the
system architecture, the “watermark
embedding” module performs the
watermarking

process. After that

procedure, watermarked video frames
are obtained. The rest of the units of
the architecture essentially perform
MPEG-4 compression of the video.
The system has a controller which
generates

addressing

and

control

signals to synchronize all components
of the system.

The proposed system comprises of
four main modules such as video
video

In

the

compression,

video

compression

technique, a video sequence is divided
into multiple groups of pictures
representing sets of video frames
which are neighboring in display
order. An encoded MPEG-2 video
sequence is made up of two frameencoded pictures:

intra-frames and

inter-frames. P-frames are forward
prediction frames and B-frames are
bidirectional

4. PROPOSED SYSTEM

camera,

cores.

prediction

frames.

Within a typical sequence of an
encoded GOP, P-frames may be 10%
of the size of I-frames and B frames
are about 2% of the I-frames.

watermark generation and water mark
embedding.
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Motion

compensation

is

an

algorithmic technique employed in
the encoding of video data for video
compression. Motion compensation
describes a picture in terms of the
transformation of a reference picture
to the current picture.
Fig.1 Block diagram of hybrid
DPCM/DCT coding scheme
Differential

Pulse

For
motion

proper
vector,

dk

decoding

this

has

be

to

Code

transmitted as well. The spatial

Modulation (DPCM) is used to reduce

redundancy in the prediction error of

temporal redundancy and DCT is used

the predicted frames, and the I-frame

to reduce the spatial redundancy and

is reduced by the following operations

this can be shown in Fig 1. Here, an

such as each frame is split into blocks

input video frame Fn is compared with

of 8 × 8 pixels that are compressed

a reference frame F'n −1 and a motion

using

estimation function finds a region in

quantization and entropy coding.

F'n−1 that matches the current macroblock in Fn. The offset between the
current macro-block position and the
chosen reference region is a motion
vector, dk. Based on this dk, a motion
compensated

prediction

F''n

is

generated, and it is then subtracted
from the current macro-block to
produce a residual or prediction error.

the

DCT

followed

by

In the watermark generation the
primitive

watermark

sequence

is

encoded into each frame and used
with secret keys. Primitive watermark
pattern is defined as the meaningful
identifying sequence for each video
frame.

Hence

this

video

frame

contains time stamp, date, camera ID,
frame

serial

number.

The
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manipulation such as frame exchange

watermarked data of the previous

and substitution will be detected by

frame and the one of the current frame

specific

watermark.

diagram

of

the

The

block

may accumulate, resulting in visual

proposed

novel

artifacts during decoding procedures.

watermark generator shown in Fig 2.

To avoid such a major issue, within
each GOP of MPEG-2 video stream,
only the I-frame is identified to be
watermarked.
5. SIMULATION RESULT
The result for the behavioral
simulation of the proposed system is

Fig.2 Block Diagram of proposed

shown below.

watermark generator
Watermark

sequence

ci

a

pseudorandom sequence and thus
difficult

to

detect,

locate,

and

manipulate. A secure pseudorandom
sequence pi used for the modulation
can be generated by an RNG structure
using the Key 2.
Watermark embedding is done
only

in

the

I

frames.

It

is

Fig.3 simulated output of compressed
video frame

understandable since B and P frames
are predicted from I frames. If all I, B,
P

frames

are

watermarked,

the
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implemented on a FPGA / CPLD
board and converted into a chip. As
the explanations above show DCT is
a better method to implement digital
watermarking than FFT, SVD etc.

7. FUTURE IMPLEMENTATION
Fig.4

Simulated

output

of

watermark generated

on

watermarking

holds

significant promise as one of the keys
to

protecting

proprietary

digital

content in the coming years. At its
heart is the concept of embedding
information inside a digital object
such that the embedded information
is inseparably bound to the object and
the embedded information describes
who may legally use and/or distribute
the object, as well as who legally
owns the object. Experimental result
shows the simulation result of digital
watermarking using Discrete cosine
Transform in VHDL.

applying

the

watermarking

algorithm to other modern video

6. CONCLUSION
Digital

Future research should concentrate

This can be

compression

standards,

such

as

MPEG-4/H.264, so that it can be
utilized

in

various

commercial

applications as well. Embedding the
watermark information within high
resolution video streams in real time
is another challenge.
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Abstract: It is important to obtain

uncomfortable to human beings or

the

else

real-time

location

of

an

it

is

difficult

to

human

autonomous ground robotic vehicle

involvement, and finally the cost is

in

outdoor

expected to be as low as possible.

environment. In this paper the robot

process. At present robot have various

identifies the real-time localization

applications

such

through a set of self-integrated

operations,

Medical

inexpensive sensors and infrequent

military operations, tour guide, and

GPS-augmentation. In which the

transportation

robot identifies the local relative

applications it is better that the robot

position

of

is kept as small as possible to pass

accelerometer, the magnetic field

through narrow way such as a tunnel.

sensor and the rotation sensors,

To fulfill this process, it is important

whereas the GPS-augmentation is

that the robotic vehicle has to obtain

used to identify the global location

its accurate localization in real time.

and also corrects drifting errors.

But at the same time there are some

Keywords:

problems or difficulty in frequent

both

Magnetic

indoor

with

and

the

help

Accelerometer,
field

sensor,

Motor

rotation sensors, GPS.
1. INTRODUCTION
In today’s world, Robot plays a
vital role in various fields which is

calibration

or

so

as

on.

industrial
application,
For

managing

these

external

facilities, whereas these problems can
be avoided with the help of selfcontained positioning system for the
robot.
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For designing such robots the

which the robot operates and the

some of these things has to be

localization suffers frequent failure as

considering
system

that

should

the

localization

well as the system requires a known

be

completely

map of the environment.

integrated onto the robot, hence the

3. PROPOSED SYSTEM

system should works on both indoors

In the proposed system a low-

and outdoors without any human

cost,

involvement.

system for the small-sized ground

2. EXISTING SYSTEM
robotic

vehicle

localization

robotic vehicle has been designed, in

The localization of autonomous
ground

self-contained

can

be

which the robot vehicle can be
localized with a hybrid approach

obtained with the help of radio signals

consisting

or visual processing. Thus when the

positioning through a GPS receiver

robot uses radio signals such as

and local relative positioning based on

infrared, laser, RFID, etc. which

a inertial sensors. All these sensors

requires a set of external devices to

are installed on the robotic vehicle.

generate or receive radio signal as the

The motor rotation sensors are to

reference

external

detect the rotational movement of the

devices should have known positions.

motors and thus infer the travel

Whereas the accuracy of the system is

distance of the robot. An embedded

strongly

microcontroller

nodes,

depends

these

upon

proper

of

infrequent

inside

absolute

the

robot

calibration of the reference devices

vehicle takes central control of these

and the target node. At the same time

sensors and is also responsible for

if the robot uses vision techniques for

computing

mobile robot navigation, in that

position. In this autonomous robot, a

system the performance is strongly

small size camera is used to capture

depend upon the environment in

the photos of the unexplored area,

the

current

absolute
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where human cannot go easily. This

motors. With the moving direction

type of operation is mainly used in the

data together with the momentary

military application and so on. After

travel distance, an estimate of the

capturing the image the remote

movement vector has been obtained.

location can be analyzed from the

However, this type of robot has

remote area. The functional block

encountered a few major technical

diagram I shown in the Fig.1

issues

that

applications.
distinction

arise

in

One

lies

between

practical
in

the

the
world

reference system and the on-board
relative reference system. Another
factor that impacts the localization
practice is the way the robotic vehicle
operates the motors to move a further
Fig.1 Block Diagram of the system.
4.

FUNCTIONS

OF

THE

SYSTEM
The local relative positioning
components measure instantaneous
3D moving direction through both the
accelerometer and the magnetic field
sensor. It also measure the momentary
travel distance for every small amount
of time elapse through the rotation
sensors

attached

to

the

vehicle

complication

comes

from

the

cumulative error. In order to measure
the local relative position of the
system various reference frames has
been setup to determine the current
orientation of the robot. This robot
consists of four different reference
frames which are used to obtain the
localization

accurately;

they

are

ROBOT Frame, Vehicle Body Frame,
Accelerometer

Body

Frame

and

Magnetic Sensor Body Frame.
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ROBOT Frame is used as the

research projects have been developed

reference frame when deciding the

to handle such issues using methods

momentary moving orientation of a

such

ground robotic vehicle. It consists of

obstacle avoidance.

as

sensing

modalities

and

three axes such as the X axis roughly

The important issue needed to

points east, the Y axis points towards

address is relates to the way the

the magnetic north pole, the Z axis

robotic vehicle operates its motors. It

points outwards into the sky.

is common that a robotic vehicle may

Accelerometer Body Frame and

make turns or follow a curved path

Magnetic Sensor Body Frame are the

through adjusting its two sides of

references frames with which the

motors at different speeds and even in

three dimensional sensing readings

reverse direction.

are interpreted from an accelerometer

It is also important that after

and a magnetic sensor respectively.

implement these things in a robot, the

These frame change as the vehicle

robot is quite comfortable to obtain

moves.

the real time localization of the

It is important to know the

system. Hence the camera fixed in the

momentary travel distance so as to

robot may help us to obtain the

compute

images of the unexplored area

movement

the

momentary

The

rotation

relative
sensor

attached to a motor continually

5. SIMULATION RESULT

measures the rotating angle. Let r be

The project is simulated with the

the rotation sensor reading in degrees,

help of Proteus software, in which the

d is the wheel’s diameter and then the

speed of the robot, direction in which

travel

wheel’s

the robot moves and also GPS

movement is rπd/360. In the case of

location of the robot has been

slippage and obstacle, a few recent

calculated and Displayed with the

distance

of

the
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help of LCD. The simulated output is

images of the unexplored area where

shown in Fig.2.

human cannot go. In which due to
various lightning condition of the
environment, there is a chance of
occurrence of various noise in an
image. Hence some of the noise
removal

algorithm

is

used

to

implement in the image to acquire a
better image.
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Abstract—:- Psoriasis is a chronic inflammatory
skin disease that affects over 3% of the population.
Various methods are currently used to evaluate
psoriasis severity and to monitor therapeutic
response. As an integral part of developing a reliable
evaluation method for psoriasis, an algorithm is
presented for segmenting scaling in 2-D digital
images. The algorithm is believed to be the first to
localize scaling directly in 2-D digital images. The
scaling segmentation problem is treated as a
classification and parameter estimation problem. A
Markov random field (MRF) is used to smooth a
pixel-wise classification from a support vector
machine (SVM) that utilizes a feature space derived
from image color and scaling texture.
I. INTRODUCTION
PSORIASIS is a chronic skin disease that
affects an estimated125 million people worldwide
[1], which manifests as red and scaly patches of itchy
skin. The scaling results from an enhanced rate of
epidermal cell production manifesting anywhere from
a few spots to a large area of plaque, typically found
on erythema, or red inflamed skin [2]. At present
there is no known cure for psoriasis and, as a
consequence, much effort has been expended on
treatments to control the symptoms of psoriasis.
However, there is no accepted treatment for psoriasis
symptoms and different physicians will
treat the same symptoms differently [3]. A key factor
in the improvement of psoriasis treatment is the
ability to compare the efficacy of treatments across a
broad range of conditions [4]. To be meaningful,
such comparisons must be reliable requiring that the
assessment of psoriasis severity is also reliable.
Reliable tests are important to dermatologists for
assessing treatments and to companies who want to
improve their treatments. Currently, psoriasis severity
is assessed by deriving a severity score [4]–[6]. The
most widely used is the PASI score based on the area
and severity of erythema, the area and severity of the
creamy colored flaky skin, or scaling, in the lesions
and the thickness of the lesion. PASI scores are
estimated by inspecting the psoriatic lesions visually
and relying on the clinicians’ expertise to derive
meaningful scores. The result is unavoidable

R.P. Durgadevi
P.G. Scholar
Department of ECE
T. J. Institute of Technology
Mail id:
inter- and intra-observer difference in severity
scores. It is possible for two clinicians to derive two
different severity scores using the same scoring
technique for the same psoriatic lesion.
Reliable and reproducible severity scores are
essential for comparing psoriasis treatments and
furthering psoriasis treatment research. Most, if not
all [4]–[7], psoriasis assessment methods rely on a
visual estimation of the area and severity of the main
psoriatic symptoms of erythema and scaling.
Consequently, any computer based analysis method
for assessing psoriasis severity using 2-D digital
images must identify erythema and scaling as a
precursor to further analysis. The paper presents what
we believe to be the first algorithm to automatically
segment scaling directly from skin and erythema in
2-D digital images. The approach is to reduce the
problem of segmenting scaling to a binary
classification problem by removing erythema from
consideration and then classifying the remaining
pixels as either skin pixels or scaling pixels. any
computer based analysis method for assessing
psoriasis severity using 2-D digital images must
identify erythema and scaling as a precursor to
further analysis. The paper presents what we believe
to be the first algorithm to automatically segment
scaling directly from skin and erythema in 2-D
digital images. The approach is to reduce the problem
of segmenting scaling to a binary classification
problem by removing erythema from consideration
and then classifying the remaining pixels as either
skin pixels or scaling pixels. The feature space used
in the classification is derived from the color contrast
between scaling and erythema, and the image texture
describing the roughness of scaling which is
determined by the aggregated result from a bank of
Gabor filters. Our evaluation indicates that our
combination of Markov random fields (MRFs) with
support vector machines using an appropriate feature
space can solve a wide range of scaling segmentation
problems that include variations in lighting
conditions, variations in skin type and variations in
the types of psoriatic lesions.
A. An Overview of the Algorithm
Scaling typically appears as white or creamy
colored scales on regions of red and inflamed skin
(erythema) but can also appear in isolation without
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the accompanying erythema. When psoriasis appears
without the accompanying erythema it appears as
discernibly white or creamy flakes on normal skin.
Scaling

can present as small spots or as patches scattered
within erythema. Fig. 1 shows some examples of the
variation in the appearance of scaling. The variation
makes it difficult to identify scaling boundaries
through more conventional boundary detection
algorithms and as a consequence we use a pixel based
classification and labelling approach. Moreover, the
color of scaling may be very similar to that of normal
skin, especially if the skin is fair, making it difficult
to differentiate between scaling and normal skin
using on color alone. However, the rough textured
surface of scaling is markedly different from normal
skin. The algorithm uses a feature space derived from
both color and texture to classify pixels. The result is
a pipeline that is essentially a pix l labelling
algorithm that identifies scaling in 2-D digital skin
images without the need for locating psoriasis first. It
is composed of two main stages: 1) a feature
extraction stage and 2) a scaling segmentation stage.
The two stages are described as follows (see Fig. 2).
Step 1) The algorithm first analyzes skin color and in
texture using an appropriately chosen color pace and
B. The Computer Assisted Scoring of Psoriasis
Severity
The computer assisted analysis of psoriasis lesions
has received significant attention in recent years, but
most of the work has focused on segmenting soriasis
lesions from normal skin and specifically for plaque
psoriasis. The problem of segmenting scaling has
received much less attention. Röing, Jacques, and
Kontinen [8] provide an interactive method for
segmenting psoriasis lesions from normal skin using
color thresholding. Gomez et al. [9] apply a quadratic

Kalasalingam Institute of Technology

discriminant analysis to separate psoriasis lesions
based on a color analysis. However, both of these
methods are not robust to disturbances caused by
shadows. Taur et al. [10] use texture and color
analysis in combination with a neuro-fuzzy classifier
to segment psoriasis lesions, but not scaling. The
color features are derived from the hue and saturation
components in the image and the texture features of
skin is graded according to a fuzzy texture spectrum.
A key feature of [10] is that the training sets are
derived from the image using a moving window to
find homogeneous regions of normal skin and
psoriasis. The algorithm is improved in [11] to
decrease the computational complexity. The
drawback of the Taur et al. algorithm is in the
localization of homogenous regions in the selection
of training data. The method for identifying
homogeneous regions is reliable for large window
sizes but is less accurate detecting small spotshaped
psoriasis lesions. To the best of our knowledge, there
are few algorithms that deal with scaling
segmentation directly as we do here. One of the few
is implemented by Delgado et al. [12] where scaling
is segmented from psoriatic lesions using a clustering
method, but the accuracy of this method depends on
the initial segmentation of psoriatic lesions.
Moreover, the algorithm is susceptible to uneven
illumination.
C. An Overview of the Paper
The remainder of this paper is structured as follows.
In Section II we design a multi-scale center-surround
filter for detecting color contrast between scaling and
erythema. We also design a bank of Gabor filters to
describe the textures that correlate strongly with
scaling. The scaling segmentation method is
described in Section III in which a classifier that
combines the hyperplane from a SVM with aMRF is
developed to first classify pixels and then smooth the
result by taking the spatial context into account.
Section III also describes how the training sets are
collected directly from the image being analyzed
through a soft-constrained -means. Section IV
provides the segmentation results and experimental
validation of the algorithms, Section V discusses the
results, and in Section VI we conclude.
III. CONCLUSION
In this paper, we present a general framework for
automatic localizing scaling in psoriasis images. The
result indicates that our algorithm makes progress
towards the aim of automatic scaling segmentation.
Scaling localization is implemented by a semisupervised classification in this study. Two features
are used: one is the scaling contrast map, which
enhances the conspicuousness of scaling against
erythema, and the other is a Gabor feature, which
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differentiates between scaling and normal skin based
on image texture. Training sets for the classification
are collected by a soft-constrained -means to avoid
the human interference. At the end, we combine the
advantages of the SVM and the MRF to separate
scaling from skin images. The SVM shows good
performance in classification, but does not involve
spatial information. Normal skin pixels around
psoriatic lesion boundaries exhibit similar texture
features to scaling, and are usually misclassified by
the SVM. By integrating the SVM into our adaptation
of the MRF, the internal structure of images are
considered and that increases the classification
accuracy. The results from our method are compared
with the traditional SVM and the MRF. The proposed
algorithm shows good performance as is presented in
the specificity and dice evaluation. Even though the
sensitivity analysis is weaker, the total accuracy from
the dice evaluation is always stronger. Moreover,
when we compare the algorithm to manually
collected training sets, the proposed method presents
a slightly weaker sensitivity to the SVM and the
MRF. However, better specificity and dice evaluation
are achieved when compared to the SVMand the
MRF. Notice that the specificity and dice
measurements of our method are very close to the
case for training sets that are manually selected. This
result validates the performance of the softconstrained -means, through which the training sets
are automatically collected. In the future, we will
further investigate the algorithms for training set
collection to improve the classification results.
Moreover, scaling features need to be researched
further, especially for the very vague scaling, which
remains difficult to be detected using the algorithm in
this paper.
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Abstract— In this paper, we propose
the design of two vectors testable sequential
circuits based on conservative logic gates. The
proposed sequential circuits based on
conservative logic gates outperform the
sequential circuits implemented in classical
gates in terms of testability. Any sequential
circuit based on conservative logic gates can
be tested for classical unidirectional stuck-at
faults using only two test vectors. The two test
vectors are all 1s, and all 0s. The designs of
two vectors testable latches, master-slave flipflops and double edge triggered (DET) flipflops are presented. The importance of the
proposed work lies in the fact that it provides
the design of reversible sequential circuits
completely testable for any stuck-at fault by
only two test vectors, thereby eliminating the
need for any type of scan-path access to
internal memory cells. The reversible design
of the DET flip-flop is proposed for the first
time in the literature.
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circuits. The proposed technique is extended
toward the design of two vectors testable
master-slave flip flops and double edge
triggered (DET) flip-flops. Thus, our work is
significant because we are providing the
design of reversible sequential circuits
completely testable for any unidirectional
stuck-at faults by only two test vectors. The
reversible design of the DET flip-flop is
proposed for the first time in the literature.
Further, we implemented the Fredkin gate in
the QCA technology and observed that all 0s
and all 1s test vectors cannot provide 100%
fault coverage for single missing/additional
cell defect in the QCA layout of the Fredkin
gate. Thus, to have the 100% fault coverage
for single missing/additional cell defect by all
0s and all 1s test vectors, we identified the
QCA devices in the QCA layout of the Fredkin
gate that can be replaced with fault tolerant
components to provide the 100% fault
coverage.

I. INTRODUCTION DOCUMENT
We propose the design of testable sequential
circuits based on conservative logic gates. The
proposed technique will take care of the fanout (FO) at the output of the reversible latches
and can also disrupt the feedback to make
them suitable for testing by only two test
vectors, all 0s and all 1s. In other words,
circuits will have feedback while executing in
the normal mode. However, in order to detect
faults in the test mode, our proposed technique
will disrupt feedback to make conservative
reversible latches testable as combinational

Fig 1 Fredkin gate

II. RELATED WORK
. Any nano technologyhaving applications of
reversible logic such as based on nano-CMOS
devices, NMR based quantum computing, or
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now at low power molecular QCA computing,
all are susceptible to high error rates due to
transient faults. With respect to this paper on
reversible sequential circuits, the design of
reversible sequential circuits is addressed in
the various interesting contribution in which
the designs are optimized in terms of various
parameters such as the number of reversible
gates, garbage outputs, quantum cost, delay
etc. To the best of our knowledge the offline
testing of faults in reversible sequential
circuits is not addressed in the literature. In
this paper we present the design of reversible
sequential circuits that can be tested only by
using two test vectors, and all 0’s and all 1’s,
for any unidirectional stuck at faults. Further
the approach of testing based on conservative
logic is extended toward the design of non
reversible sequential circuits based on MXcqca.
III. PROPOSED METHOD
In this paper, we propose the design of
two vectors testable sequential circuits based
on conservative logic gates. The proposed
sequential circuits based on conservative logic
gates outperform the sequential circuits
implemented in classical gates in terms of
testability. Any sequential circuit based on
conservative logic gates can be tested for
classical unidirectional stuck-at faults using
only two test vectors. The two test vectors are
all 1s, and all 0s. The designs of two vectors
testable latches, master-slave flip-flops and
double edge triggered (DET) flip-flops are
presented. The importance of the proposed
work lies in the fact that it provides the design
of reversible sequential circuits completely
testable for any stuck-at fault by only two test
vectors, thereby eliminating the need for any
type of scan-path access to internal memory
cells. The reversible design of the DET flipflop is proposed for the first time in the
literature.
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A. QCA computing
It provides a promising technology to
implement reversible logic gates. The QCA
design of Fredkin gate using the four-phase
clocking scheme in which the clocking zone is
shown by the number next to D (D0 means
clock 0 zone, D1 means clock 1 zone, and so
on). It can be seen that the Fredkin gate has
two level MV implementation, and it requires
6 MVs and four clocking zones for
implementation. The number of clocking
zones in a QCA circuit represents the delay of
the circuit (delay between the inputs and the
outputs). Higher the number of clocking zones,
lower the operating speed of the circuit. In
QCA manufacturing, defects can occur during
the synthesis and deposition phases, although
defects are most likely to take place during the
deposition phase. Researchers have shown that
QCA cells are more susceptible to missing and
additional QCA cell defects. The additional
cell defect is because of the deposition of an
additional cell on the substrate. The missing
cell defect is due to the missing of a particular
cell. Researchers have been addressing the
design and test of QCA circuits assuming the
single missing/additional cell defect model.
B. Fault coverage
Fault coverage refers to the percentage
of some type of fault that can be detected
during the test of any engineered system. High
fault coverage is particularly valuable during
manufacturing test, and techniques such as
Design For Test (DFT) and automatic test
pattern generation are used to increase it. In
electronics for example, stuck-at fault
coverage is measured by sticking each pin of
the hardware model at logic '0' and logic '1',
respectively, and running the test vectors. If at
least one of the outputs differs from what is to
be expected, the fault is said to be detected.
Conceptually, the total number of simulation
runs is twice the number of pins (since each
pin is stuck in one of two ways, and both faults
should be detected). However, there are many
optimizations that can reduce the needed
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computation. In particular, often many noninteracting faults can be simulated in one run,
and each simulation can be terminated as soon
as a fault is detected.
C. Automatic test pattern generation
ATPG (acronym for both Automatic
Test Pattern Generation and Automatic Test
Pattern Generator) is an electronic design
automation method/technology used to find an
input (or test) sequence that, when applied to a
digital circuit, enables automatic test
equipment to distinguish between the correct
circuit behavior and the faulty circuit behavior
caused by defects. The generated patterns are
used to test semiconductor devices after
manufacture, and in some cases to assist with
determining the cause of failure The
effectiveness of ATPG is measured by the
amount of modeled defects, or fault models,
that are detected and the number of generated
patterns. These metrics generally indicate test
quality (higher with more fault detections) and
test application time (higher with more
patterns). ATPG efficiency is another
important consideration. It is influenced by the
fault model under consideration, the type of
circuit under test (full scan, synchronous
sequential, or asynchronous sequential), the
level of abstraction used to represent the
circuit under test (gate, register-transistor,
switch), and the required test quality.
D. Stuck-at fault model
In the past several decades, the most
popular fault model used in practice is the
single stuck-at fault model. In this model, one
of the signal lines in a circuit is assumed to be
stuck at a fixed logic value, regardless of what
inputs are supplied to the circuit. Hence, if a
circuit has n signal lines, there are potentially
2n stuck-at faults defined on the circuit, of
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which some can be viewed as being equivalent
to others. The stuck-at fault model is a logical
fault model because no delay information is
associated with the fault definition. It is also
called a permanent fault model because the
faulty effect is assumed to be permanent,
perhaps depending on operating conditions
(e.g. temperature, power supply voltage) or on
the data values (high or low voltage states) on
surrounding signal lines. The single stuck-at
fault model is structural because it is defined
based on a structural gate-level circuit model.
A pattern set with 100% stuck-at fault
coverage consists of tests to detect every
possible stuck-at fault in a circuit. 100% stuckat fault coverage does not necessarily
guarantee high quality, since faults of many
other kinds such as bridging faults, opens
faults, and transition faults.
This paper proposed reversible
sequential circuits based on conservative logic
that is testable for any unidirectional stuck-at
faults using only two test vectors, all 0s and all
1s. The proposed sequential circuits based on
conservative logic gates outperform the
sequential circuit implemented in classical
gates in terms of testability. The sequential
circuits implemented using conventional
classic gates do not provide inherited support
for testability. Also as the complexity of a
sequential circuit increases the number of test
vector required to test the sequential circuit
also increases. For example, to test a complex
sequential circuit thousand of test vectors are
required to test all stuck-at-faults, while if the
same sequential circuit is build using proposed
reversible sequential building blocks it can be
tested by only two test vectors, all 0s and all
1s. Thus, the main advantage of the proposed
conservative reversible sequential circuits
compared to the conventional sequential
circuit is the need of only two test vectors to
test any sequential circuit irrespective of its
complexity.
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Fig 2 Design of negative enable Testable D latch

Fig 3 Fredkin gate based testable reversible master slave D flip flop

Fig 4 Fredkin based DET flip flop

V. CONCLUSION
This paper proposed reversible
sequential circuits based on conservative logic
that is testable for any unidirectional stuck-at
faults using only two test vectors, all 0s and all
1s. The proposed sequential circuits based on
conservative logic gates outperform the
sequential circuit implemented in classical
gates in terms of testability. The sequential
circuits implemented using conventional

classic gates do not provide inherited support
for testability. Hence, a conventional
sequential circuit needs modification in the
original circuitry to provide the testing
capability. Also as the complexity of a
sequential circuit increases the number of test
vector required to test the sequential circuit
also increases. For example, to test a complex
sequential circuit thousand of test vectors are
required to test all stuck-at-faults, while if the
same sequential circuit is build using proposed
reversible sequential building blocks it can be
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tested by only two test vectors, all 0s and all
1s. Thus, the main advantage of the proposed
conservative reversible sequential circuits
compared to the conventional sequential
circuit is the need of only two test vectors to
test any sequential circuit irrespective of its
complexity. The reduction in number of test
vectors minimizes the overhead of test time for
a reversible sequential circuit. The proposed
work has the limitation that it cannot detect
multiple stuck-at-faults as well as multiple
missing/additional cell defects. In conclusion,
this paper advances the state-of-the-art by
minimizing the number of test vectors needed
to detect stuck-at-faults as well as single
missing/additional cell defects.
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ABSTRACT: Economics of cloud becomes an
effective and efficient way of computing resources.
Increasing the profit of service provider includes
service charge and business cost. Amount of
service, workload, service level agreement, quality
of service, energy consumption are considered for
the profit maximization.Two server speed and
power models are considered, namely, the idlespeed
model
and
the
constant-speed
model.Probability density function of the waiting
time of the newly arrived service is described.
Service charge for the expected service request is
calculated. Gain for the one unit of time is also
calculated. To maximize the service Provider profit
using analytical method. By incorporating the
method, Dynamic Scheduling and Pricing
Algorithm to minimize the average queuing delay.
KEYWORDS: cloud computing, multi-server
system, pricing model, response time, service
charge, waiting time, profit.
1.

INTRODUCTION

Cloud Computing is a computing paradigm in
which different computing resources such as
infrastructure, platforms and software applications
are made accessible over the Internet to remote user
as services [1]. Infrastructure-as-a-Service (IaaS)
cloud providers, such as Amazon EC2 [2], IBM
Cloud [3], Go Grid [4], Nepho Scale [5], Rack
space [6] and others, deliver, on-demand, operating
system (OS) instances provisioning computational
resources in the form of virtual machines deployed
in the cloud provider data center. Cloud computing
is able to provide the most cost-effective and
Energy efficient way of computing resources
management and computing services provision.
Cloud computing turns information technology into

Ordinary commodities and utilities by using the
pay-per-use pricing model [3], [5], [18]. However,
cloud computing will never be free [8], and
understanding the economics of cloud computing
becomes critically important .Cloud computing
Environment is a three tier structure [15], which
consists of infrastructure vendors, service
providers, and consumers. The three parties are
also called cluster nodes, cluster managers, and
consumers in cluster computing systems [21], and
resource providers, service providers, and clients in
grid computing systems [19]. An infrastructure
vendor maintains basic hardware and software
facilities. A service provider rents resources from
the infrastructure vendors, builds appropriate multiserver systems, and provides various services to
users. A consumer submits a service request to a
service provider, receives the desired result from
the service provider with certain service-level
agreement, and pays for the service based on the
amount of the service and the quality of the service.
A service provider can build different multi-server
systems for different application domains, such that
service requests of different nature are sent to
different multi-server systems. Each multi-server
system contains multiple servers, and such a multiserver system can be devoted to serve one type of
service requests and applications. An application
domain is characterized by two basic features, i.e.,
the workload of an application environment and the
expected amount of a service. The configuration of
a multi-server system is characterized by two basic
features ,i.e., the size of the multi-server system
(the number of servers) and the speed of the multiserver system (execution speed of the servers).
The pricing model of a service provider in cloud
computing is based on two components, namely,
the income and the cost. For a service provider, the
income (i.e., the revenue) is the service charge to
users, and the cost is the renting cost plus the utility
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cost paid to infrastructure vendors. A pricing model
in cloud computing includes many considerations,
such as the amount of a service (the requirement of
a service), the workload of an application
environment, the configuration (the size and the
speed) of a multi-server system, the service-level
agreement, the satisfaction of a consumer (the
expected service time), the quality of a service (the
task waiting time and the task response time), the
penalty of a low-quality service, the cost of renting,
the cost of energy consumption, and a service
provider’s margin
and profit. The profit (i.e., the net business gain) is
the income minus the cost. To maximize the profit,
a service provider should understand both service
charges and business costs, and in particular, how
they are determined by the characteristics of the
applications and the configuration of a multi-server
system. The service charge to a service request is
determined by two factors, i.e., the expected length
of the service and the actual length of the service.
The expected length of a service (i.e., the expected
service time) is the execution time of an application
on a standard server with a baseline or reference
speed. The longer (shorter, respectively) the
expected length of a service is, the more (less,
respectively) the service charge is. The actual
length of a service (i.e., the actual service time) is
the actual execution time of an application. The
actual length of a service depends on the size of a
multi-server system, the speed of the servers
(which may be faster or slower than the baseline
speed), and the workload of the multi-server
system. penalty for a service provider to break a
service-level agreement. If the actual service time
exceeds certain limit (which is service request
dependent), a service will be entirely free with no
charge. The cost of a service provider includes two
components, i.e., the renting cost and the utility
cost. The renting cost is proportional to the size of
a multi-server system, i.e., the number of servers.
The utility cost is essentially the cost of energy
consumption and is determined by both the size and
the speed of a multi-server system. The faster
(slower, respectively) the speed is, the more (less,
respectively) the utility cost is. To calculate the
cost of energy consumption, we need to establish
certain server speed and power consumption
models. To increase the revenue of business, a
service provider can construct and configure a
multi-server system with many servers of high
speed. Since the actual service time (i.e., the task
response time) contains task waiting time and task
execution time, more servers reduce the waiting
time and faster servers reduce both waiting time
and execution time. However, more servers (i.e., a
larger multiserver system) increase the cost of
facility renting from the infrastructure vendors and
the cost of base power consumption. the problem of
optimal multi-server configuration for profit
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maximization in a cloud computing environment.
Such that our optimization problem can be
formulated and solved analytically. Then finally
used in Dynamic Scheduling and Pricing (Dyn-SP).
Proposing a joint optimization of scheduling and
pricing decisions for delay-tolerant batch services
to maximize the service provider’s long-term
profit. Dyn-SP produces a close-to-optimal average
profit while bounding the job queue length in the
data center. Then perform a trace-based simulation
study to validate Dyn-SP. Focusing on dynamically
scheduling and pricing for batch services that
exhibit a high degree of scheduling flexibility due
to the delay-tolerant nature, then aim at developing
an efficient online algorithm to maximize the
service provider’s long-term profit in a random
environment. Proposing a provably-efficient online
algorithm, Dynamic Scheduling and Pricing (DynSP), this can be implemented using the currently
available information without the necessity of
predicting the future.

2.

RELATED WORK

Cloud
computing
has
recently
received
considerable attention and is widely accepted as a
promising and ultimate way of managing and
improving the utilization of data and computing
center resources and delivering various computing
and IT services. Server consolidation is an effective
cloud computing approach to increasing the
efficient usage of computer server resources in
order to reduce the total number of servers or
server locations that an organization requires. By
centralized management of computing resources,
cloud computing delivers hosted services over the
Internet, such that access to shared hardware,
software, databases, information, and all resources
are provided to users on-demand. In a data center
with multiple servers, the aggregated performance
of the data center can be optimized by load
distribution
and
balancing.
Cloud-based
applications depend even more heavily on load
balancing and optimization than traditional
enterprise applications. For end users, load
balancing capabilities will be seriously considered
when they select a cloud computing provider. For
end users, load balancing capabilities will be
seriously considered when they select a cloud
computing provider. For cloud providers, load
balancing capabilities will be a source of revenue,
which is directly related to service quality (e.g.,
task response time). Hence, an efficient load
balancing strategy is a key component to building
out any cloud computing architecture. The problem
of optimal power allocation and load distribution
for multiple heterogeneous multi-core server
processors across clouds and data centers .We
define two important research problems which
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explore the power performance trade off in largescale data centers from the perspective of optimal
power allocation and load distribution. to formulate
optimal power allocation and load distribution for
multiple servers in a cloud of clouds as
optimization problems. Our problems are defined
for multiple multi-core server processors with
different sizes, and certain workload.
Power constrained performance optimization –
Given a power constraint, our problem is to find an
optimal power allocation to the servers (i.e., to
determine the server speeds) and an optimal
workload distribution among the servers, such that
the average task response time is minimized and
that the average power consumption of the servers
does not exceed the given power limit.
Performance constrained power optimization –
Given a performance constraint, our problem is to
find an optimal power allocation to the servers (i.e.
,to determine the server speeds) and an optimal
workload distribution among the servers ,such that
the average power consumption of the servers is
minimized and that the average task response time
does not exceed the given performance limit.
Cloud computing service provider serves users’
service requests by using a multi-server system,
which is constructed and maintained by an
infrastructure vendor and rented by the service
provider. Users (i.e., customers of a service
provider) submit service requests (i.e., applications
and tasks) to a service provider, and the service
provider serves the requests (i.e., run the
applications and perform the tasks) on a multiserver system. The first-come-first-served (FCFS)
queuing discipline is adopted. The waiting time is
the source of customer dissatisfaction. A service
provider should keep the waiting time to a low
level by providing enough servers and/or increasing
server speed, and be willing to pay back to a
customer in case the waiting time exceeds certain
limit.
2.1 POWER CONSUMPTION
Power dissipation and circuit delay in digital
CMOS circuits can be accurately modeled by
simple equations, even for complex microprocessor
circuits. CMOS circuits have dynamic, static, and
short-circuit power dissipation; however, the
dominant component in a well-designed circuit is
dynamic power consumption P (i.e., the switching
component of power), which is approximately
P=acv2f , where a is an activity factor, C is the
loading capacitance, V is the supply voltage, and f
is the clock frequency [6]. There are two types of
power consumption models. They are Idle speed
model In this type the speed of the server is zero at
that time there is no task to perform in the server.
The idle server also consumes some basic power.
Constant speed model All the servers are run at
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certain speed limit. It will maintain the speed at the
time of no task to perform.
2.2 WAITING TIME
Customer dissatisfaction is based on the waiting
time. Waiting time of the request is the starting
point of the delay. Calculate the average for
waiting time of service request. It will calculate the
waiting time of the request in queue. The delay of
the resource is not considered in the waiting time.
Notice that a multi-server system with multiple
identical servers has been configured to serve
requests from certain application domain.
Therefore, we will only focus on task waiting time
in a waiting queue and do not consider other
sources of delay, such as resource allocation and
provision, virtual machine instantiation and
deployment, and other overhead in a complex cloud
computing environment. Average waiting time of a
service request is , W= T-X W Average waiting
time T- Average task response time X- Mean of
the random variable.
2.3 SERVICE CHARGE
If all the servers have a fixed speed s, the execution
time of a service request with execution
requirement r is known as x =r/s. The response time
to the service request is T=W +x=W +r/s. The
response time T is related to the Service charge to a
customer of a service provider in cloud computing.
To study the expected service charge to a customer,
we need a complete specification of a service
charge based on the amount of a service, the
service-level agreement, the satisfaction of a
consumer, the quality of a service, the penalty of a
low-quality service, and a service provider’s
margin and profit. Let s0 be the baseline speed of a
server. We define the service charge function for a
service request with execution requirement r and
response time T to be
, (0 ≤ ≤ )
⎧
⎪
−
−
,
< ≤ +
;
C(r, T) =
⎨
⎪
0,
> +
:
⎩
The above function is defined with the following
rationales:
 If the response time T to process a service
request is no longer than (c/s0)r=c(r/s0)
where the constant c is a parameter
indicating the service-level agreement, and
the constant s0 is a parameter indicating
the expectation and satisfaction of a
 consumer, then a service provider
considers that the service request is
processed successfully with high quality
of service and charges a customer ar
,which is linearly proportional to the task
execution requirement r (i.e., the amount
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of service), where a is the service charge
per unit amount of service (i.e., a service
provider’s margin and profit).
If the response time T to process a service
request is longer than (c/s0)r but no longer
than (a /d+ c/s0)r then a service provider
considers that the service request is
processed with low quality of service and
the charge to a customer should decrease
linearly as T increases. The parameter d
indicates the degree of penalty of breaking
the service-level agreement.
If the response time T to process a service
request is longer than (a/d+c/s0)r , then a
service provider considers that the service
request has been waiting too long, so there
is no charge and the service is free.

2.4 NET BUSINESS GAIN
Since the number of service requests processed in
one unit of time is λ in a stable M/M/m queuing
system, the expected service charge in one unit of
time is λC, which is actually the expected revenue
of a service provider. Assume that the rental cost of
one server for unit of time is β. Also, assume that
the cost of energy is  per Watt. The cost of
service provider is the sum of the cost of
infrastructure renting and the cost of energy
consumption, i.e.,. βm+ P. Then, the expected net
business gain(i.e., the net profit) of a service
provider in one unit of time is G = λ C-( βm+ P
)which is defined as the revenue minus the cost.
There are two situations that cause negative
business gain. In the first case, there is no enough
business (i.e., service requests). In this case, a
service provider should consider reducing the
number of servers m and/or server speed s, so that
the cost of infrastructure renting and the cost of
energy consumption can be reduced. In the second
case, there is too much business (i.e., service
requests). In this case, a service provider should
consider increasing the number of servers and/or
server speed, so that the waiting time can be
reduced and the revenue can be increased.
However, increasing the number of servers and/or
server speed also increases the cost of
infrastructure renting and the cost of energy
consumption. Therefore, we have the problem of
selecting the optimal server size and/or server
speed so that the profit is maximized.
3 OVERVIEW OF PROFIT MAXIMIZATION
MODEL
3.1 EXISTING SYSTEM
Service provider serves users’ service requests by
using a multi-server system. We consider two
server speed and power consumption models
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namely the idle speed and the constant-speed
model .Power consumption at idle and constant
speed model is calculated. The waiting time of the
request in the queue forget response is then
calculated. Calculate the service charge to a
customer based on the amount of a service, SLA,
satisfaction QOS, penalty of a low-quality service
etc .This methodology is not enough for find the
optimal resource. So the time consumption for
execute the job in resource is very high. The
accuracy of the result is also low. And the speed of
the resource is also low.
3.2 PROPOSED SYSTEM
Present an online algorithm “Dynamic Scheduling
and Pricing”(“Dyn-SP”), whose performance is
provably “good” compared to that of the optimal
offline policy with T -slot look ahead information,
based on the recently developed Lya-punov
optimization [36]. The intuition of Dyn-SP is to
trade the queuing delay for profit improvement by
using the batch job queue length as a guidance for
making scheduling and pricing decisions: batch
service demand is reshaped using pricing as a lever
to adapt to the data center management and batch
jobs are processed only when the queue length becomes sufficiently large and/or electricity prices are
sufficiently low. The parameter V ≥ 0 is a control
variable which we refer to as profit-delay
parameter, and it can be tuned to different values to
trade the queuing delay for the service provider’s
long-term profit.




Effect of V on the service provider’s
pricing decision: Let us consider two
extreme cases: V →0 and V →∞. When V
→0, the batch jobs cannot tolerate any
delays (i.e., essentially they become
interactive jobs) and hence, as can be seen
from (13), the service provider always set
sp ( t)= p max such that no one uses its
batch service. On the other hand, when V
→∞, average queuing delay is not a
concern and we can notice from (14) that
the service provider always chooses its
price p( t) ∈ [0 ,p max] such that its profit
b ( p( t)) p ( t) is maximized.
Effect of V on the service provider’s
scheduling decision: For simplicity, we
focus on the scenario in which the
electricity price is given by φ( t) · [ d( t)+ f
( d ( t)) − y ( t)] + , where φ( t) is the realtime electricity price and y ( t) is the
available renewable energy supply. Then,
if φ ( t) ≤ q ( t ) V (1+ γ ) is satisfied
where γ is the required cooling power per
unit number of active servers, the service
provider will try to schedule as many
batch jobs as possible to process.
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ALGORITHM: Dyn-SP Algorithm
1: At the beginning of every time slot t, observe the
current environment information (i.e., φi (t) , W ( t)
, C ( t) and y ( t) ) and the current queue length q (
t)
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offered for clients (public clouds), or yet it is
possible that both public and private clouds are
combined in hybrid clouds.

2: Choose p( t) ∈ [0 ,p max] to minimize b ( t) · [ q (
t) – V p( t)] = b( p( t)) · [q ( t) – V p( t)] , (13)
where b( t)= b ( p ( t)) is the demand function for
batch services satisfying (10)
3: Choose d ( t) ∈ [0 ,d max] to minimize

V · r ( φ ( t) , [d ( t)+f ( d ( t)) − y ( t)])+ − q ( t) d (
t) (14)
where r ( φ ( t) , [ d( t)+f ( d ( t)) − y ( t)]+) is the
electricity cost
4: Update q ( t) according to (1)
Algorithm takes Jobs (cloudlets) and its queue
lengths as the inputs. It calculates the time slots for
each and every jobs which is being submitted in the
Virtual machines in datacenters. Also predicts the
data workloads for the jobs submitted in VMs and
calculate the pricing process based on the workload
which in turn results in electricity cost of VM
model. We present Dyn-SP algorithm for profit
maximization in terms of predicting and computing
the workload which represents the cheaper or less
electric cost VM. QOS or quality of services also
measured in terms of bandwidth, execution time,
MIPS.

4.

SIMULATION AND RESULTS

Cloud-sim goal is to provide a generalized and
extensible simulation framework that enables
modeling, simulation, and experimentation of
emerging Cloud computing infrastructures and
application services, allowing its users to focus on
specific system design issues that they want to
investigate, without getting concerned about the
low level details related to Cloud-based
infrastructures and services. The cloud provides
access to the necessary computing resources for
this onetime event in a flexible manner. In general,
cloud-based simulation tasks can be conducted in
parallel, for multiple purposes. Recently, cloud
computing emerged as the leading technology for
delivering
reliable,
secure,
fault-tolerant,
sustainable, and scalable computational services,
which are presented as Software, Infrastructure, or
Platform as services (SaaS, IaaS, PaaS). Moreover,
these services may be offered in private data
centers (private clouds), may be commercially

If it is X axis indicate the value the power in watts,
and Y-axis indicate the models of the Virtual
Machine (VM).
5. CONCLUSION
A pricing model for cloud computing which takes
many factors into considerations, such as the
requirement r of a service, the workload _ of an
application environment, the configuration (m and
s) of a multi-server system, the service level
agreement c, the satisfaction (r and s0) of a
consumer, the quality of a service, the penalty d of
a low-quality service, the cost of renting, the cost
of energy consumption, and a service provider’s
margin and profit. By using an M/M/ m queuing
model, we formulated and solved the problem of
optimal multi server configuration for profit
maximization in a cloud computing environment.
Our methodology can be applied to other pricing
model.
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