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Abstract

One of the main goals of wireless sensor
network (WSN) is to carry reliable information from one node to
another node in a network. This paper is aimed in providing high
security to wireless sensor networks using an improved AES-
ECC hybrid encryption scheme.

The paper analyses the AES algorithm and S-
box structure, S-box structure is proposed to improve AES
encryption algorithm. Using AES algorithm, Plain text message
sent by sender is changed into completely new cipher text,
looking into which attacker cannot guess original message at
receiver using AES decryption, same plain text is successfully
recovered from AES encrypted cipher text.

Keywords: Network Security, Algorithm Hybrid Encryption,
AES, ECC.

1. Introduction

Cryptography is a very basic technique for data security in WSN.
Depending on key used this technique is classified in two
categories symmetric encryption and asymmetric encryption.
Both techniques have some benefits as well as some limitations.
Symmetric key cryptography is fast in operation but as same key
is need to be shared between sender and receiver security to this
key is a challenging task. Whereas asymmetric key cryptography
solves problem of secure exchange of key but it is comparatively
slow than symmetric key cryptography.

To increase competency and to minimize drawbacks we propose
a hybrid encryption scheme which combines two algorithms
Advance Encryption Standard (AES) and Elliptical Curve
Cryptography (ECC).

2. AES Algorithm

AES is a symmetrical encryption algorithm
mostly suitable for encrypting bulk of data. It operates on a 4x4
column-major order matrix of bytes, termed the state (versions of
Rijndael with a larger block size have additional columns in the
state). Most AES calculations are done in a special finite field
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Fig 1: AES Algorithm

Fig shows basic steps to implement AES algorithm. This
basically includes repetitive rounds of some permutations and
combinations to change a simple text into complex data. We have
performed such 10 rounds to convert plain text into cipher text.

3. IMPLEMENTATION
3.1 Step 1: Message

A 4*4 matrix is considered as the Plain text [A] for transmission
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Fig 2: Original message

Step 2 - Key Expansion

Actual Key Size used in this algorithm for encryption is 8 bytes.
As plain text is a 4*4 matrix, key is expanded to — 44*4 matrix
using reshape Transformation.

Mat lab code: W= (reshape (key, 4, 4));

Step 3 - Add Round Key
In this step 16 bytes of this expanded key called as round key is
added(Bitwise XORed) to the plain text to get a new text A’

Mat lab code: state_out = add_round_key (state_in,
round_key);
116]14|7 0|17 ]34 |51 5(5|4]1
713|4|4 68 |85 |102]119 71412]5
311311 136 |153 | 170187 7141114
5(5]14]|1 2041221 | 538255 4(6|3]|4
Round Key + Plain Text = New Text (A%).

Fig 3: Add round key operation

Step 4 — Sub Bytes ()
Substitute bytes — Uses an S-BOX to perform a byte-by-byte
substitution of the block. If first element in plain text is 05 it is
replaced a by 0" row 5" column s- box element.
Matlab code: Text A’ = subbyte (Text A’, s-

Box).
oo | §0 |8 |8 =:Hex s 5 s, s,
Foo | So1 | %2 | Soa1— ] So.0 | S01 | So2 | Sas
S0 g 1 S13 S0 12 | Si3
r.c Sr.c
San | 52 |Sain | %43 S30 | S21 | S22 | 23
S30 | %31 (%32 %33 S30 | S31 | S32 | S33

Fig 4: Sub Bytes () operation

Step 5 - Shift Rows ()

This step is a simple permutation where each byte in row is
shifted left. Elements in 1% row are shifted 1 position left, in 2™
row are shifted 2 positions left and at the end again we got a new
text A,

Matlab code: Text A’ = shift (Text A’’)
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Fig 5: Shift Rows () operation.

Step 6 -Mix Columns ()

Transformation operates on the State column-by-column, treating
each column as a four-term polynomial, the columns are
considered as polynomials over GF (2°).

Matlab code: state_out = mix columns (state_in, poly_mat).

MixColumns ()
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Fig 6: Mix Columns operation

Using all above steps plain text [0 17 34 51 68 85 102 119 136
153 170 187 204 221 238 255] is encrypted in Matlab 7.10.

o

Fig 7: Input text to AES algorithm
After encryption plain text is converted in completely new

cipher text [105 196 205 216 106 123 4 48 216 205 183 128
112 180 197 90]
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Fig 8: Output text of AES algorithm

At receiver, using decryption, using inverse s-box we again got
the same plain text which was transmitted by transmitter and
hence correlation obtained is 1.

i . 3 7T 0 AT 0 T T O v 0 e 0 - |
1 —u|  m s s s w2 us| 1 153 am| 187 a4 | 28 255|

¥ 1 [y BT o
Fig 9: Original Text at receiver after decryption

4. Conclusions

Wireless sensor networks are frequently used for
monitoring of crucial information therefore security of such
networks is an important issue. Advanced Encryption standard
has been rightly suggested as the most suitable symmetric cipher
for wireless sensing network applications.

Advanced Encryption standard applies many complex
mathematical calculations on plain text like reshaping of initial
key, XOR operation with polynomial matrix. This algorithm uses
10 such rounds of operation so plain text gets converted into
complete new cipher text. Use of s-box substitution makes easy
reverse track but hard to find by attacker. Also time required for
encryption is very less. For testing purpose 16 bytes of plain text
data and key is considered in future implementation on larger
data will be done.

4.1 Future Work

This paper only comments on the use of AES algorithm for
encryption of plain text. Proposed work also includes
implementation of ECC algorithm to get more complex cipher
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