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Abstract

The present paper proposes various image
steganography methods which are applied for storing the secret
information. The methods include block based steganography for
hiding the message. To test the integrity and robustness, the
proposed methods are applied on various images like human
faces, textures and medical images. For the comparison of the
quality of the stego images, delectability and the stealthiness of
the embedded information, various measures of image quality
such as MSE, MAE, PSNR, SNR, and RSNR are evaluated for
the techniques.
Keywords: Cover
performance measure.
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1. Introduction

There is a strong need for an alternative or
complement to cryptography [1,2]: a technology that can
protect content even after it is decrypted. Watermarking [3]
has the potential to fulfill this need because it places
information within the content where it is never removed
during normal usage. Decryption [5], re encryption,
compression, digital-to-analog conversion, and file format
changes—a watermark can be designed to survive all of
these processes[13][16]. A watermark is a recognizable
image or pattern that appears as various shades of
lightness/darkness when viewed by transmitted light (or
when viewed by reflected light, atop a dark background),
caused by thickness variations in the paper[4][7].Data
hiding becomes an important field as the use of public
networks such as internet[1][8][9] becomes popular.
Hiding in digital media is a young field and is growing in
an exponential rate[10]. Steganography is used to hide
information inside other. As derived from Greek, the word
steganography[11] literally means “Covered Writing”.

Steganography is the art and science of
communicating in a way which hides the existence of
communication[13][1], or it is the art of hiding information
in ways that prevent the detection of hidden messages, or it
is the art of passing information in a manner that the very
existence of the message in unknown, or it is hiding a

secret message within a larger one in such a way that
others cannot discern the presence or contents of the
hidden message. The main objectives of the security or
steganographic algorithms should be such as to provide
confidentiality [5][4], data integrity and authentication.
Applications for such a data-hiding scheme include in-
band captioning, covert communication, image tamper
proofing, authentication, embedded control, and revision
tracking[3][7].The steganography techniques can be
classified as follows: (i) Spatial domain based
steganography (ii)Transform domain based steganography
(iii)Document based steganography (iv) File structure
based steganography and (v) Other categories, e.g. video
compress encoding and spread spectrum technique based.

2. Methodology

Steganographic applications only require the
flexibility to alter Cover Object (C) in order to be able to
embed the hidden information. For these constraints to be
effectively achieved, the present paper proposes a novel
technique of steganography based on partitioning the cover
image in to blocks.In the proposed filter based hierarchical
technique, the text to be hidden in the 3 cover images is
divided into 15 unequal parts, then each part is converted
into their binary form, and the 3 cover images are divided
into 16 blocks each. A block is selected randomly from the
16 blocks in each of 3 stego images. The randomly
selected block number is converted into equivalent binary
form and stored in an array. The blocks with same numbers
are selected from 3 stego images. Now, a 5x5 window is
considered in each of the 3 blocks selected and the mean
value is calculated for those three 5x5 window. The block
with minimum value of mean of the 5x5 window is
selected. The LSB’s of the pixels other than the pixels that
are in the 5X5 sub image are replaced with the first part of
the hidden text sequentially. This procedure is repeated for
all parts of the hidden text. For the successful retrieval of
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the hidden text, the sequence of selected block numbers is
pre-appended with its length and embedded in the LSB’s
of the pixels in the 16th block of the 1ststego image. The
process of the embedding text adapting block based three
images technique is depicted in the figure 1.
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Find the length of the hidden text and append
this value to the hidden text
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Fig.1. Flow chart for data hiding adapting filter based hierarchical
technique.

In retrieval process to obtain the hidden text all
the 3 stego images must be considered. Even if one stego
image is not considered, hidden text cannot be revealed.
Initially, the 3 stego images are divided into 16 blocks.
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The 16" block of the 1ststego image is considered to
retrieve the sequence of blocks to retrieve the text
sequentially. The LSB’s of the first 8 pixels in 16th block
gives the length of the sequence of blocks and the 9th pixel
on wards the blocks order is obtained. Now, a 5x5 window
is considered in each 3 blocks and the mean value is
calculated. A block in which the 5x5 window with least
mean value is present, is selected, to get the first part of the
hidden text. The LSB’s of the pixels other than the pixels
that are in the 5x5 window are retrieved and grouped into
8 bits each. When the grouped bits are converted into
ASCII form first 8 bits give the length of the text in that
block and then onwards the 8 bits gives a character. Thus
we will retrieve the first part from that block. This
procedure is repeated until entire hidden text from the 3
stego images is retrieved.

The entire purpose of steganography is defeated if
the steganography is detectable. For some algorithms,
more data can be inserted before the personnel visually
take notice. However, by definition, the security of the
steganography algorithm is based on the statistics, but not
on perception, as most of the steganalysis take place by
identifying statistically anomalous patters in the image
pixels. Various measures are given by the Equations (1) to

(6).
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@
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Where, I is intensity of cover image, Isis intensity of
stego image, MxN is the image size and L is the peak
signal value of the cover image.

3. Results and Discussions

The proposed filter based method of
steganography is applied on the original images of figures
of 2(a) to 2(i). The hidden message
“password_mission_qgn8” is embedded in the images and
the stego images are shown in the figures 3 (a) to3 (i). The
stego images clearly indicate the robustness and integrity
of the proposed methods as the method proposes to embed
the information by imposing a hierarchical structure on a
partitioned cover image blocks. The quality parameters
specified in Equations (1) to(6) are evaluated and tabulated

in the Table 1.

() 0]
Figure 1 Original Cover Images (a) Lena(b) Barbara(c) Monalisa (d) D76
(e) D94(f) D8 (g) CT scan (h) MRI scan (i) 11-Ray.

Table 1 Measures of image quality for proposed method.

Image
name

MSE MAE | RMSE SNR RSNR PSNR

Tema | 41 65260 | 5 793800 | 6453883 | 1000000 | 1000000 | 15 737961
Human | Barhara | 49 464050 | 6425000 7033068 | 1000000 | 1000000 | 14 245010
Monalisa | §3 61575 | S 994525 | 7332229| 1000000 | 1000000 | 13 521364
D76 | 40 70600 | 5440350 | 6380133 1000000 | 1000000 | 15937614
Textares| D94 | 31890100 | 5.223550) 5.647132| 1.000000 | 1.000000 | 18.057636
DR | 69738275 | 7928275 | 8350945 | 1000000 | 1000000 | 11 261380
CTscan | 0.001675 | 0.001675 | 0.040927| 30116.164 | 173.54009 | 103.65050
MRIscan | 37273275 | 3.628425 | 6.105184 | 1.000000 | 1.000000 | 16.702853
Xeray | 7R921275 [ 7436125) 8 883765 1000000 | 1000000 | 10 186922

Medical
images
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Figure 2 Original Cover Images (a) Lena(b) Barbara(c) Monalisa (d) D76
(e) D94(f) D8 (g) CT scan (h) MRI scan (i) 11-Ray.

4. Conclusions

In the present paper, a protocol is described,
implemented, and tested for improving the robustness of
information hiding schemes. It utilizes a quad tree
structured hierarchical view of the cover object and
dynamically determines regions where changes to the
object for embedding message data. The proposed methods
maintain high perceptional quality of the stego images and
thus improve the stealthiness of the embedded message.
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