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Abstract:  
This paper describes how data mining is used in cloud 
computing. Data Mining is used for extracting potentially 
useful information from raw data. The integration of data 
mining techniques into normal day-to-day activities has 
become common place. Every day people are confronted with 
targeted advertising, and data mining techniques help 
businesses to become more efficient by reducing costs. Cloud 
computing provides a powerful, scalable and flexible 
infrastructure into which one can integrate, previously known, 
techniques and methods of Data Mining. This paper also 
discusses such technology- the technology of big data mining, 
known as cloud data mining (CDM). Data security and access 
control are the most challenging in cloud computing because 
users send their sensitive data to the cloud service providers. 
The service providers must have a suitable way to protect 
their client’s sensitive data. 
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1. INTRODUCTION: 
The increasing ability to generate vast quantities of data 
brings potentials to discover and utilize valuable knowledge 
from data. Data mining has been an effective tool to analyze 
data from different angles and getting useful information from 
data. It can also help in predicting trends or values, 
classification of data, categorization of data, and to find 
correlations, patterns from the dataset. On the other hand, 
utilizing the vast amount of data presents technical challenges 
as data storage and transfer approaches needs to deal with 
prohibitive amounts of data. The management of data 
resources and data flow between the storage and compute 
resources is becoming the main bottleneck. Analyzing, 
visualizing, and disseminating these large data sets has 
become a major challenge and data intensive computing is 
now considered as the “fourth paradigm” in scientific 
discovery after theoretical, experimental, and computational 
science [15]. 
To shift to this fourth paradigm, researchers have to plan 
strategically to perform data analysis. Cloud computing, a 
business model containing a pool of resources, provides an 
effective paradigm for this purpose. In this context, cloud 
computing is a distributed computing paradigm that enables 
large datasets to be sliced and assigned to available computer 
nodes where the data can be processed locally, avoiding 
network-transfer delays. This makes it possible for people to 
understand and utilize the trillions of rows of information in a 
data center. We strongly believe that cloud computing can be 

an effective platform for data mining. To gain more 
experience in cloud-assisted data mining, in this paper, 
we use association rule based algorithm, Apriori [5], as 
an example to study how data mining algorithms can be 
adjusted to fit the increasing demand for parallel 
computing environment of cloud. 
 
2. CLOUD COMPUTING: 
Cloud computing is an interactive communication 
model that is constituted in more than one place 
synchronously, easy to use, can be accessed whenever 
user needs, consist of configurable computing resources 
and needs minimal effort to achieve maintainability [5]. 
Nowadays cloud computing users are using services 
that they need from providers’ computing resources and 
charged as they profited [6]. Cloud computing has 
many definitions in different resources, which are 
similar to each other. As a summary, cloud computing 
can be defined as today’s computing technology that  as 
time and location independent services, shaped with 
user’s needs, has a minimum effort to maintain and 
charged as the service usage. 
2.1 Structure of Cloud Computing Architecture: 
Cloud computing architecture contains some types of 
actors, which can be either an individual or an 
organizational unit who attend cloud services/tasks. 
NIST defines five main actors [7]: 
Consumer uses the cloud computing service and can 
be either an individual or an organizational unit. A 
consumer chooses the most appropriate service or 
services, which are provided by the cloud provider. 
Besides, the services are charged against to the 
agreement that is signed between the consumer and the 
provider. 
Provider is an entity that is responsible for developing 
resources and services, which are used by individuals, 
organizations or consumers. Provider manages 
software, platform or infrastructure that is needed by 
consumers, and it builds obligatory technical 
infrastructure and provides specified service levels 
(mostly trust and security levels). 
Auditor inspects whole information technology 
processes, performance and security issues 
independently within predefined criteria. Auditor must 
be a third party and can be either an individual or an 
organizational unit.  
Broker  manageability of cloud systems is very 
complicated because of its nature. Consumers can use 
cloud services not only get in contact with the provider 
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directly but also broker. Broker organizes the connection 
between provider and consumer, and also manages 
performance and availability of the system. 
Carrier realizes connection, communication and transfers 
between provider and consumer, and also it enables 
consumers can access to the services over communication 
infrastructure and other devices such as desktops, laptops or 
any mobile devices. Distribution of the cloud services can be 
realized via network and communication infrastructure or 
communication agents, which have high storage capacity 
opportunities. 
 

 
Fig 1: Service models and actors in cloud computing. 

 
 2.2 Service Models  in Cloud Computing: 
Software as a Service (SaaS): These services are 
applications over Internet. Normally the user can run these 
applications using a web-browser. User abstract totally about 
the hardware and software that is using and simply access to a 
interface with a web browser and from there he have access to 
some information and functionalities. It‘s dedicated to current 
users; an example to this kind of services may be Google 
Docs. 
Platform as a Service (PaaS): These services are focused on 
the deployment of applications or services online letting to the 
developer manage the hardware or software necessary, 
including also a solution stack. This service includes all the 
life-cycle of the deployment of application/ service such as 
design, implementation, testing, deployment, integrity with 
databases, etc. 
Infrastructure as a Service (IaaS): These services are 
focused to offer a computer infrastructure. All the servers, 
connections, software and other resources are offered by the 
providers. And the users see it like an entire infrastructure 

hosted in the same organization. 
 
 
3. CLOUD COMPUTING DEPLOYMENT 
MODELS  
Cloud computing architects give following basic 
service models:  
• Public cloud  
• Private cloud 
• Hybrid cloud 
• Community Cloud 
Conveying distributed computing can vary relying 
upon necessities, and the accompanying four 
arrangement models have been recognized, each with 
particular attributes that help the requirements of the 
administrations and clients of the mists specifically 
ways. There exist four separate sorts of mists on the 
groundwork of who claims and utilization them: 
1) Public Clouds: A public cloud encompasses the 
traditional concept of cloud computing, having the 
opportunity to use computing resources from anywhere 
in the world. Public clouds are frequently hosted away 
from customer site, and they provide flexible 
infrastructure to cut down customer risk and cost.  
2) Private Clouds: Private clouds are assembled for 
utilization of one customer solely, furnishing the most 
extreme control over information, security, and nature 
of administration. Here, the organization claims the 
foundation and has control over how requisitions are 
circulated on it. Private mists could be manufactured 
and deliver the goods by an organization's IT 
association or by a cloud supplier. In this model, an 
organization can introduce, arrange, and work the base 
to help a private cloud inside an organization's 
undertaking data center.  
3) Hybrid Clouds: Hybrid clouds join the aspects of 
both open and private cloud models. They can help to 
give on-interest, remotely provisioned scale. The 
capacity to incorporate a private cloud with the assets 
of an open cloud might be utilized to administer 
administration levels. A half breed cloud likewise could 
be utilized to handle arranged workload spikes. Half 
and half mists present the intricacy of figuring out how 
to disperse provisions crosswise over both an open and 
private cloud. The cloud foundation comprises of 
various billows of any sort, yet the mists have the 
capability through their interfaces to permit information 
or provisions to be moved starting with one cloud then 
onto the next.  
4) Community Clouds: In Community Cloud the 
cloud base is imparted by numerous associations that 
have imparted contemplations. It is ought to be 
overseen by the associations or a third gathering and 
might as well exist on-premises or off-premises. 
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4. DATA MINING: 
Data mining is carried out over large volumes of data in order 
to pull “new information out of them that will be the basis for 
making (better) business decisions. DM is highly 
multidisciplinary field, which has its roots in statistics, 
mathematics, information theory, artificial intelligence, 
machine learning theory, data bases and in the whole series of 
other related fields. DM involves activities of searching large 
databases and data warehouses with the aim to find the 
hidden, so far unknown facts, regularities or patterns. Data 
mining represents finding useful patterns or trends through 
large amounts of data. “Data mining, the extraction of hidden 
predictive information from large databases, is a powerful 
new technology with great potential to help companies focus 
on the most important information in their data warehouses. 
Data mining tools predict future trends and behaviors, 
allowing businesses to make proactive, knowledge-driven 
decisions. 
Data Mining Techniques and its key features: 
Clustering :Useful for exploring data and finding natural 
groupings. Members of a cluster are more like each other than 
they are like members of a different cluster. Common 
examples include finding new customer segments and life 
sciences discovery. 
Classification: Most commonly used technique for predicting 
a specific outcome such as response/no-response, 
high/medium/low value customer, likely to buy/not buy. 
Association: it find rules associated with frequently co-
occurring items, used for market basket analysis, cross-sell, 
root cause analysis. Useful for product bundling, in-store 
placement, and defect analysis. 
Regression: Technique for predicting a continuous numerical 
outcome such as customer lifetime value, house value, 
process yield rates. 
Attribute Importance: Ranks the attributes according to 
strength of relationship with target attribute. Use cases include 
finding factors most associated with customers who respond 
to an offer, factors most associated with 
healthy patients. 
Anomaly Detection : Identifies unusual or suspicious cases 
based on deviation from the norm. Common examples include 
health care fraud, expense report fraud, and tax. 
 
5. CLOUD DATA MINING: 
Data mining techniques and applications are very much 
needed in the cloud computing paradigm. As cloud computing 
is penetrating more and more in all ranges of business and 
scientific computing, it becomes a great area to be focused by 
data mining. Data mining in cloud computing is the process of 
extracting structured information from unstructured or semi-
structured web data sources. 
The data mining in Cloud Computing allows organizations to 
centralize the management of software and data storage. 
Using data mining through Cloud Computing reduces the 
barriers that keep small companies from benefiting of the data 

mining instruments. The data mining in Cloud 
Computing allows organizations to centralize the 
management of software and data storage, with 
assurance of efficient, reliable and secure services for 
their users. The implementation of data mining 
techniques through Cloud Computing will allow the 
users to retrieve meaningful information from virtually 
integrated data warehouse that reduces the cost of 
infrastructure and storage. CDM (Cloud Data Mining) 
offers tremendous potential for analyzing and 
extracting the (useful) information in various fields of 
human activities: finance, banking, medicine, genetics, 
biology, pharmacy, marketing, etc. The application of 
this technology should enable that with just a few clicks 
of the mouse one can reach the desired information 
about customers, their habits, interests, purchasing 
power, frequency of purchases of certain items, location 
and so on. 
Cloud provides technology that can "handle" huge 
amounts of data, which cannot be processed efficiently 
and at reasonable cost using standard technologies and 
techniques Data mining in Cloud (CDM) is, from a 
technical point of view, a very tedious process that 
requires a special infrastructure based on application of 
new storage technologies, handling and processing. Big 
Data/Hadoop is the latest type in the field of data 
processing. 
 
6. INTEGRATED DATA MINING AND CLOUD 
COMPUTING: 
Data mining in Cloud Computing allow the 
organizations to centralize the management of software 
and data storage with assurance of efficient, reliable 
and secure services for their users. It provides 
technology that can handle large amounts of data which 
cannot be processed efficiently at reasonable cost using 
standard technologies and techniques.  
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   Fig 2 : Integrated Data Mining and Cloud Computing 
 
It also allows the users to retrieve meaningful information 
from virtually integrated data warehouse that reduces the cost 
of infrastructure and storage. We can provide new ways and 
means to effectively solve the distributed storage of massive 
data mining and efficient computing through Cloud 
Computing, mass data storage and distribution of computing, 
massive data mining environment for cloud computing. 
Extension of Cloud Computing will drive the Internet and 
technological achievements in the public service to promote 
the depth of information resources sharing and sustainable use 
of new methods and new ways of traditional data mining. The 
data mining in Cloud-Computing allows organizations to 
centralize the management of software and data storage with 
assurance of efficient, reliable and secure services for their 
users. 
6.1 Advantages of IDMCC Integration: 
The following are the advantages of the Integrated Data 
Mining and Cloud Computing Environment. 
• Virtual computers that can be started with short notice 
• Redundant robust storage 
• No query structured data 
• Message queue for communication 
• The customer only pays for the data mining tools 
• The customer doesn’t have to maintain a hardware 
infrastructure as he can apply data mining through 
a browser 
6.2 Advantages Of Using Data Mining With Cloud 
Computing: 
Cloud Computing combined with data mining can provide 
powerful capacities of management. Due to the explosive data 
growth and amount of computation involved in data mining, 
an efficient and high performance computing is an excellent 

resource necessary for a successful data mining 
application. Data mining in the cloud computing 
environment can be considered as the future of data 
mining because of the advantages of cloud computing 
paradigm. Cloud Computing provides greater 
capabilities in data mining and data analytics. The 
major concern about data mining is that the space 
required by the operations and item sets is very large. 
6.3 Disadvantages Of Using Data Mining With 
Cloud Computing: 
There are certain issues associated with data mining in 
the cloud computing. The major issue of data mining 
with cloud computing is security as the cloud provider 
has complete control on the underlying computing 
infrastructure. Special care has to be taken so as to 
ensure the security of data under cloud computing 
environment. 
 
7. ASSOCIATION RULES: 
Association rule is very popular and well researched 
method for discovering interesting relations between 
variables in large databases. Given a set of transactions, 
where each transaction is a set of items, an association 
rule is an expression X => Y, where X and Y are sets of 
items. The intuitive meaning of such a rule is that 
transactions in the database which contain the items in 
X tend to also contain the items in Y. An example of 
such a rule might be that 98% of customers who 
purchase tires and auto accessories also buy some 
automotive services; here 98% is called the confidence 
of the rule. The support of the rule X => Y is the 
percentage of transactions that contain both X and Y. 
The problem of mining association rules is to find all 
rules that satisfy a user-specified minimum support and 
minimum confidence. Applications include cross 
marketing, attached mailing, catalog design, loss-leader 
analysis, add-on sales, store layout, and customer 
segmentation based on buying patterns. The problem of 
mining association rules can be decomposed into two 
sub problems: 1. Find all sets of items (item sets) 
whose support is greater than the user-specified 
minimum support. Item sets with minimum support are 
called frequent item sets. 2. Use the frequent item sets 
to generate the desired rules. The general idea is that if, 
say, ABCD and AB are frequent item sets, then we can 
determine if the rule AB => CD holds by computing the 
ratio conf = support(ABCD)/support(AB). If conf >= 
minimum confidence, then the rule holds. That is, the 
rule will have minimum support because ABCD is 
frequent. Much of the research has been focused on the 
first sub problem as the database is accessed in this part 
of the computation and several algorithms have been 
proposed. In association rule mining algorithm, most of 
the algorithms are based on Apriori algorithm to 
calculate and in the mining process they can produce 
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amount of option set which reduce the efficiency of 
association rule mining. 
 
8.  APRIORI ALGORITHM: 
Apriori is designed to operate on databases containing 
transactions. Apriori uses a "bottom up" approach, where 
frequent subsets are extended one item at a time and groups of 
candidates are tested against the data. The algorithm 
terminates when no further successful extensions are found. 
Apriori uses breadth-first-search and a tree structure to count 
candidate item sets efficiently. It generates candidate item sets 
of length k from item sets of length k - 1. Then it prunes the 
candidate which has an infrequent sub pattern. According to 
the downward closure lemma, the candidate set contains all 
frequent k-length item sets. After that, it scans the transaction 
database to determine frequent item sets among the 
candidates. The above code gives an overview of the Apriori 
algorithm. The first pass of the algorithm simply counts item 
occurrences to determine the frequent item sets. A subsequent 
pass, say pass k, consists of two phases. First, the frequent 
item sets Lk-1 found in the (k-1) the pass are used to generate 
the candidate item sets Ck, using the Apriori candidate 
generation procedure. Next, the database is scanned and the 
support of candidates  in Ck is counted. For fast counting, we 
need to efficiently determine the candidates in Ck contained 
in a given transaction t. A hash-tree data structure is used for 
this purpose. 
 

 
 
CONCLUSION: 
Cloud Computing has given rise to a new services paradigm 
to the information technology. Cloud Computing provides 
storage of data in a server by protecting data by using data 
mining concept. Actually, we are discussing the cloud 
computing data mining for the advance use of security in data 
loss purpose. In Cloud computing, the data is being shifted 
from one server to another server in a peer to peer transaction. 
Data mining technologies provided through Cloud Computing 
is an absolutely necessary characteristic for today’s businesses 

to make proactive, knowledge driven decisions as it 
helps them have future trends and behaviors predicted. 
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