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Abstract— A cognitive radio is the radio that is aware of its 
environment. The extent of cognition or intelligence depends 
upon the power of algorithm used for learning and reasoning. 
In the process of implementing Radio networks we have to 
consider lots of issues and challenges like how we can impart 
cognition in the radio systems, will it be software driven or 
hardware oriented. Second most important thing which we 
have discussed is security threats that can degrade the 
performance of Cognitive radio Network and how these can be 
avoided. And at last we have discussed about various 
spectrum management issues that are necessary to effectively 
deploy our cognitive radio systems with efficient manner. 
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I.  INTRODUCTION  
The term ‘Cognitive’ itself defines the characteristics of a 

network i.e. an intelligent network that operates on radio 
frequency and has the capability to adapt itself to the 
dynamically changing environment. The term Cognitive radio 
first used by Joseph Mitola [1]. In this research work he 
addressed some of the communication issues like how 
inefficient utilization of spectrum can be best solved by 
network itself. He emphasized on how an intelligent network 
can take best spectrum decision without the interference of 
human being to make the network more efficient and reliable. 
Figure 1 is the cognition cycle proposed by Mitola can be 
applied to physical layer adaptation whereas outer loop is 
responsible for reasoning process. 

Cognitive radio network is a new emerging research area in 
the field of communication. . It enhances the existing 
software-defined radio, whose physical layer behavior is 
largely defined in software. Cognitive radio has the following 
characteristics. First, it is aware of its environment and its 
capabilities. Second, it is able to independently alter its 
physical layer behavior based on its previous experience and 
its current environment. Finally, it is capable of performing 
the complex adaptation strategies according to the cognitive 
cycle shown in. With these capabilities, when spectrum 
environment changes around cognitive user, it is capable of 
sensing these changes and independently changing its physical 
layer settings such as transmission power, channel selection 
and etc to meet some constraints or requirements of the users. 

 

 
Figure 1 Cognitive Cycle 

Research of cognitive radio networks has gained popularity 
because of the problems arise in the fixed spectrum allocation 
to various users. As we already know that spectrum has 
unlimited bandwidth to meet our current demands but due to 
inefficient utilization. Some of the allocated bands remain idle 
for a long time and some of the band becomes heavily loaded 
[2] thereby creating problems for its users. For example, most 
of the spectrums assigned to TV channels are idle most of the 
time, while wireless network users share a small range of 
spectrum, 2.4 G Hz and 5G Hz. When there are many wireless 
users at a time, the network is congested because of the 
limited channel. With the spectrum opportunities provided by 
the cognitive radio network, the wireless network users are 
able to share the idle spectrum for TV channel, on the 
condition that it does not interfere with the normal TV 
channel. 
Following are some of prime areas where we have to work 
upon to make Cognitive Radio more efficient and reliable so 
that can fulfill the demands of its users and the same time it 
provides quality of services in a better way. 

II. SPECTRUM SENSING AND SHARING: 
First and most important issue in Cognitive Radio is to 
separate primary user signal from Secondary user signal. 
Primary users are those who have the legal right to access the 
spectrum in a non interference basis [11] and secondary users 
are the opportunistic user who can access the spectrum band 
when it is free. Secondary users must have to abandon the 
network when primary user is accessing it. To utilize the 
network efficiently we must have some powerful spectrum 
sensing techniques which are capable of distinguishing the 
primary and secondary users and at the same time take the best 
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policy decision to make the network available to secondary 
users also when primary users are not using the band. This 
way spectrum can be used in its best way possible. 
We have used two terms Sensing and Sharing in a single go 
because these are complement to each other. Once cognitive 
radio senses the presence of primary or secondary signal it 
must allocate spectrum channel on sharing basis. Sharing can 
be done through giving the priority to primary user. The prime 
issue in this regard is how cognitive radio allocates and share 
the band in different working environment i.e. (i).when only 
primary users are accessing the network, (ii).When only 
secondary users are accessing the network (iii).When both 
primary and secondary users are accessing the network. So it 
is a must to do task for the Cognitive Radio to make 
cooperation and coexistence policies for each of the working 
environments described above [9]. If a secondary user detects 
a primary user in the current band, it must switch to some 
other free band giving access to licensed primary user. On the 
other hand if the secondary user detects other secondary users 
then it can remain in the same band on coexistence basis and 
can share the network resources with other secondary users.  
 

III. SECURITY ISSUES IN COGNITIVE RADIOS: 
Spectrum Security is one of the prime concerns when working 
with Cognitive radios. Security threat to network can result in 
misuse of the network. Sometime it also leads to network 
congestion or total failure of the network. There are two types 
of security threats that might affect the performance of 
Cognitive Radio Network [8]. Spectrum access related threats 
and software related threats. The former can be further divided 
into spectrum sensing related threats and spectrum sharing 
related threats. 
In the first category, the threat can also be called primary user 
emulation attack where secondary user pretends to be a 
primary user and gains the right to access the licensed band on 
non interference basis. In this type of attack our intelligent 
network may consider secondary user as primary and give it 
access as if it is a primary user. The impending effect of 
primary user emulation attack depends upon the secondary 
user’s ability to distinguish attacker’s signals from actual 
primary signal while conducting spectrum sensing. Feature 
based spectrum sensing methods like energy detection 
methods are the most vulnerable to such types of attacks 
where sensing is solely based on detecting the presence or 
absence of primary signals. 
Spectrum sharing related threats targets the spectrum 
resources shared by various users making them unavaible to 
the users. These types of security threats either maliciously 
acquire the resources or block the resource making other users 
starving for an indefinite time. Users either sit idle or 
contentious with other users for acquiring the resources 
thereby hampering the performance of the network. 

 
Figure 2 Various Categories of Security threats in 

Cognitive radio 
Since cognitive radio works on real time environment, its 
software must also have the power to operate in real time and 
have the ability to reconfigure itself in the dynamically 
changing environment. Software define cognitive radio is also 
vulnerable to various types of attacks such as software cloning 
and tempering. There is very less research has been done to 
address software related security issues. But the threat posed 
by this is very serious because intruders may get advantage of 
manipulating the software and can make changes in it 
according to his will. In essence software that supports 
cognitive radio should also be protected. 

IV. COGNITION POWER: ALGORITHMS FOR REASONING AND 
LEARNING 

The first and prime concern is how we can impart cognition or 
intelligence into radio networks. Lots of research is being 
carried out to device algorithms capable of inducing 
intelligence into radio networks. Some studies have shown 
that Genetic algorithms [4] are the basic building blocks for 
the development of Cognitive radio networks. These 
algorithms can solve the problems of channel allocation and 
power control but focus only on single objective such as 
minimizing bit error rate or maximizing singnal-to-
interference-and-noise-ratio which leads to poor solutions 
because it ignores the important objectives such as delay, 
spectral occupancy, power expenditure or computational 
complexity. So it is necessary for the optimizer to excel 
genetic algorithms in solving multiple objective problems. But 
it is very difficult to optimize genetic algoritms due to its slow 
convergence [3], as cognitive radio works on real time 
environment so this slow convergence is unacceptable. In brief 
selecting efficient algorithms is major area to think upon. First 
we must have to formulate a cognition model for Radio 
networks and then device some strategies to select best 
optimized algorithms that fits into our cognition model. We 
have to consider several network parameters like link 
conditions, user policy or environment observation while 

73 
 

http://www.ijiset.com/


IJISET - International Journal of Innovative Science, Engineering & Technology, Vol. 2 Issue 5, May 2015. 

www.ijiset.com 

ISSN 2348 – 7968 

 

selecting an optimized algorithm. On the basis of current 
observed conditions, take the best possible action based on 
past experience with a metaheuristic optimized algorithm. 

V. SPECTRUM MANAGEMENT POLICIES FOR COGNITIVE RADIO:  
Cognitive radio network has lot of concerns with their users. 
As it has to work with both licensed as well as unlicensed 
users [5], its performance is solely based upon its power to 
handle its users in both homogenous as well as heterogeneous 
environment. Here Spectrum management policies will play 
very crucial role while implementing Cognitive radio Systems. 
The first issue is cognitive Radio network is avoiding 
interference with primary networks and at the same time 
provide seamless communication regardless the appearance of 
primary users. Its spectrum decision for allocating the channel 
must be robust enough so that each user will be able get its 
share on non interference basis thereby avoiding any kind of 
conflicts between the homogeneous users. Spectrum mobility 
is another key management issue where network has the 
power to switch to some other vacant band when it detects the 
presence of primary users thereby provides Quality of Service 
(QoS) at its best possible way. 

VI. CONCLUSION 
Effective utilization of spectrum is one of the key research 
areas in recent years. As more and more number of users are 
being added to the wireless network every year, it become 
imperative that how we can make our network capable enough 
to handle a variety of users without human intervention. 
Cognitive radio is the best alternative to this problem. It is an 
intelligent network which has the ability to adjust its 
parameters according the environment in which it is operating. 
It has the potential to make decision based on the past 
experience and has the power to learn and reason for the future 
decisions. To implement Cognitive Radio we must have to 
address various key pertaining to reasoning and learning 
process of network, security threats to network access and 
spectrum management policies that will be used to provide 
Quality of Service to its users. 
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