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Abstract 

As the usage of the wireless networks are increasing now-a-days, 
the roaming user able to access the network service when they 
are in the foreign domain. The security for the roaming user in 
the foreign domain can be provided by authenticating the 
subscription details of the roaming user in the home server. The 
subscription details include subscriber ID, home server 
agreement key and user authentication key. Unfortunately, the 
authentication scheme involves novel three-round anonymous 
roaming protocol that uses a pseudo-identity-based signcryption 
that has serious practical shortcomings, such as high 
communication, computation costs and huge revocation lists. To 
overcome this drawback, a new protocol introduced that provides 
efficient revocation with a short revocation list and efficient 
authentication technique called as ECDH (Elliptic Curve Diffie-
Hellman) which focus on the security and privacy level 
challenges in roaming service using random key generation 
method. Thus the anonymous authentication routing protocol 
protects the information from unauthorized users and avoids 
denial of service attacks (DOS). ECDH extends the anonymous 
scheme to deal with the revocation list with two or more foreign 
servers; also it extends backward and forward un-linkabilities  
and  hop  by  hop  anonymity. 
 
Keywords: Authentication,, Anonymous Roaming Protocol, 
Signcryption, Revocation List, ECDH Algorithm. 

1. Introduction 

 The number of mobile phones and wireless Internet 
users has increased significantly in recent years. With the 
development of wireless technologies, mobile services have 
dramatically increased to provide a more convenient life to 
people. Among these services, the roaming service allows 
mobile device users to use network services even when they 
reside in foreign domains. The basic roaming service 
involves a home server, a foreign server, and a roaming user. 
For secure roaming service, the foreign server must  

Authenticate the roaming user, who originally subscribed to 
the home server. Hence, an authentication mechanism is an 
important requirement for providing secure roaming 
services. 
 
1.1 Mobile Ad-Hoc Networks 

 Mobile Ad-Hoc network is an autonomous 
system, where nodes/stations are connected with each 
other through wireless links. There is no restriction on the 
nodes to join or leave the network, therefore the nodes 
join or leave freely. Mobile Ad-Hoc network topology is 
dynamic that can change rapidly because the nodes move 
freely and can organize themselves randomly. This 
property of the nodes makes the mobile Ad-Hoc networks 
unpredictable from the point of view of scalability and 
topology. 
 
1.2 Security Criteria for Mobile Ad-Hoc 

 Before we survey the solutions that can help 
secure the mobile ad hoc network, we think it necessary to 
find out how we can judge if a mobile ad hoc network is 
secure or not, or in other words, what should be covered in 
the security criteria for the mobile ad hoc network when 
we want to inspect the security state of the mobile ad hoc 
network. In the following, we briefly introduce the 
widely-used criteria to evaluate if the mobile ad hoc 
network is secure. 
 
1.3 Availability 

 The term Availability means that a node should 
maintain its ability to provide all the designed services 
regardless of the security state of it. This security criterion 
is challenged mainly during the denial-of-service attacks, 
in which all the nodes in the network can be the attack 
target and thus some selfish nodes make some of the 
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network services unavailable, such as the routing protocol 
or the key management service. 
 
1.4 Integrity 

 Integrity guarantees the identity of the messages 
when they are transmitted. Integrity can be compromised 
mainly in two ways: 

• Malicious altering 
• Accidental altering 

 A message can be removed, replayed or revised 
by an adversary with malicious goal, which is regarded as 
malicious altering; on the contrary, if the message is lost 
or its content is changed due to some benign failures, 
which may be transmission errors in communication or 
hardware errors such as hard disk failure, then it is 
categorized as accidental altering. 
 
1.5 Confidentiality 

 Confidentiality means that certain information is 
only accessible to those who have been authorized to 
access it. In other words, in order to maintain the 
confidentiality of some confidential information, we need 
to keep them secret from all entities that do not have the 
privilege to access them. 

 
1.6 Authenticity 

 Authenticity is essentially assurance that 
participants in communication are genuine and not 
impersonators. It is necessary for the communication 
participants to prove their identities as what they have 
claimed using some techniques so as to ensure the 
authenticity. If there is not such an authentication 
mechanism, the adversary could impersonate a benign 
node and thus get access to confidential resources, or even 
propagate some fake messages to disturb the normal 
network operations. 
 
1.7 No Repudiation 

 Non repudiation ensures that the sender and the 
receiver of a message cannot disavow that they have ever 
sent or received such a message. This is useful especially 
when we need to discriminate if a node with some 
abnormal behavior is compromised or not: if a node 
recognizes that the message it has received is erroneous, it 
can then use the incorrect message as an evidence to notify 
other nodes that the node sending out the improper 
message should have been compromised.  
 
1.8 Authorization 

 Authorization is a process in which an entity is 
issued a credential, which specifies the privileges and 

permissions it has and cannot be falsified, by the 
certificate authority. Authorization is generally used to 
assign different access rights to different level of users. 
For instance, we need to ensure that network management 
function is only accessible by the network administrator. 
Therefore there should be an authorization process before 
the network administrator accesses the network 
management functions. 
 
1.9 Anonymity 

 Anonymity means that all the information that 
can be used to identify the owner or the current user of the 
node should default be kept private and not be distributed 
by the node itself or the system software. This criterion is 
closely related to privacy preserving, in which we should 
try to protect the privacy of the nodes from arbitrary 
disclosure to any other entities. 

2. Roaming Service 

 A roaming system should consider not only security 
but also privacy. To provide secure roaming environment, 
mutual authentication, key establishment, should be 
considered. Anonymous authentication that supports 
anonymity and unlinkability should also be designed for 
location privacy. However, an anonymous RU (Roaming 
User) should be traced or revoked for the sake of the 
security of the roaming system when problems such as legal 
issues or malicious events arise. 
 
 2.1 Home Server and Foreign Server  

 Home server (HS) and Foreign Server (FS) have 
roaming agreements so only user can access the data in 
wireless network. User wants to access the data while their 
roaming means he/she has a proper registration and 
authentication process so only FS server allow the data 
during their roaming. In this case Security assessment is one 
of the important for their data so only user may travel across 
the networks User privacy like movement pattern, network 
usage habit etc. Should be protected from potential 
adversary through   roaming  protocols. 
  
 

2.2 Network Model  

 The proposed roaming protocol comprises a Home 
Server (HS), a Roaming Use (RU), and a Foreign Server 
(FS), as shown in Fig. 1.1. In this structure, each server (HS 
and FS) performs the role of a Private Key Generator 
(PKG). Before joining roaming services, each RU is 
registered with its HS. We also assume that the HS and FS 
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make an agreement for roaming services and create a 
roaming key. Each server and roaming user also possesses a 
signing/verification key (Prix, Pubx) for use in a 
conventional digital signature algorithm (e.g., ECDSA) and 
they have information about the public parameters of all 
servers. They are assumed to be synchronized at Greenwich 
Mean Time (GMT). 
  
2.3 Anonymity and Signature Unforgeability 

 Authentication is required to ensure that roaming 
services are offered to legitimate entities. Thus, roaming 
protocols should provide mutual authentication between an 
RU and an FS. To provide secure authentication, the 
signature algorithms used by roaming protocols should be 
un-forgeable by an adversary. 

3. Related Works 

 Nowadays mobile technology and wireless network 
are interconnected together. Wireless transaction are done 
through Public atmosphere so no of attackers are increased. 
Limited no of bandwidth could not provide better security 
for the user due to the high communication and 
computational cost. Hence it is more disputes to propose 
security modules and protocols for defending wireless 
communication. We have reviewed and evaluated the 
security and privacy problem of existing research works and 
analyze the drawbacks of the many articles. This section 
shows the existing proposed techniques and its varying. 
 
 LBSs and applications have been emerging with the 
rapid development of indoor and outdoor positioning 
technologies such as GPS and RFID. Localization systems 
such as pols have been developed to support end device 
controlled location determination. Standards exist in both the 
3G. In particular, the IETF geo privacy group identifies the 
need to securely gather and transfer location information for 
location services, while at the same time protecting the 
privacy of the individuals involved. They do not identify the 
requirements for LBSs in future large-scale community and 
social networks. No group-based privacy control solution is 
identified and no user-based solution is proposed.  
 
 Hyo Jin Jo et al, studied the existing three-party 
roaming protocol mechanisms and analyze the required 
assistance of the home servers, and also studied the two 
party roaming protocols have weak security , weak 
anonymity, insecurity in the CK model, backward 
linkability, and leakage of the session key or inefficient 
operations. They were the problem in high authentication 
and revocation costs. Hence in two-party roaming 
protocols requires the revocation lists to revoke invalid 

users. A revocation list includes the revocation 
information associated with each Revoked User (RU). It 
uses group signature algorithms to authenticate users 
anonymously. However, these algorithms generally 
involve a high revocation cost, depending on the number 
of RU. 

 
 Yan Sun et al approaches is based on offering the 
members of the location information group keys  (GKs) 
that enables them to decrypt the location information. For 
this GK management this paper proposes a Rebalancing 
algorithm to maintain rekeying performance with GK 
management. This article supports the free coupling 
through a network, thus permit third-party control. This 
paper provides a protocol like suitable key distribution, 
Multimedia Internet Keying (MIKEY), and Logical Key 
Hierarchy (LKH) protocol. These protocols are used to 
maintain hierarchical location information dissemination 
for flexible location privacy control for effective message 
delivery and group management complexity. Hence it does 
not support the multicast communication. And they were 
computational cost is also high. They were user anonymity 
problem from this approach. 

 
 Hence the proposed ECDSA method  provides a 
high quality for monitoring services for the locations of 
system user. Hence this approach provides a high quality 
location monitoring. The resource-aware algorithm is one 
which is used to reduce communication and computational 
cost, while the quality-aware algorithm is used to reduce 
the size of cloaked areas in order to generate more 
accurate aggregate locations. Here they use spatial 
Histogram model to analyze the aggregate locations from 
sensor node to estimate the monitored objects. Hence this 
approach reduces the quality of monitoring services. 

4. Location Management 

 Location management deals with how to keep 
track of an active mobile station within the cellular 
network. A mobile station is active if it is powered on. 
Since the exact location of a mobile station must be known 
to the network during a call, location management usually 
means how to track an active mobile station between two 
consecutive phone calls. There are two basic operations 
involved with location management: location update and 
paging. The paging operation is performed by the cellular 
network. When an incoming call arrives for a mobile 
station, the cellular network will page the mobile station in 
all possible cells to find out the cell in which the mobile 
station is located so the incoming call can be routed to the 
corresponding base station. This process is called paging. 
The number of all possible cells to be paged is dependent 
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on how the location update operation is performed. The 
location update operation is performed by an active mobile 
station. 

 
A location update scheme can be classified as 

either global or local. A location update scheme is global 
if all subscribers update their locations at the same set of 
cells, and a scheme is local if an individual subscriber is 
allowed to decide when and where to perform location 
update. A local scheme is also called individualized or 
per-user based. From another point of view, a location 
update scheme can be classified as either static or 
dynamic. A location update scheme is static if there is a 
predetermined set of cells at which location updates must 
be generated by a mobile station regardless of it mobility. 
A scheme is dynamic if a location update can be generated 
by a mobile station in any cell depending on its mobility. 
A global scheme is based on aggregate statistics and 
traffic patterns, and it is usually static too. Location areas 
in and reporting centers in are two examples of global 
static schemes. A global scheme can be dynamic. 

5. Security Analysis 

Security issues were not properly addressed in 
the first-generation (1G) analog systems. With low-cost 
equipment, an intruder could eavesdrop user traffic or 
even change the identity of mobile phones to gain 
fraudulent service. Given this background, security 
measures were taken into account in the design of second-
generation (2G) digital cellular systems. The Global 
System for Mobile (GSM) communications was designed 
from the beginning with security in mind and has adopted 
several mechanisms to provide user authentication and 
user data confidentiality. To prevent fraudulent use of 
wireless services, the GSM network authenticates the 
identity of a user through a challenge-response 
mechanism, that is, the user proves its identity by 
providing a response to a time-variant challenge raised by 
the network. When the user roams into a foreign network, 
the home network transfers a set of authentication data 
(calle triplets) to the foreign network. Based on each 
triplet, the foreign network can authenticate the user 
without the involvement of the home network. 

 
5.1   Redirection Attack 

Assume that an adversary is operating a device 
having the functionality of a base station. Such a device is 
called a false base station and is commercially available, 
e.g., IMSI catcher. Also assume that the adversary’s 
device is capable of emulating a mobile station. Through 
the device, the adversary can impersonate as a genuine 

base station and entices a legitimate mobile station to 
camp on the radio channels of the false base station. The 
adversary can also impersonate as a legitimate mobile 
station and establishes connection with a genuine base 
station. This integration of false base/mobile stations 
allows the adversary to relay messages in between a 
legitimate mobile station and a genuine base station. 

6. Contribution of Proposed System 

  
 
 
 

 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

Fig 1.1 Node Verification and Revocation List   
Maintenance 

 
The proposed system proposes a new scheme 

protocol as AARP scheme, to perform secure data 
transmission to overcome the insider attacker in MANET. 

This anonymous authentication roaming protocol 
(AARP), have the following distinctive features 

 Key creation 
 Node position verification 
 Key verification  
 signature verification and authentication 

1) Each user secret key issued by the home server 
is bounded to an expiry time. It is infeasible to use an 
expired user secret key for successful authentication.  
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2) The design leads to a shorter revocation list 
which only contains the information on prematurely 
revoked identities but not those expired naturally. 

3) The overall computation time and cost in the 
authentication will be greatly reduced since most of the 
portion is consumed by revocation check in situations 
where expired keys contribute most to user revocation 

In the protocol, this requires a group signature 
scheme as a primitive for both anonymous authentication 
and premature revocation. 

7. Methodology 

HS first performs the initial process phase which 
is composed of an HS setup step, a roaming agreement 
step and a registration of RU step for preparation of 
roaming service.In the HS setup step, HS generates its 
own public parameters and secret values. Upon 
completing the HS setup step, the roaming agreement step 
and the registration of RU step are conducted to issue 
secret values of FSs and RUs. The anonymous roaming 
system phase consists of a roaming protocol step and a 
revocation step. In the roaming protocol step, the proposed 
roaming protocol which satisfies requirements is executed. 
In the meantime, the revocation step supports the roaming 
protocol step to exclude malicious RUs from the proposed 
roaming system. 

 
When an RU roams from the HS’s area to an 

FS’s area, the RU and FS exchange a signature with each 
other. If these signatures are verified successfully, they are 
mutually authenticated since the signature algorithms used 
in our protocol are unforgeable. If a polynomial time 
adversary A can generate the signature σPIDi,j of RUi on a 
modified message M, this contradicts the result. Likewise, 
the unforgeability of the ECDSA signature algorithm is 
proved. Hence, if A does not know the private keys of 
roaming entities, the signatures used in our protocol 
cannot be forged within polynomial time. 

 
1) Subscription Validation: the foreign server is 

sure about the identity of the home server of the user; 
2) User Anonymity: besides the user and the 

home server, no one including the foreign server can tell 
the identity of the user; 

3) User Un-traceability: besides the user and the 
home server, no one including the foreign server is able to 
identify any previous protocol runs which have the same 
user involved. 

4) Provision of User Revocation Mechanism :due 
to various reasons (e.g., the subscription period of a user 
has expired), the foreign server should be able to find out 
whether a roaming user is revoked; 

5) Server Authentication: the user is sure about 
the identity of the foreign server; 

6) Key Establishment: the user and the foreign 
server establish a random session key which is known 
only to them and is derived from contributions of both of 
them such that the home server cannot predict the value of 
it. 

 
 

7.1 Algorithm 1:Hop Key  Initial State 

Input: a n- number of nodes passing data with the   key. 

Output: Verified key with true or false 
1. Compute µ(v) for each v ∈ T   (where T--- total no of 
nodes, v—each node in the n/w) 
Create U key and append with header containing increase 
decimal number in order 
2. for v = 0 to n − 1 in pass key do 
3. if v ≥ µ(v) then A[v] = 1 else A[v] = 0 
4. Execute Send operation with key 
5. for v = 0 to n − 1 in parallel do 
6. if v ≥ µ(v) then U[A[v]] = v 
Append verification detail 
7. for v = 1 to jUj ¡ 2 in parallel do 
8. p[U[v]] = p[U[v + 1]] 
 Key in the revocation list [v] 
9. for v = 1 to n ¡ add  0|1  in parallel do 
10. T[v] = p[v] 
 
7.2 Algorithm 2 : Revocation Verification State 

Input: a generated key in the node U 

Output: ´(v) for each node v 
1.  p[U] = b[0,1] binary conversion  
2. for v = 1 to n ¡  in parallel do1 
3. p[v] = g[v] = C[v] declare node v T is normal node 
4. p[n ¡ 1] = g[n ¡ 1] = 0 
5. Compute ´(v) for each node v on vector g 
Verify U containing all appended unstable bits in v nodes 
in left to right order 
6. for v = 0 to n ¡ 1 in parallel do 
7. if v ¸ ¹(v) then A[v] = 1 else A[v] = 0 then v  T is an 
attacker node 
8. verify updated revocation list  v 
9. for v = 0 to n ¡ 1 in parallel do 
10. if v ¸ ¹(v) then U[A[v]] = v 
Provide updated revocation list 
11. for v = 2 to jUj ¡ 1 in parallel do 
12. p[D[U[v]] = D[v ¡ 1] from server cache 
 

The computational complexity of this algorithm 
is optimal, indeed, AARP key creation can be 
implemented in O(log n) time. Details on efficient 
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transformation of a Key into a regular binary Key is 
described in above algorithm steps. The binary appending 
appearing in the algorithm require O(1) time with n 
processors and do not imply concurrent reading or writing. 
Applying a encoding technique all these operations can be 
scheduled on O(n= log n) processors in O(log n) time. 
The overall cost is linear and thus the algorithm is optimal. 
 
7.3 Node Verification Steps 

Step 1: Initial Key value is assigned as decimal digits; 
initially it will be an 8 digit key,Once it passed to another 
FS then the key will be verified before providing the 
service. 
A= {a1,a2, a3,……an} 
Step 2: verify the position p of every node N 
Step 3: verify the updated key and give service 
Step 4: append acknowledgement 
Step 5: If in authenticate node found, then change the hop 
and transmit the attack information to all. 
 
8. Performance Analysis 

A perfect and secure roaming over wireless 
network is highly desirable to mobile users. Roaming 
services are being designed to allow authorized users to 
get access to wireless network services when they are 
away from their home location. But ensuring the security 
and efficiency of this process is challenging. Even though 
the security enhancements are already defined for all 
communication systems, the roaming services have 
special requirements to handle vulnerabilities in roaming 
servers. The existing system focuses on the security and 
privacy level challenges in roaming services using 
anonymous authenticated routing protocol. The system 
extends the anonymous scheme to deal the revocation list 
with two or more foreign servers.  
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9. Conclusions 

 The system proposed an AARP based security 
protocol against privacy attacks in the MANET. 
Especially, the approach effectively prevents the data from 
potential damages due to data attackers and this also 
protects data by using updated revocation function. We 
proposed ECDH based anonymous authentication roaming 
protocol that supports efficient revocation of naturally 
expired credentials. It relies on the underlying newly 
designed group signature scheme which can bind the 
expiry time to the secret key of every user. With this new 
feature, expired keys are no longer needed to be included 
in the revocation list since the authentication token 
generated by those keys will be invalid. This results in a 
significant efficiency improvement for revocation 
checking, due to the elimination of the expired keys in the 
revocation list. 
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