IJISET - International Journal of Innovative Science, Engineering & Technology, Vol. 2 Issue 5, May 2015.
www.ijiset.com

ISSN 2348 — 7968

Implementation of AES algorithm

Suraj Hirekudi.
M.tech microelectronics and control systems
BLDEA’s V.P.Dr. P.G halakatti college of engineering and technology,vijayapur-586103
karnataka,india

Abstract

The National Institute of Standards and Technology
(NIST) has initiated a processto develop a Federal information
Processing Standard (FIPS) for the Advanced Encryption
Standard (AES), specifying an Advanced Encryption
Algorithm to replace the Data Encryption standard (DES) the
Expired in 1998. NIST has solicited candidate algorithms for
inclusion in AES, resulting in fifteen official candidate
algorithms of which Rijndael was chosen as the Advanced
Encryption Standard.
Since the selection of the Rijndael cryptosystem as new
Advanced Encryption Standard (AES) in 2000, man hardware
implementations of AES have been reported. Some of these
implementations are optimized for speed, some for area, some
for  reconfigurability, and some for  low-power
applications.This is carried out in the Cadence Tool with NC
simvision.

Keywords- Reversible logic, Advanced Encryption Standard,
low-power synthesis

I. Introduction

The National Institute of Standards and
Technology, (NIST), solicited proposals for the
Advanced Encryption Standard, (AES). The AES is a
Federal Information Processing Standard, (FIPS), which
is a cryptographic algorithm that is used to protect
electronic data. The AES algorithm is a symmetric block
cipher that can encrypt,(encipher), and decrypt,
(decipher), information. Encryption converts data to an
unintelligible form called cipher-text. Decryption of the
cipher-text converts the data back into its original form,
which is called plaintext. The AES algorithm is capable
of using cryptographic keys of 128, 192, and 256 bits to
encrypt and decrypt data in blocks of 128 bits.Reversible
logic circuits have attracted the attention of researchers
in recent years for mainly two reasons. Firstly,Landauer
showed that during logic computation, every bit of
information loss generates KTIn2 joules of heat energy,
where K is the Boltzmann’s constant and T is the
absolute

temperature of environment. And, according to Bennet ,
for theoretically zero energy dissipation, computations
have to be reversible in nature. Secondly, quantum
computions which are the basis of quantum computers
are reversible in nature.
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Figl:AES Block diagram

The input and output for the AES algorithm consists of
sequences of 128 bits. These sequences are referred to as
blocks and the numbers of bits they contain are referred
to as their length. The Cipher Key for the AES algorithm
is a sequence of 128,192 or 256 bits. Other input, output
and Cipher Key lengths are not permitted by this
standard. The bits within such sequences are numbered
starting at zero and ending at oneless than the sequence
length, which is also termed the block length or key
length. The number “i” attached to a bit is known as its
index and will be in one of the ranges 0

i<1920r0

key length specified.

I[1I.LENCRYPTION PROCESS
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Add Round Key

In the Addition of Round Key transformation
Add RoundKey, a Round Key is added to the
State by a simple bitwise XOR operation

Each of the 16 bytes of the state is XORed against each
of the 16 bytes of a portion of the expanded key for the
current round. The Expanded Key bytes are never
reused. So once the first 16 bytes are XORed against
the first 16 bytes of the expanded key then the expanded
key bytes 1-16 are never used again. The next time the
Add Round Key function is called bytes. example:
11010100 XOR 11111111 = 00101011 (Hex 2B).

Substitute Bytes

The bytes substitution transformation Bytesub (state) is
a non-linear substitution of bytes that operates
independently on each byte of the State using a
substitution table (Sbox).

Shift Rows

This block functions Circular byte shift in each
1. 1strow is unchanged
2. 2nd row does 1 byte circular shift to left
3. 3rd row does 2 byte circular shift to left

4. 4th row does 3 byte circular shift to left.

Mix column

This is perhaps the hardest step to both understand and
explain. There are two parts to this step. The first will
explain which parts of the state are multiplied against
which parts of the matrix. The second will explain how
this multiplication is implemented over what’s called a
Galois Field.

Matrix Multiplication

The state is arranged into a 4 row table (as described in
the Shift Row function).
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The multiplication is performed one column at a time (4
bytes).  Each value in the column is eventually
multiplied against every value of the matrix (16 total
multiplications). The results of these multiplications are
XORed together to produce only 4 result bytes for the
next state. There fore 4 bytes input, 16 multiplications
12 XORs and 4 bytes output. The multiplication is
performed one matrix row at a time against each value
of a state column.

IV.INTERMEDIATE RESULTS
ENCRYPTION

Substitute Bytes simulation

Shift Rows simulation
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Add Round Key simulation
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