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Introduction 

             The recent technological developments in the fields of information technology (IT) & 

communication systems have caused great effects in many fields & spheres of our life, the thing 

that has produced another challenge on parallel domains. And consequently created alternatives to 

certain things( we used to exalt) in the past, perhaps  due to overconfidence on those who work on 

the above mentioned fields. 

 Documents; Being one of the domains fundamentally affected by the revolution of 

information technology  in terms of circulation, saving & transactions ,Have made it  incumbent 

upon us to study the potentiality of new methods to administer documents in light of the 

technological advancement which has overrun all walks of life. 

 It is also necessary to study ways of protecting documents against the risks of forgery, 

modification, leakage & all the phenomena of fraud and deception done through the use of 

packages of data. 

 We must also study means by which we can archive a document, for it will be a 

trustworthy reference for all kinds of economical, social, political, and security transactions. 

 Moreover; constant demographical changes need to be closely observed & examined for 

the benefit of future generations, the thing that will help them to conduct analysis vital for making 

decisions crucial to all humanity. Along with that; there is a need to study relevant lawful 

legislations which would regulate the circulation of these documents according to the laws of 

copyright organization (WIPO). 
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All the above inquiries formed the basic foundation for the idea of the research; the idea has been 

made possible by putting forth the basic concepts of documents security on the basis of (Digital 

Right Management for Multimedia). 

Abstract: 

 This research approaches the concept of (Digital Right Management for 

Multimedia) in terms of Identification, Structure, Technology and a variety of different 

patterns for the safe keeping of multimedia contents and to safeguard the elements of 

digital information. It also approaches the manner by which a document is protected 

through (Digital Right management for Multimedia), Protection of document is conducted 

via the designing of a simplr framework capable of converting a written document into a 

digital one, Then encode it, add the water mark, digital signature, convert it into (Portable 

Document Format)PDF and finally compact it.   

Such framework has been practically applied on a document at The Sudan's National 

documents office because it contains important historical documents. Having applied this 

framework; main objectives by which we can carry out the encoding process and 

techniques of water mark have been achieved. They help in verifying and confirming the 

authenticity and credibility of multimedia information, maintain the confidentiality and 

safe transmission of contents, exercise control over copying to protect the contents of 

multimedia against illegal publication and to confine the ownership of the document.         

UKeywords 

Multimedia:includes a combination of text, audio, still images, animation, video, or 

interactivity content forms 

Digital rights management (DRM): is a class of technologies that are used by hardware and 

software manufacturers, publishers, copyright holders, and individuals with the intent to control 

the use of digital content and devices after sale 

 Encryption: Encryption is the conversion of electronic data into another form, called 

ciphertext, which cannot be easily understood by anyone except authorized parties 
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 Signature: is a handwritten (and often stylized) depiction of someone's name, nickname, or 

even a simple "X" or other mark that a person writes on documents as a proof of identity and 

intent. The writer of a signature is a signatory or signer. Similar to a handwritten signature 

UResearch problem: 

 Documents in their current form (whether manually or electronically) are exposed to 

many problems   & obstacles that limit their credibility due to the existence of adverse factors 

related to their security & management, This situation has raised a fundamental question!! 

 What are the best scientific and practical methods that can help us to enhance the 

credibility of a document; and turn it into a trustworthy reference; as well as being a 

constitution that governs the different circulation processes??? In particular those documents 

spread all over the web sites, Internet relay chat media, and documents employed in e. 

commerce and duty free e . Market transactions. 

In order to answer the above question we need to look into the following: The characteristics, 

concepts and basis upon which digital documents are managed; are not clearly defined. 

• There is a growing tendency at the level of individuals and government towards the use 

of digital documents in scientific and commercial activities. 

UThe importance of the research 

The importance of this research emanated from the fact that it represents the scientific, 

practical and lawful framework for the safety of documents .It also exemplify the manner 

by which packages of data are managed under the pressure of many challenges and 

variations. 

Some of these challenges are: 

• Documents have become subject to confusion and doubt about their credibility. 

• The hacking and leakage of confidential documents such as military plans and 

scientific research under experiment phase. 
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• The issues of electronic publication and what might result from them if they are to 

be  proved through furnishing  documents that can damage the interests and 

reputation of the people who use them or otherwise can be used against them 

• The overlapping of the aws and legislations that regulate the exchange of 

documents and make it available for transactions. 

• The positive role played by digital documents in the development of scientific 

research. 

• The role of electronic data process system(EDPS) in developing the work related to 

documents in all kinds of commercial and administrative businesses which are vital 

to both government and private sector.  

Uobjectives of the research 

 There are many objectives which might help in making this paper either a source of 

reference or a contribution to discuss the issue of documents in terms of quality & quantity. 

UThe followings are some of the objectives: 

• To shed light on the crises and obstacles that faces Multimedia. 

• To encourage the conversion of paper documents into an electronic one and to confirm 

its credibility 

• To enlighten users of the digital document about its advantages. 

• To emphasize the use of technical packages on all processes of encoding and e. 

signature. 

• To acquire knowledge about the legislative aspects that governs the transactions of 

Digital Documents and also to determine their ownership. 

• To set up a framework concerned with the safety of documents and educate users about 

it so as to limit the phenomena of electronic piracy. 
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• To confirm the concept that nations maintain their culture and heritage by preserving 

their documents against forgery and procrastination. 

• To systematize and invest documents so that they can be used positively in the fields of 

scientific research and other domains as well. 

• To control planning, designing and operation of computer systems based on documents. 

• To define the concept of digital documents management. A procedural definition in 

agreement with the actual function of the document in light of constant changes of 

today's world. 

• To specify the requirements of digital documents management, draw the general 

framework and to define function of the documents. 

• To be able to achieve the highest level of participation with documents i.e. the ability to 

work and interact positively with others through those documents. 

UMethodology of the research 

The researcher has employed a variety of methods in her quest for acquiring true and 

reliable information.  

UThese methods are: 

Scientific, Analytical, Descriptive, Inductive and Practical field work methods. 

UResearch boundary: 

The Sudan's National documents office. 

UThe results: 

Computers are considered essential unreliable networks and maintain the confidentiality of 

the documents it must encrypt these documents and digitally sign or add the electronics 

Signature and add watermark to install property rights 
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URecommendations 

Many recommendations have been concluded from the research , They help in making this 

research paper more balanced and objective by concentrating on the issue of (Digital Right 

Management for Multimedia). 

The following are some of the recommendations: 

1. To develop  applications capable of utilizing Multimedia in terms of Video- Audio- 
switching of data and written text. in order to enhance the credibility of the document 
and make it recognizable. 

2. Define an electronic description for the document in terms of how it affects and be 
affected. 

3. Provide a flexible framework that administrate authenticated and updated electronic 
records in order to suit meet the volume of need also to maintain the a  reference 
when needed. 

4. To regularly educate and train personnel involved in issues related to the safety of 
information technology. 

5. To restrict disclosure of personal documents without obtaining a prior permission. 

6. To study the consequential effects of Digital documents on society, economy and politics. 
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