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Abstract: Social networking is increasingly gaining popularity in recent times due to its flexibility and versatility.
The recent advancements and improvements in appearance and functionalities of smart phones have made
matchmaking on mobile social networks gain a lot of interest in recent times. Most users are more likely to use their
mobile devices for social network activity like matchmaking than their computers or laptops. As a result, there is the
need for secure protocols to protect users’ information during the matchmaking. Hence, this research paper seeks to
propose a secured and privacy-preserving protocol to protect users’ information during matchmaking. In this proposed
protocol, an individual becomes the matching-pair of the initiator if s/he has at least the threshold number of attributes
pre-set by the initiator. Apart from protecting users’ information from leaking, our proposed protocol is secured against
malicious and semi-malicious attacks. Furthermore only the match-pair that has enough attributes to be a good pair gets
to know the actual attributes they have in common.
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I. INTRODUCTION

Mobile social network (MSN) has gone through very significant improvements since its inception and has gained a
lot of popularity among users. This gain in popularity of MSN has necessitated the need for researchers to find more
improved and diverse ways to help users feel secured and comfortable using them. Social network users tend to have a
high level of trust toward other social network users. This trust can easily be abused by malicious users hence,
researchers are coming up with protocols that are adequately secure to protect users’ information. On MSN, a user’s
profiles usually contain sensitive information such as; user’s full name, contact information, relationship status, date of
birth, previous and current work, education background, private pictures e.t.c. This information hence makes such users’
profiles prone to attacks.

The dramatic change in appearance and functionalities of smart phones has made matchmaking on mobile social
networks gain a lot of interest in recent times. With this pervasive adoption of smart phones, there is a growing
tendency to access our social networks more often by smart phones than desktop computers or laptops [46]. The
hardware specifications of smart phones have been dramatically improved to the level of personal computers, along
with friendly interface improvements and usability enhancements. WiFi and Bluetooth techniques are pervasively used
in mobile applications to enable users to communicate with their physically-close neighbours [36].

The increased use of mobile phones has had significant impact on the way people interact. Mobile phone users have
difficulty knowing where and how their information is stored and who is authorized to use it. Therefore, protecting
mobile phone users’ data and increasing their confidence in data privacy has become a real challenge. A mobile
operator usually has private and sensitive information on users hence; a breach of confidentiality can result in severe
embarrassment, financial loss, and even litigation for a mobile operator. Also, a breach of integrity can be devastating.
Thus, any security incident may cause important business impact to the mobile operator [43]. Various authors describe
privacy of user information differently. In this paper, privacy will be defined as personal information protected from
malicious users but available to certain authorized persons Bnnig and Cap [37].

In matchmaking on MSN, users usually want to know what they have in common without divulging any other
information. The exchange/sharing of information should be such that, unauthorized people not should be privy to the
content of the information being shared. This has necessitated the need for protocols that protect users’ information
from unauthorized use. To protect users’ sensitive information from leaking during matchmaking, some researchers
have proposed protocols based on private set intersection [22], [26], [39], [40] and authorized private set intersection
[33], [41], [42].

Privacy-preserving attribute matching finds useful application in situations where two users want to know if they
have some attributes in common without disclosing any other information. Thus the design goal of PPAM is to help
two users exchange personal information while preserving the privacy of their personal information. Hence, this paper
seeks to propose a novel hybrid privacy-preserving attribute matchmaking protocol that will help individuals undertake
matchmaking without leaking any information. Our proposed protocol will help users find the intersection of their
attributes without leaking any other information that is not in the intersection. The matchmaking protocol first helps
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users find the number of attributes they have in common. If they do not have enough attributes in common, they then
terminate the protocol. Thus, the users exchange their attributes only when the number of attributes they have in
common is at least the threshold number set by the initiator.

In the rest of the paper, we take brief look at private matchmaking protocols and privacy-preserving scalar product
computation. Related work and our matchmaking protocol are in sections Il and Il respectively. The security of our
protocol is in section 1V. We conclude the paper in section V.

ISSN 2348 — 7968

Private matchmaking protocols

Generally speaking, private set intersection is a cryptographic protocol that involves two individuals, each with a
private set of attributes. Their goal is to compute the intersection of their respective attributes, such that minimal
information is leaked in the process. Private matchmaking as an aspect of private set intersection arises when
individuals want to know their common attributes. This can be done by computing the intersection of their respective
data items. Private set intersection protocols found [26], [27], [45] in are not appropriate enough to be used for
matchmaking. In these protocols, the individuals in the matchmaking protocol can use any items even if they do not
really have them. In order to prevent the individuals in the protocol from populating their dataset with items they do not
possess, authorised private set intersection is used. In authorised private set intersection, the dataset items are
authorised by a mutually trusted third party [16], [41], [42]. This characteristic prevents cheating hence making it
appropriate for matchmaking.

There are private set intersection protocols that allow only one of the individuals to know the intersection whilst the
other learns nothing. Other protocols also allow both individuals to learn the intersection set only but nothing else. Also,
some of the protocols employ the services of a certification authority to compute the intersection. Other protocols use
cryptographic technigues so that the intersections are computed by each of the individuals in the protocol. Protocols by
Agrawal et. al. [22], Vaidya et. al. [23], Arb et. al. [24] and Li et. al. [25] uses commutative encryptions to achieve
private set intersection in matchmaking. Also, applications of oblivious polynomial evaluation can be found in research
by Freedman et. al. [26], Kissner and Song [27], Sang et. al. [28], Ye et. al. [29] and Dachman et. al. [30]. Furthermore,
Hazay and Lindell [31], Jarecki and Liu [32], and Cristofaro and Tsudik [33] applied oblivious pseudo random
functions to achieve private set intersection. It must be observed that these matchmaking protocols are asymmetric.
Hence, when using these protocols in matchmaking, the individual that computes the intersection is expected to report
to the other truthfully. The asymmetric nature of these protocols makes them not desirable for matchmaking as their
usage can lead to information asymmetry.

Privacy-preserving Scalar Product Computation

Privacy-preserving scalar computation finds useful application when data are partitioned horizontally among
different people, sites, servers or organizations. Thus, with the application of privacy-preserving scalar computation,
common items in the various datasets can easily be identified without revealing the content of the datasets. The
application of privacy-preserving scalar computation can help different security agencies within or without countries to
arrest or prevent criminal activities. In a situation where only k-nearest neighbours (KNN) is used to classify an
individual as dangerous or otherwise, an individual can easily be misclassified. This misclassification can have dire
consequences. An individual maybe misclassified because in KNN, an individual is classified based on the nearest
persons of the individual. Hence, in the situation where there are not enough persons nearest to that individual in the
database, there will be misclassification. On the other hand with the usage of privacy-preserving scalar computation,
adequate information on an individual can be sort from different security agencies. With the usage of privacy-
preserving scalar computation, the different agencies need not reveal the content of their databases but adequate
information can be sought on an individual.

Yang et. al. [1] observed that secure scalar product protocol is a type of specific secure multi-party computation
problem. Using this kind of protocol, they observed that the two parties involved are able to jointly compute the scalar
product of their private vectors, but no party will reveal any information about his/her private vector to another one. It
has been observed that privacy-preserving scalar-product computation in data analysis has different applications:
Amirbekyan and Estivill-Castro [2], Du et. al. [3], Du and Atallah [4] applied it in regression; Du et al. [3], Du and
Atallah [4] used it in calculation of the product of matrices; in clustering, Amirbekyan and Estivill-Castro [5], Estivill-
Castro [6] and decision trees classification in Du and Zhan [7]. In [8], secure scalar product protocol based on
homomorphic encryption and permutation on vectors was used but it was observed that the add vector used can result
in all the vector attributes being the same, hence leaking information.

One of the ways to find the number of common items in a horizontally partitioned data is the use of scalar product
computation. In our protocol, in order to ensure the privacy of the users’ attributes and prevent the problem in [8],
binary vector of attributes is used in the scalar product computation. The binary vectors represent items that are present
or not in the database. The naive way of computing scalar products is either to let a trusted authority do the
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computation or allow one of the parties do the computation. But it must be observed that, the individual private set of
attributes may be very large. Goethals et. al. [34] using a provably private scalar product protocol that is based on
homomorphic encryption proposed an improved and efficient protocol that it can also be used on massive datasets.
Also, Melchor et. al. [35] discussed the application of scalar product to the privacy preserving computation of trust.

Il. RELATED WORK

In matchmaking, the techniques in use include; the use of a trusted third party technique, the fully distributed
technique and the hybrid technique — a combination of the two fore-mentioned techniques. In the use of a trusted third
party technique, the trusted third party is involved in each step of the matchmaking. Hence, the trusted third party
knows everything about the matchmaking — from the individual matchmaker’s attributes to the attributes of the
matched-pair, including location parameters. These techniques can be found in [10], [18], [19]. With the involvement
of the trusted third party in every step of the matchmaking, appropriate security measures should be put in place so as
the make it more secured to withstand malicious and semi-honest attacks. In Just-for-Us [18], the application keeps
track of the user’s location, current activity, the location and activities of other people, and the current environmental
conditions. The application then notifies users of friends within his/her close proximity.

There is another matchmaking technique that requires no trusted third party. Attributes of the initiator and the other
match-seekers are shared using Shamir secret sharing scheme. The application of this technique can be found in [9],
[14], [15]. In FindU [15], there is no usage of a trusted third party. An initiating user can find from a group of users
the one whose profile best matches with his/her. In their protocol, in order to limit the risk of privacy exposure, only
necessary and minimal information about the private attributes of the participating users is exchanged. In this protocol,
to enhance security, several increasing levels of user privacy are defined, with the corresponding decreasing amounts
of exchanged profile information.

There is also the hybrid technique used in matchmaking. The trusted third party is needed in this protocol just to
oversee it. Thus, the trusted third party is not involved in the matchmaking protocol. This matchmaking technique can
be found in [11], [12], [13], [17], [20], [21], [44]. In Wang et. al. [12], the initiator looks for a match-pair from other
potential candidates using the hybrid technique of matchmaking. A match-pair is made with a candidate that has the
greatest number of common attributes with the initiator. In this protocol, the computation of the intersection of the
attributes is done mutually. Furthermore, to enhance the security of this protocol, the CA verifies the content of the
intersections computed by the pair. If the intersections set are the same, the CA notifies them that the matching was
successful. Also, in [17] and [21] the proposed protocols ensure that a pair is made when a candidate has a minimum
pre-set threshold number of common attributes with the initiator. Furthermore, the CA verifies that the content of the
individual intersection computed are the same. The CA then notifies the match pair of a successful match if the
content of the intersection are the same.

1. MATCHMAKING DESIGN

It has been observed that social network users tend to have a high level of trust toward other social network users
hence, this protocol will provide adequate security protection for users’ information. Hence, this matchmaking
protocol seeks to help a user find the best matching-pair among several other users(s). In this protocol, the best
matching-pair is the user(s) that has attributes that is at least the pre-set threshold number of attributes of the initiator.
The threshold number of attributes is the minimum number of attributes that a user(s) should possess so as to qualify
as a match-pair. In our protocol, we assume that; (i). The CA cannot be compromised; (ii). Users will not terminate
the protocol before it ends once they have started; (iii). Users keep their private keys safe to prevent impersonation;
(iv). Users know the size of their intersection sets mutually; (v). Only the matched-pair know the actual attributes they
have in common; (vi). Attacks from persons outside the protocol are not possible. In order to achieve the necessary
security in our protocol, these privacy levels are defined.

Privacy Level 1:

When algorithm 1 ends, each user will know the number of attributes s/he has in common with the other users
mutually. The number of attributes a user has in common with other user(s) will be known only to both of them but to
no one else. Apart from this information, no other attribute information will be known by the users.

Privacy Level 2:
At the end of algorithm 2, both users will know the intersection set between them mutually. Also, apart from this
information, no other attributes information will be known by the users.

Privacy Level 3:

At the end of the matchmaking protocol, users will know the actual attributes they have in common mutually. This
information will be known to only the matched-pair and no one else.
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Due to the importance and private nature of the information that is shared on MSN, our protocol will seek to
achieve these levels of privacy. The procedure for our matchmaking protocol can be generally partitioned into two
phases. In phase 1, each user sets a threshold number of common attributes that another user(s) should possess so as
to qualify as a matching-pair. Each user performs privacy-preserving scalar computation with each user to verify
which user has at least the pre-set minimum threshold number of attributes. A user(s) that satisfies this criterion in
phase 1 then proceed to phase 2. In phase 2, the matched users then execute algorithm 2 in order to exchange their
attributes. If it is observed that there is no semi-honest behaviour by any user, the CA then sends the random number
and the random permutation to the match-pair. At the end of these phases, the matched pair will know the number and
type of attributes they have in common. On the other hand, the other users who did not have enough attributes with
each other to be match-paired will only know the number of attributes they have in common with each other.

Table 1: Notations
Threshold number of attributes of user Y,

yiThreshoId
Il Concatenation

ID, Identity of user Y,

| | | Number of attributes in intersection computed by Alice
ice

| 5o | Number of attributes in intersection computed by Bob
() Random permutation
(e, d) RSA-key pair of the CA
(e, ,d,) RSA-key pair of user Y;

Matchmaking Architecture

Users: Each user creates an RSA key pair (ey ,dy ), chooses a username and then makes the username together
with the €, public. Let Y ={Y,, ¥,, ¥, ...} be the set of registered users. Each user then selects N attributes; let

A ={a,,a,,,...,a;} be the set of attributes of user Y, . Each user is equipped with a mobile phone that has his/her
attributes configured in it before the protocol begins. Users’ mobile phones are within communication range of each
other using Bluetooth or Wi-Fi. Each user sets a threshold number of attributes, y; -, that another user should
have in common with him/her so as to qualify as his/her match-pair.

The Certification Authority (CA): The CA comprises an Identity Signer (IDS) and Attributes Database (ADB).
The identity signer chooses a random number, R ; creates an RSA key pair (€, d) and makes € public. The identity
signer stores the identity information of users. The Attribute Database has N attributes and stores information
pertaining to users’ attributes. The Attributes Database fixes the maximum number of attributes, n(n << N) which
user(s) can use in the matchmaking protocol. A user registers with the CA by sending the username and the public key
pair of the RSA key, e, to the identity signer. The identity signer gives each user an identity, IDyi . Each user then

sends E,[{attributes of user y}||username, |[ID,] to the CA. After receiving this, the CA then forms a
binary vector of attributes and returns Eeﬁ{IDyi || binary vector of attributes of user, y,} to user, y;. Hence,

in a user’s binary set of attributes, @, =1 if the attribute exits and @, =0 if otherwise.

Secure communication channels are established between users’ devices by using their public/private key pair. The
architecture for our matchmaking protocol is as depicted in figure 1. In figure 1, a node represents a social network
user, and an edge represents relationship between two social network users. Each social network user has information
ranging from demographic information, contact information, comments, pictures, videos, etc.
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Matchmaking Protocol
Using the binary vector of attributes, each user then undertakes privacy-preserving scalar computation as described
in algorithm 1 with each registered user. This will enable each user know the number of attributes s/he has in common

with other users. Privacy-preserving scalar computation between two users Yy, and Y, results in

N
A x AzT = Zaii X @, . This computation helps both Yy, and Y, to know the number of attributes they have in
i=1

N
common with each other mutually. User Y, then checks if A x A] = Zaii X @, is at least the threshold number of
i=1

common attributes, y, -, set by him/her. Likewise, Y, also checks if A x AzT :ZN:ali X a, is at least the
i=1

threshold number of common attributes, Yo, o S€ by him/her. This privacy-preserving scalar computation is

undertaken by all pairs of Y ={Y,, ¥,, Vs, ...} users. Each user then checks if any other user has enough attributes

with him/her so as to qualify as a match-pair. In this case, if user Yy, observes that Yy, has attributes that is at least the

threshold set by him/her, Yy, becomes the match-pair of Y, .

Algorithm 1: Scalar product computation of the number attributes
Require: The CA has a vector of N attributes.
1: CA creates RSA key-pair (e, d)and makes € public.

2: LettheusersbeY ={Y,, ¥,, ¥, ...}. Eachuser y;has A ={a,,a,,,..., &, }attributes, wheren<< N .

3: Each user chooses a username, creates an RSA key-pair and makes the RSA public-key e, together with his/her

username public. A user registers with the CA by sending the username and his/her RSA public key. The CA then
returns to each user an identity, 1D,

4: Each user sets a threshold number of attributes, Vi o which qualifies another user to be a pair. A user then sends

reshol
E.[{attributes of user y;}||username, || ID, ]Jto the CA.

5: After receiving E [{attributes of user y;}||username, || ID, ], the CA forms a binary vector of attributes.
The CA then returns EeYi{IDyi || binary vector of attributes of user, y,}to each user, y;. Hence, in user ;s
binary vector, &, =1if the attributes exits and &, = O if otherwise.

6: User Y, sends Eey.{IDy, || binary vector of attributes of user, y,}tousers y,,i=2,3,...

Likewise, user Y, sends Eey‘{IDyi || binary vector of attributes of user, y,}to users y,,i=13,... and so

on.
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N

privacy-preserving scalar computation A x A2T = Zaii X @,; . This computation helps each user to know the number
i=1

of attributes s/he has in common with each of the other users.

8: Each user then checks which other user(s) has number of attributes that is at least his/her pre-set threshold number

N
of common attributes. Thus user Y, verifies if ZalivaiZleh ., - Likewise, user Y, verifies if
i=1
N

Zaii x a2i Z y2ThreshoId ’

i=1

In our matchmaking protocol, attributes are the same if they are semantically the same. Let us assume users Y, and

Y, represent Alice and Bob respectively and Alice is the initiator. Also, let us assume the number of attributes that

Bob has in common with Alice is at least the threshold set by her. As Bob has the number of common attributes that is
at least the threshold set by Alice, Bob becomes match-pair of Alice. They then proceed to execute algorithm 2. Alice

N N
sends E {ID ;. || 1Dgy | Z:a1i x @, } to the CA. Also, Bob sends E {IDg, || ID e Il Z:a1i X a, } to the CA.
i=1 i=1
N
The CA checks if Z a,; xa,; from Alice and Bob are the same. If they are not the same, the algorithm is terminated
i=1
and the CA checks who is involved in a semi-honest attack on the protocol. The user who is involved in the semi-
honest attack is then removed from the list of registered users. If they are the same, the algorithm continues.

The CA then exponentiates the attributes of Alice and Bob using the random number, R . After the exponentiation
of the individual attributes, the CA randomly permutes them using the random permutation, ¢ . The CA sends

E... [p{a},...,a }] and E.,. [p{a),...,a}}] to Alice and Bob respectively. After receiving
E.... [pfa), ..., a}}] from the CA, Alice sends E..., [pfa’, ..., a}}] to Bob. Bob then decrypts it to obtain
o{a], ..., a5} Likewise, Bob also sends E, [pfas,, ..., af }] to Alice. Alice also obtains {ay, ..., a} }

after  decrypting E, [pfay,...,a5,}] . Alice  then  computes  the intersection

€Alice
e l€ 0@}, ..., a8 opfad,.... a5} . Bob also computes the intersection
Il l€ ofal,...,a }npfad, ..., al }. The computation of the intersections | I ;.. | and | I5,, | help both
Alice and Bob respectively know the exponentiated form of the attributes they have in common. Alice sends
E.{IDpice I IDgyy [l 1 gjice |} to the CA. Likewise, Bob also sends E.{1Dg,, || 1D ajce Il 1545 1310 the CA. The CA
checks if | I ;. | from Alice is the same as | I, | received from Bob. If | I 5., | and | I, |are the same, the CA
sends the random permutation, ¢ and the random number, R to Alice and Bob. Hence, with the knowledge of ¢ and
R, Alice and Bob can then retrieve the actual attributes they have in common from the intersection they computed.
On the other hand, if | I ., | and | I, |are not the same, the CA checks which user is involved in a semi-honest

attack on the protocol. After the cheat is found out, the CA does not send ¢ and R to him/her. Hence, the user

involved in the semi-honest attack cannot know the actual attributes s/he has in common with the pair. Furthermore,
the cheat is removed from the list of registered users by the CA.

Algorithm 2: Exchanging of common attributes

Require: The CA chooses a random number R «— Z,

1: Alice sends E_{ID ;e || IDgop Il 1 aice 130 the CA. Likewise, Bob also sends E {IDg, || IDjice |l 1505 |} t0 the
CA.
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2: The CA checks if Z:a1i x a,; from Alice is the same as that from Bob. If they are not the same, the algorithm is
i=1

terminated and the CA checks who might have cheated. If they are the same, the algorithm continues.

3: Using the random number R, the CA exponentiates and randomly permutes the attributes of Alice to obtain

o{a],..., a5} The CAsends E, [p{al, ..., a] }to Alice.

4: Also, using the random number R, the CA exponentiates and randomly permutes the attributes of Bob to obtain
o{a, ..., a5} The CAthen sends E, [p{al,..., a} }] to Bob.

5: Alice sends E, [pfa’, ..., a}}] toBob. Also, Bob sends E.... [pfa, ..., a5} to Alice.

6: Alice obtains ¢fay,...,a;} from E, [p{a),...,a5}] and computes the intersection
e l€ ofal,.... a0 ofal, ..., al }. This gives Alice the number of common attributes she has with Bob.
7: Bob also obtains from ¢fay,...,a;} from E, [pfa],...,a }] and computes the intersection

|l l€ @fal,...,a}ofal, ..., al }. This gives Bob the number of common attributes she has with Alice.

IV  SECURITY

Each user registers with the CA by sending E,[{attributes of user y;}||username, || ID, ] to the CA. The

registration of the users with the CA ensures that users cannot modify their attributes so as to gain more information
from other users. Hence, the registration binds a user’s attributes to him/her. In step 5 of algorithm 1, the CA returns a
binary vector of users” attributes to the users. The binary vectors of attributes are used by the users to compute the
number of attributes each user has in common with the other. Hence, a user in possession of the other users’ binary
vector of attributes will not be able to know the actual attributes of the others. At the end of algorithm 1, the privacy-
preserving scalar computation helps each user to know only the number of attributes s/he has in common with each
user.

N

Before Alice and Bob proceed to execute algorithm 2, the CA ensures that E {1D ., || IDg,, | Z:a1i xa,. } and
i=1
N N

E.{IDgy || 1D pjice Il Z:a1i xa, } received from Alice and Bob respectively have the same Z:a1i xa, . If

i=1 i=1

N
Zali xa,; from both Alice and Bob are not the same, the algorithm is terminated. The CA then removes the cheat
i=1
from the list of registered users.
The CA sends randomized exponentiated attributes, E, [pfa),...,a}}and E.... [pfay, ..., a5 Hto Alice
and Bob respectively. The exponentiation and randomization of the attributes prevent Alice from mapping her

attributes in @fa}, ..., a\} to the corresponding attributes in A ={a,,,a,,...,8,,}in polynomial time. Also,
when Alice sends go{aﬁ, cees af;} to Bob, he cannot map the actual attributes &,;; to the corresponding attribute aiFf
in polynomial time. In like manner, the exponentiation and randomization of the attributes prevents Bob from
mapping his attributes in (p{aZRl, e aan} to the corresponding attributes in A, ={a,,,8,,,...,8,,} in polynomial

time. Also, when Bob sends ¢{ay, ..., aj } to Alice, she cannot map the actual attributes a,; to the corresponding
attribute azRi in polynomial time.

The computation of the intersection | I, |€ @{a),...,al}np{al,...,al} helps Alice to know the
exponentiated attributes she has in common with Bob. Also, the computation of the intersection
|l l€ Pfal, ..., a5 ofal,..., a5} by Bob helps him know the exponentiated attributes he has in

common with Alice. From this intersection, neither Alice nor Bob can know the actual attributes s/he has in common
with each other in polynomial time.
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As a further check against semi-honest attacks, Alice and Bob send E_{ID ;. || IDgy Il | nice [} and
E.{IDg, || IDpjice Il 150, |} respectively to the CA. The CA then checks if | I, | from Alice is the same as
| I, | from Bob. If they are the same, the CA then sends the random permutation ¢ and the random number R to
Alice and Bob. With the knowledge of ¢ and R, Alice and Bob will be able to compute and know the actual

attributes they have in common. On the other hand, if | I ;. | and | I, | form Alice and Bob respectively are not

the same, then the CA checks which user might have launched a semi-honest attack on the protocol. After the user
who launched the semi-honest attack is found out, the CA does not send ¢ and R to that user. Hence, the cheat

cannot compute to know the actual attributes s/he has in common with the match-pair. The CA removes the cheating
user from the list of registered users.

Achievement of Privacy Levels

N
Privacy level 1: The computation of A x A} = Zaii X a,; by Alice and Bob enables them know the number of
i=1
attributes each has in common with the other. The knowledge of the number of attributes is exclusive to only the users
(Alice and Bob) that did the computation and no one else.

Privacy level 2: At the end of algorittm 2, Alice computes |, | and Bob computes|l,, | . These
computations help both Alice and Bob know the exponentiated attributes they have in common with each other.
Hence, the computation of | I ... | and | I, | help Alice and Bob know the exponentiated attributes mutually. Also,

the knowledge of | I ... | and | I, | is exclusive only to Alice and Bob but to no one else.

Privacy level 3: This privacy level is achieved after the CA sends ¢ and R to Alice and Bob. With the knowledge
of @ ad R , Alice and Bob can retrieve the actual attributes from the intersections

R R R R R R R R
[Naice | € {an, - @} play, ... 85} and gy, [€ ofay, ..., a3 efay, ..., 8} they computed
respectively. Hence, only Alice and Bob will know the type of attributes they have in common.

Correctness of our protocol

N
In algorithm 1, the privacy-preserving scalar computation of A x AzT = Zaﬂ xa,; yields the same number of
i=1
attributes for each pair of users. Thus, if Alice has attributes A ={a,,,a,,,...,8,,}and user Bob has attributes
N
A, ={a,,,a,,,...,a,,}. The scalar product computation by Alice yields A x A] = Z:a1i xa,; . Also, the scalar

i=1

N
product computation by Bob yields A x A] = Zaii x a,; . Since the scalar computations by both Alice and Bob
i=1
yield the same result, algorithm 1 is correct.
In algorithm 2, Alice will be in possession of Bob’s attributes in the form of (p{ale, e aan} and Bob will also

be in possession of Alice’s attributes in the form of go{alRl, cees af;} . Alice computes the intersection
pfa’,...,a Y e{al, ..., al } and Bob also computes the intersectionp{a’,...,a ynep{al,...,at }.
Since the outcome of @{a],...,a }ne{ay,...,a,} from Alice and the outcome of
pfa’,....a Y@, ..., al }from Bob are the same, algorithm 2 is correct.

Collusion Resistance
There also exists a potential attack from users who would like to know the private set of attributes of the CA.

Hence, since the CA cannot be compromised through malicious attacks, a semi-malicious attack like collusion can be
undertaken. With the maximum number of attributes N that each user should use in the matchmaking set by the CA,

and the size of the CA’s private set of attributes as N , the colluding adversaries should be at least ('%_1) , Wang et.
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al. [44]. That is, at least this number of adversaries is needed to know the private set of attributes of the CA. As the
private set of attributes of the CA is very large, it makes it very unlikely that there can be at least as many as

(’\%_1) malicious users who would like to know the attributes of the CA. As a result, the protocol will secure

against collusion attacks.
V ~ CONCLUSION

In this paper, we have presented a matchmaking protocol in mobile social network. This mobile matchmaking
protocol preserves users’ attributes from unnecessary leaks. This is partly because, only the matched pair that get to
know the number of attributes they have in common. This protocol is also secured against malicious and semi-
malicious attacks.
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