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Abstract---Intrusions in heterogeneous WSNs can be 

detected by using multi-sensors in between sender hosts 

and receiver hosts. These multi-sensors can operate at 

same time and monitor the activity of data packets 

transformation between the two hosts the sender and 

receiver hosts are registered with sensor if any anomalous 

sender try to send modified date packet then the sensor 

detects the anomalous sender with their port numbers and 

block the data packet which is sent by anomalous sender. 

The main objective the paper. Transfer information in a 

secured manner and provide security by using multiple 

sensors that detects the intrusion during data 

transformation in connectionless sensor networks. 
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1. INTRODUCTION 
 

      The intrusion also called as encroachment it is consider as 
the technique for connectionless sensor networks to identify 
the presence of in-appropriate, false, or inconsistent attackers 
those are in moving stage. in this paper, intrusions in 
heterogeneous WSNs can be identified by using multi-sensors 
in between one host(sender) and another host(receiver) in 
WSN. These multi-sensors can operate at same time and 
monitor the activity of data packets transformation between 
the two hosts the sender and receiver hosts are registered with 
sensor if any anomalous sender try to send modified date 
packet then the sensor detects the anomalous sender with their 
port numbers and block the data packet which is sent by 
anomalous sender. 
 

     Intrusions in heterogeneous WSNs can be detected by 
using multi-sensors in between sender hosts and receiver 
hosts. These multi-sensors can operate at same time and 
monitor the activity of data packets transformation between 
the two hosts the sender and receiver hosts are registered with 
sensor if any anomalous sender try to send modified date 
packet then the sensor detects the anomalous sender with their 
port numbers and block the data packet which is sent by 
anomalous sender. 
 

A. Statement of problem 
 
     The system needs to utilize all the network resources 
efficiently and provide most effective technique to identify 
intrusion even if the detector host fails to detect further the 
system has to consider all network parameters. 
 
B. Objective 

     The main objective is to utilize all the network resources 
effectively and to get maximum utilization of network 
resource and to provide multiple sensors which are active at 
same time. During data transmission all detector hosts try to 
identify intruder node and block that host system. 
 
     The multiple sensor technique helps to track the intruder 
with registered port numbers then block the malicious host in 
the network which tries to send data. 
 

 
II. BACKGROUND 

 
     The detector system works with single sensor at a time if 
one sensor fails then another sensor activate and start sensing  
 
 
 
for the intrusions, this leads to poor utilization of network 
resources and performance degradation, 
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III. LITERATURE SURVEY 
 
     D.P. Agrawal and Q.-A. Zeng, et all [1] Provides security 
to data packets while transmitting in ad-hoc network by using 
CRC algorithms. it provides security to only the data present 
in a data packet and not during data transmission, many 
algorithms have been proposed to provide security in 
connectionless sensor networks and in Ad-Hoc systems during 
this security techniques the performance can be decreased and 
network utilize maximum number of network resources this 
results in more cost and implementation will be difficult 
because of the more network resources that has to be manage. 
 
     Seyedeh yasaman rashida [2] By using homogeneous 
system better security can be provided and in heterogeneous 
system security to data packet can be provided with the help of 
sensors, this paper provides an effective way of defiance 
against attackers in computer networks and this paper also 
proposes the attacks are most common in data transmissions it 
tries to overcome bottom level element for the information 
aggregation and analysis this allow to results in better 
scalability. 

 

   This paper mainly depends upon following parameters in 
intrusion detection system, 

 
• Tracker 
• Monitor 
• Misuse detector 
• Anomaly detectors 

 
X. Chen, and X. Zhang et All [3] The security can be 

achieved in both homogeneous and heterogeneous system with 
the help of sensors which detects the intrusions, this paper 
focus on accurate traffic monitoring to avoiding the intrusion 
detection, it classifies the intrusion detection based on network 
systems and network based monitoring system. In these host 
based monitoring system the host or the hosts which are 
connected in a network for communication individually 
monitor the unauthorized senders based on port numbers and 
in network based system the network contains some of the 
hostss or host systems which verify the number of system 
present in network and the sender address and receiver address 
by using IP address.  

 

IV.  PROPOSED SOLUTION 

 
                    Data 
 

 
   Data 

 
 
 
 

Fig 3.1.1: working of IDS 

     The figure 3.1.1 shows the architectural representation of 
for intrusion detection system the sender node tries to send 
data with registered port number with the detector node, 
detector node identifies the valid and invalid port numbers 
through which the sender send the data. if the data packet is 
from valid sender then data packet is forwarded to receiver 
otherwise the data packet is discarded at detector node  
 
     The method proposes that all the sensors present in the 
network tries to identify the intrusion that will occur due to 
unauthorized access in heterogeneous connectionless sensor 
networks,  
     Further all the detector hosts verify all the sender’s port 
numbers to identify whether the sender is authorized, if the 
send is unauthorized then the data packet is discarded detector 
hosts allows only authorized sender can send data packets to 
the receiver hosts. 
 
     For the implementation it contains the following modules 
which provides better performance and reliable intrusion 
detection system. 

 
 Designing (Detector) Sensor Network 
 Data packet selection 
 Find valid and invalid ports 
 Transfer of data packets 
 Receiving valid packets and discarding invalid packets 

 
A. Designing (detector) sensor network: 
 
     In this Designing sensor network can be constructed by 
interconnecting all the  host systems to its neighbor host 
system to form the network. 
 
B .Data Packet Selection 
 
      In this the browse button is used to select the data packets 
and if the packet size larger then it is breakdown into small 
sized packets with packet numbers mention for those packets 
 
C. Find Valid And Invalid Ports 
 
     By this the detector node finds the valid and invalid host 
system in a network, to perform this activity the detectors get 
the information about valid and invalid port numbers 
registered previously with that detector for communication 
starts. 
 

D. Transfer of Data Packets 
 
     During this stage when sender clicks on send button by 
selecting and registered port number the data packet which is 
already selected in previous operation is transferred on a 
network to receiver host during this transformation the 
detectors at intermediate checks for valid and invalid port 
numbers. 
 

 

 
SENDER 

 
DETECT

OR 

 
RECEIVER 
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HOSTS 
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E. Receiving Valid Packets And Discarding Invalid Packets 
 

     During this the detector nodes transmit only the valid 
packets to receiver host and discard the data packets which 
send by unauthorized port number. These modules designed in 
such a way that every user can easily understand the 
functionality of end product.  

 

VI.  RELATED WORKS 
 

     This technique can be extended in web services with their 
application and also in parallel computing concepts in 
interconnection network; by considering all the network 
parameters the more efficient and high performance oriented 
intrusion detection technique can be implemented. 
 
     Further, Multiple sensors uses more network resources at 
same time the performance of network reduces, performance 
can be increased by considering all the network parameters 
like hosts density, sensing range, and transmission range. this 
paper can also be extended for Ad-Hoc networks. 
 
     The method proposes that all the sensors present in the 
network tries to identify the intrusion that will occur due to 
unauthorized access in heterogeneous connectionless sensor 
networks,  
 
      Further all the detector hosts verify all the sender’s port 
numbers to identify whether the sender is authorized, if the 
send is unauthorized then the data packet is discarded detector 
hosts allows only authorized sender can send data packets to 
the receiver hosts. 
 

VI. CONCLUSION 
 

     This system provides the solution to intrusion detection 
problem in heterogeneous WSN related to the distance 
parameter “D” from sender to detector host with following set 
of parameters like hosts density, sensing range, and 
transmissionsrange.This multi-sensor technique allows us to 
effectively monitor the detector system by providing multiple 
detectors to detect intrusion at same time. 
 
     Further by this technique provide better security 
mechanism can be achieved for intruders and make use of 
available resources effectively, since multiple sensors can 
actively participate to detect intrusion, then there is no chance 
of entering an intruder during communication between sender 
hosts and receiver hosts. 
 
     This paper provides an efficient use of network resources  
hence multi-sensor networks can be implemented in least cost 

security mechanism than compared to other  WSN security 
mechanism. 
 
       Finally this paper work helps to develop a secure 
communication mechanism in WSN networks in less cost, 
effective utilization of network resources. 
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